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Preface

These are the proceedings of Crypto 2005, the 25th Annual International Cryp-
tology Conference. The conference was sponsored by the International Associa-
tion for Cryptologic Research (IACR) in cooperation with the IEEE Computer
Science Technical Committee on Security and Privacy and the Computer Science
Department of the University of California at Santa Barbara. The conference was
held in Santa Barbara, California, August 14-18, 2005.

The conference received 178 submissions, out of which the program committee
selected 33 for presentation. The selection process was carried out by the program
committee via an “online” meeting. The authors of selected papers had a few
weeks to prepare final versions of their papers, aided by comments from the
reviewers. However, most of these revisions were not subject to any editorial
review.

This year, a “Best Paper Award” was given to Xiaoyun Wang, Yiqun Lisa
Yin, and Hongbo Yu, for their paper “Finding Collisions in the Full SHA-1.”

The conference program included two invited lectures. Ralph Merkle deliv-
ered an TACR Distinguished Lecture, entitled “The Development of Public Key
Cryptography: a Personal View; and Thoughts on Nanotechnology.” Dan Boneh
gave an invited talk, entitled “Bilinear Maps in Cryptography.”

We continued the tradition of a “rump session,” featuring short, informal
presentations (usually serious, sometimes entertaining, and occasionally both).
The rump session was chaired this year by Phong Q. Nguyén.

I would like to thank everyone who contributed to the success of this con-
ference. First, thanks to all the authors who submitted papers: a conference
program is no better than the quality of the submissions (and hopefully, no
worse). Second, thanks to all the members of the program committee: it was
truly an honor to work with a group of such talented and hard working indi-
viduals. Third, thanks to all the external reviewers (listed below) for assisting
the program committee: their expertise was invaluable. Fourth, thanks to Matt
Franklin, Dan Boneh, Jan Camenisch, and Christian Cachin for sharing with
me their experiences as previous Crypto and Eurocrypt program chairs. Finally,
thanks to my wife, Miriam, and my children, Alec and Nicol, for their love and
support, and for putting up with all of this.

June 2005 Victor Shoup
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Efficient Collision Search Attacks on SHA-0O

Xiaoyun Wang!*, Hongbo Yu?, and Yiqun Lisa Yin?

! Shandong University, China
xywang@sdu.edu.cn
2 Shandong University, China
yhb@mail.sdu.edu.cn
3 Independent Security Consultant, Greenwich CT, US
yyin@princeton.edu

Abstract. In this paper, we present new techniques for collision search
in the hash function SHA-0. Using the new techniques, we can find col-
lisions of the full 80-step SHA-0 with complexity less than 23° hash
operations.

Keywords: Hash functions, Collision search attacks, SHA-0, SHA-1.

1 Introduction

The hash function SHA-0O was issued in 1993 as a federal standard by NIST. A
revised version called SHA-1 was later issued in 1995 as a replacement for SHA-
0. The only difference between the two hash functions is the additional rotation
operation in the message expansion of SHA-1, which is supposed to provide more
security. Both hash functions are based on the design principles of MDA4.

In 1997, Wang found an attack on SHA-0 [14] which produces a collision with
probability 275 by utilizing algebraic methods to derive a collision differential
path. In 1998, Chabaud and Joux [6] independently found the same differential
path through computer search. In August 2004, Joux [7] announced the first
real collision of SHA-0, which consists of four message blocks (a pair of 2048-
bit input messages). The collision search took about 80,000 hours of CPU time
(three weeks of real time) and is estimated to have a complexity of about 2°!
hash operations. To our knowledge, this is the best existing attack on the full
80-step SHA-0 prior to the work reported here.

The attacks in [14,6] found a differential path which is composed of certain
6-step local collisions. There is an obstacle to further improve these attacks,
as finding a differential characteristic for two consecutive local collisions cor-
responding to two consecutive disturbances in the first round turns out to be
impossible. This phenomenon makes it difficult to find a differential path which
has a smaller number of local collisions in rounds 2-4 and no consecutive local
collisions in the first round.

* Supported by the National Natural Science Foundation of China (NSFC Grant
No0.90304009) and Program for New Century Excellent Talents in University.

V. Shoup (Ed.): Crypto 2005, LNCS 3621, pp. 1-16, 2005.
© International Association for Cryptologic Research 2005



2 X. Wang, H. Yu, and Y.L. Yin

In this paper, we introduce a new cryptanalytic method to cope with this
difficulty. Our analysis includes the following techniques: Firstly, we identify an
“impossible” differential path with few local collisions in rounds 2-4 and some
consecutive local collisions in round 1. Secondly, we transform the impossible
differential path into a possible one. Thirdly, we derive a set of conditions which
guarantee that the modified differential path holds. Finally, we design message
modifications to correct all the unfulfilled conditions in the first round as well as
some such conditions in the second round. With these techniques, we can find
collisions of the full SHA-0 with at most 23° hash operations, which is a major
improvement over existing attacks. The same techniques can be used to find near
collisions of SHA-0 with complexity about 233 hash operations.

We note that the new techniques have also been proven to be effective in the
analysis of SHA-1[16].

The rest of the paper is organized as follows. In Section 2, we give a descrip-
tion of SHA-0. In Section 3, we provide an overview of the original attack on
SHA-0 [14] and subsequent improvements [15,1,2,7,3]. In Section 4, we review the
“message modification techniques” presented in [11,12,13] to break HAVA-128,
MD5, MD4 and RIPEMD, and consider their effectiveness in improving existing
attacks on SHA-0. In Section 5, we present our new collision search attacks on
SHA-0. In Section 6, we give an example of real collision of SHA-0 found by
computer search using the new techniques. We conclude the paper in Section 7.

2 Description of SHA-0

The hash function SHA-0 takes a message of length less than 264 bits and pro-
duces a 160-bit hash value. The input message is padded and then processed
in 512-bit blocks in the Damgard/Merkle iterative structure. Each iteration in-
vokes a so-called compression function which takes a 160-bit chaining value and
a 512-bit message block and outputs another 160-bit chaining value. The initial
chaining value (called IV) is a set of fixed constants, and the final chaining value
is the hash of the message.

In what follows, we describe the compression function of SHA-0. For each 512-
bit block of the padded message, divide it into 16 32-bit words, (mg, m1, ...., m15).
The message words are first expanded as follows: for i = 16, ..., 79,

mi = m;—3 D mij—g S m;—14 D Mi_16.

The expanded message words are then processed in four rounds, each consisting
of 20 steps. The step function is defined as follows.
Fori=1,2,...,80,
a; = (ai—1 << B5)+ fi(bi—1,ci—1,di—1) + €1 +mi_1 + k;
bi =a;—1
c; =bi_1 << 30
di = ¢

e; =di—1
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The initial chaining value I'V = (ayg, b, co, do, €9) is defined as:
(0267452301, Oxefcdab89, 0x98badcfe, 0210325476, 0xc3d2el f0)

Each round employs a different Boolean function f; and constant k;, which
is summarized in Table 1.

Table 1. Boolean functions and constants in SHA-0

rounds| steps Boolean function f; constant k;
1 [1=20IF: (zAy)V(-xzAz) 0x5a827999
2 |21 —40|XOR: z Dy P z Ox6ed6ebal
3 |41 —60MAJ: (zAy)V (xAz)V(yAz)0x8fabbcdc
4 |61 —80|XOR:z®y® 2 Oxca62c1d6

3 Previous Attacks on SHA-0

In this section, we first describe the original collision attack on SHA-0 given by
Wang in 1997 [14]. This sets up the basic framework for introducing our new
techniques later on. For other independent attacks on SHA-0O the reader may
wish to refer to [15,6,1,7,3].

3.1 Local Collisions of SHA-0

Informally, a local collision is a collision within a few steps of the hash function.
A simple yet very important observation is that SHA-0 has a 6-step local collision
that can start at any step 4, and this type of local collision is the basic component
in constructing full collisions.

Suppose a message difference in bit j first occurs in Step i (e.g., Am,;_1 ; = 1.)
The difference will affect the chaining variables a, b, ¢, d, e consecutively in the
next five steps. In order to offset these differences and reach a local collision, more
message differences are introduced in subsequent message words. In Table 2, we
illustrate the differential path of such a local collision. The chaining variable
conditions under which the local collisions hold were given in [14,15].

The probability associated with the above local collision depends on the
Boolean function, the bit position j, and some conditions on the message bits.
The differential attack in [14] and [6] chooses j = 2 so that j + 30 becomes
the MSB! to eliminate the carry effect in the last three steps. In addition, the
following condition

M2 = 7Miy1,7

! Throughout this paper, we label the bit positions in a 32-bit word as
32,31, 30, ..., 3,2,1, where bit 32 is the most significant bit and bit 1 is the least
significant bit. Please note that this is different from the convention of labelling bit
positions from 31 to 0.
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Table 2. A 6-step local collision of SHA-0 starting at step ¢. The measure of difference
is @. Addition in the exponents is modulo 32. “nc” stands for no carry. Af is the
output difference of the Boolean function

step | Am |Aal||Ab| Ac | Ad | Ae ||Conditions

i 27 127 nc
i+ 112777 27
i+ 2| 27 27+30 nc, Af =27
i+ 3 2j+30 2j+30 nc, Af — 2j+30
i+ 4]27130 271300ne, Af = 27130
i+ 5[29730 nc

helps to offset completely the chaining variable difference in the second step of
the local collision, where z; ; (x = m) denotes the j-th bit of message word x;.
The message condition in round 3

mio = 74122

helps to offset the difference caused by the non-linear function in the third step
of the local collision.

3.2 Differential Paths of SHA-0

At a high level, the differential path used in [14] is a sequence of local collisions
joined together with possible overlaps. To construct such a path, we need to find
a set of appropriate starting step for each local collision. We can use an 80-bit
0-1 vector = (o, ..., Z79) to specify these starting steps, and the vector is called
a disturbance vector. It is easy to show that the disturbance vector satisfies the
same recursion defined by the message expansion. That is, for ¢ = 16, ...79,

T =2 3Dx;8DT;—14DT;16-

For the 80 variables x;, any 16 consecutive ones determine the rest. So there are
16 free variables to be set for a total of 216 possibilities.

In order for the disturbance vector to lead to a possible collision, several
conditions on the disturbance vectors need to be imposed, and they are discussed
in details in [14]. These conditions are summarized in Table 3.

From [15], we know condition 1 in Table 3 holds if and only if the following
equations hold:

r11 = X3 + X3
Ti2 = T4 + X9
T13 = Ts + T10
Ti4 = To + T3 + T + T3

T1i5 =1+ Tga+ 27 + X9
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Table 3. Conditions on disturbance vectors for SHA-0 with t steps

Condition Purpose
x; = 0 for ¢ = 75,76,77,78, 79|to produce a collision
in the last step 5

Ju—

2|x; =0 for ¢t = =5, ..., —1 to avoid truncated local
collisions in first few steps
3|no consecutive ones to avoid an impossible
in the first 17 variables collision path due to

a property of IF

Condition 2 in Table 3 holds if and only if

,176:£IJQ+$1 —|—LL’2+I4
T7 = Tg + X4

rg = g + x1 + 5
Tg = X4

10 = X +.CB5

We can also search for a disturbance vector using (zo, ..., z15) as the 16 vari-
ables. After imposing Conditions 1 and 2, there are 6 free variables remaining:
(o, ..., z5). With Condition 3, only 3 choices are left for the 6 free variables,
namely (001000) and (000100) and (000101), the first of which corresponds to
the differential path given in [14].

We remark that the Hamming weight of the disturbance vector is closely
related to the complexity of the attack. Given a disturbance vector x, we define
hw,4 (z) as the Hamming weight of x from step r to 80. To minimize the com-
plexity, the Hamming weight hwi74(z) should as small as possible (although
there are other more subtle conditions). The corresponding vector used in [14]
have hwy7, = 27, and the complexity of collision search attack is about 2°%.

3.3 Existing Techniques for Improving the Attack

In the past year, there have been some major advances in the analysis of SHA-0.
These latest attacks are built upon the differential attack by Chaband and Joux,
while introducing new ideas for significant improvements. We summarize these
techniques below.

— Neutral bit techniques [1]. This allows the collision search to start at a step
i > 17. 2 Biham and Chen showed how to start the collision search of SHA-0
at step i = 22 [1] and reduce complexity of finding full collisions to 2°6.

More interestingly, they were able to find near collisions of SHA-0 with
complexity 24°, and this provides a basis for finding multi-block collisions.

2 Since the first 16 message words are independent, in general one can bypass the first
16 steps and start the search at ¢ = 17.
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Since a near collision does not require the first set of conditions on the
disturbance vector, vectors with much lower Hamming weight can be found.
— Multi-block collision techniques [2,7,12]. The idea is to use near collisions in
several message blocks to produce a collision. Using this technique together
with the neutral bit technique, Joux reported the first real collision of the full
80-step SHA-0. The search complexity is estimated to be 2°! hash operations.

4 Message Modification Techniques and SHA-0

At the Rump Session of Crypto’04, Wang [10] announced collisions of several
hash functions, including MD4, MD5, RIPEMD, and HAVEL-128. The collision
search attacks on these hash functions [11,12,13] adopt a three-step approach:
find a differential path leading to possible collisions, derive a set of sufficient
conditions for the differential path to hold, and modify the message words to
satisfy all conditions in the first round (as well as most conditions in the second
round) so that the success probabilities can be greatly enhanced.

The “message modification” employed in the last step is a major innovation
that makes these collision search attacks feasible. Message modification tech-
niques have been introduced in attacking HAVAL-128, MD5, MD4, RIPEMD
[11,12,13] and SHA-0 [15] (not gave the precise description in [15]). However,
the more sophisticated hash functions such as SHA-0 and SHA-1 pose consider-
able new challenges, and require more powerful message modification techniques
in their attack. We shall discuss various components of the message modifica-
tion approach which, when suitably combined, can yield an effective attack. Full
details will be omitted in this presentation.

4.1 Message Modification Techniques

In what follows, we provide a description of the more complicated message mod-
ification techniques for SHA-0. Following the terminology in [12], we also cate-
gorize the techniques into basic techniques and advanced techniques.
For the MD4-family of hash functions, including SHA, the step function F
has the form of
a; = F(input chaining variables, m;_1),

where a; is the output chaining variable and m;_; is the message word applied in
step i. Given a differential path that may lead to possible collisions, it is not hard
to derive a set of sufficient conditions on a;. The conditions are of the following
forms:

— Q5,5 = 0 or a; 5 = 1.
— Qj,j = Qi §/ OF G5 5 = QA 5/, for i’ < i.

In fact, all these conditions can be combined into one general form:

a; 5 =,
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where v is a bit value that is fixed to be 0/1 or has been computed before step i
(since i’ < i). Therefore, we can treat them uniformly.

The main idea of the “‘basic modification technique”is simply to set a; ; to
the correct bit by modifying the corresponding bit of m;_;. More specifically,
the following operation is performed for each derived condition a; ; = v.

— If a; ; # v, then set m;_1 = m;_1 £ 27=1 to correct the condition.

If there is a condition on m;_1 ; in the collision differential path, the above
modification isn’t available. So, it needs to modify some message bits in the
previous steps (maybe only one message bit of the previous step is modified)
to correct the condition of a; ;. These message modification techniques can be
applied to a hash function up to the first 16 steps.

If the message word m; is dependent on one or more of the earlier message
words, then “advanced modification technique”are needed to deal with the com-
plication. Roughly, a change in m; will cause a change in m; for some ¢ < 16
and hence a change in a;41. The advanced technique can “correct” this change
within the next few steps during which each of the chaining variables are up-
dated once. Effectively, the correction process is the same as constructing a local
collision. The process works if and only if modification of the message words in
those steps does not affect any existing conditions on the chaining variables.

4.2 Application to SHA-0

Given a differential path of SHA-0 in any existing attacks, we can easily derive
a set of sufficient conditions on the chaining variables by analyzing each local
collision separately. Using the basic modification techniques, we can make all
the conditions in the first 16 steps to hold in a systematic way.

The advanced modification techniques, however, do not seem to be directly
applied to SHA-0 as in the cases of MD4, HAVAL-128 and MD5 etc. The ef-
fectiveness largely depends on how the conditions are “distributed” after step
16. For MD5, the conditions are very concentrated in steps 17 and 18, while for
SHA-0 the conditions are spread out due to the local collisions. Another reason
is the use of message expansion in SHA-0. As a result, the advanced modification
techniques in [11,12,13] can only help to make a few conditions satisfied in steps
i > 16. This would improve over the original attack on SHA-0 [14]. Given the
neutral bit techniques [1] which already allow the bypass of the first 22 steps,
the modification techniques, as they were used in MD5, are difficult to offer
additional improvements over the best existing attacks on SHA-0. Therefore,
new ideas are required in order to launch a more practical attack on SHA-0 and
especially for extending the attack to SHA-1.

5 New Techniques for Searching Collisions in SHA-0

In this section, we present our new techniques for collision search in SHA-0.

The techniques are quite effective for SHA-0 and can also be extended to attack
SHA-1 [16].
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5.1 Overview

The first key idea in our new techniques is to remove both Condition 2 and
Condition 3 (see Table 3) on the disturbance vectors. Such relaxation provides
a larger search space and allows us to find disturbance vectors whose hamming
weights are much lower than those used in existing attacks, thereby greatly
decreasing the complexity of the attack.

The cost, though, is much more complicated differential paths in the first
round. In particular, the disturbance vector consists of consecutive ones in the
first 16 steps as well as truncated local collision. We introduce several new tech-
niques to construct a valid differential path given such a disturbance vector. This
is the most difficult yet crucial part of the new analysis, without which it would
be impossible to produce a real collision.

We also present a variation of the basic modification technique to deal with
conditions in steps 17 through 20, effectively starting the collision search at
step 21. Combining all these new techniques and some simple implementa-
tion tricks, we are able to reduce the collision search complexity of SHA-0 to
below 240,

5.2 Finding Disturbance Vectors with Low Hamming Weight

In existing attacks, the difficulty of finding disturbance vectors of low Hamming
weights is largely due to the following difference between the IF and XOR func-
tion: when ¢ and d both change, the output of IF always changes, while the
output of XOR never changes. For MAJ, the output changes with probability
1/2. This motivates us to treat the first round differently so that Condition 3
can be relaxed.

We only impose Condition 1 in the search for good disturbance vectors. By
doing so, we obtain many vectors with very small Hamming weights. Since we
can use modification techniques to make all conditions in the first round to hold,
we focus on vectors with small Hamming weight in rounds 2-4. Among the 216
choices that satisfy Condition 1, about 30 of them have 17 < hws;4+ < 19, and
four of which have Hamming weight 3 in the third round. We then picked the
following one from the four candidates as the disturbance vector.

Table 4. A disturbance vector for producing a collision of SHA-0

step|vector
-5...-1j0 0 1 1 1
1...20/01111001010010101000
21...4001100010001011100000
41...60001 000001000000000100
61...80(111001101011101000000
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5.3 New Analysis Techniques

As we can see from the chosen vector, there are four consecutive 1s in the first 16
steps. In addition, there are three truncated local collisions since x_3 = x_5 =
x_1 = 1. The corresponding message differences for the first 16 steps are given
in Table 8 in the appendix. The most difficult part is to derive a differential path
for the first 16 steps given the irregular message difference.

There are several techniques that we used to construct a valid differential
path. Before diving into the details, we first present a few general ideas.

— Use “subtraction” instead of “exclusive-or” as the measure of difference to
facilitate the precision of the analysis.

— Take advantage of special differential properties of IF. In particular, if there
is a bit difference in one of the three inputs, the output will have a difference
with probability 1/2. In addition, when the bit does flip, it can maintain
or change the sign of the difference. Therefore, the function can either pre-
serve or absorb an input difference, giving good flexibility for constructing
differential paths.

— Take advantage of the carry effect. Since 27 = —27 — 27+t | 2i+k=1 4 9j+k
for any k, a single bit difference j can be expanded into several bits. This
property makes it possible to introduce extra bit differences. To use the
idea in a more sophisticated way, we can combine two sets of differences to
produce one difference.

— Regroup the message differences. Some differences in local collisions shall
remain unchanged to guarantee that the local collisions hold. Some other
differences in a local collision will be reset to cancel out certain changed
chaining variable bits — especially those bits produced by the message dif-
ferences in the truncated collisions, and those arising from two consecutive
local collisions.

5.4 Constructing the Specific Path

We first introduce some notation. Let a; ; denote the jth bit of variable a; and
Aa; = a;—a; denote the difference. Note that we use subtraction difference rather
than ezclusive-or difference since keeping track of the signs is important in the
analysis. Following the notation introduced in [11,12,13], we use a;[j] to denote
a;[j] = a; +2771 with no bit carry, and a;[—j] to denote those a;[—j] = a; — 2771
with no bit carry.

To construct a valid differential path, it is important to control the propaga-
tion of the differences in each chaining variables. At a high level, differences in
b, ¢, d are mostly absorbed by the Boolean function IF. The differences in a and e
need to be carefully controlled, and most of them are offset by using appropriate
differences in b, ¢, d.

The complete differential path for the first 16 steps is given in Table 8 in
the appendix. It may look quite complicated at a first glance, and so we pro-
vide a more concise description below which better illustrates the idea. Based
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Table 5. Differences in a. The entries list the bit positions of the differences and their
signs. For example, the difference 27 is listed as j+1 and —27 as —(j+1). Bit positions
in bold are expanded using the carry effect in the complete differential path given in
Table 8

Aal|l II |III v
ay ||—2,7,—32

a2 —7, 12, —5

as ||—12,17,—10(2

aq 20 9
as 25 4
ae 2 |—10,15
az 2 |—17

as —12

aio 2

ail 10

a13 2

ais —2

on the step function of SHA-0, it is not hard to see that the differences in the
chaining values are fully determined by the differences in a, which is given in
Table 5 below. Bit differences that are expanded using the carry effect is shown
in bold, and the expanded bits are not shown. The bit differences in a can be
categorized into four groups as follows, and their rationale can then be better
understood.

— Group I: differences due to Amy:
These are message differences due to the “truncated” local collisions. Hence
they are inherent from the chosen path and cannot be changed. They cause
differences in es, eg, e7 that need to be cancelled. Most of them can be can-
celled with existing differences in that step, except e5[—30], eg[—5],and e7[15].

— Group II: differences due to disturbance.
These result in the usual 6-step local collisions.

— Group III: differences introduced to cancel e5[—30] and e7[15].
Note that only ag[15] is for cancelling e7[15], and the rest are all for cancelling
e5[30]. This part is where the expansion using the carry effect is needed.

— Group IV: differences used for additional adjustments.
These are a4[9] for producing es[7] in order to cancel mg[—7] and as[4] for
both producing eg[2] to introduce the disturbance equivalent to mq¢[2] and
producing bg[5] to cancel out eg[—5].

This is the most difficult yet crucial part of the new analysis, without which it
would be impossible to produce a real collision. Furthermore, the analysis demon-
strates some unexpected weaknesses in the design of the step update function.
In particular, certain properties of Boolean function (z A y) V (—x A 2z) and the
carry effect actually facilitate, rather than prevent, differential attacks.
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5.5 Deriving Conditions on m; and a;

As we discussed in Section 3, for each local collision starting at step i, the follow
conditions on m should hold.

Mip1,7 = My 2 (1)

Miyo,2 = Mo (For round 3) (2)

The condition on the disturbance vector given in Table 4, there are a total of
19 disturbances in Rounds 2, 3 and 4. So equation (1) yields 19 conditions on
message words. From 3 disturbances in round 3, there are another 3 conditions
on message word corresponding to equation (2). From Table 8, there are another
9 necessary conditions on message word position bit 2 and 7. There are total 31
conditions on message positions 2 and 7, and by a straightforward search of the
232 choices for two positions of mo,2, ..., M15,2 it turns out that several choices
satisfy all the conditions.

After the conditions on the message words are determined, we can derive
a set of sufficient conditions on a; given the differential path. The derivation
uses differential properties of the three Boolean functions as well as the carry
propagation pattern of addition. The complete description of the conditions is
given in Table 9 in the appendix.

5.6 A Variation of the Modification Techniques

There are a total of 45 conditions from step 17 to step 80. Here we introduce a
variation of the message modification techniques to deal with the three conditions
in step 17 through 20, and hence reducing the number of conditions to 42. The
idea is better explained using an example, say the condition on a7 32. Instead
of modifying mq¢, which is dependent on four earlier message words, we modify
mys in a way that will flip the bit ai627, which in turn flips the bit a1732 in
step 17. The other two conditions are handled similarly.

5.7 Complexity Analysis

In this section, we analyze the complexity of our collision search attack. Since
there are a total of 42 conditions after applying message modification, a straight-
forward implementation would yield a complexity of 242 hash operations.
There are several simple techniques that we can use to further improve the
efficiency of the attack. The idea is that we only need to compute a small num-
ber of steps of the 80-step hash operation. First, we can precompute a set of
“good” message words that make all conditions satisfied in the first 14 steps
and only leave the last two message words as free variables. Second, we can use
an “early stopping technique”. More specifically, we only need to carry out the
computation until step 23 and then test whether the four conditions in steps 21
through 24 are satisfied. On average only a fraction of 274 of the messages will
pass the test. Overall, we only need to compute from step 15 to 24, for a total of
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10 steps. This immediately gives a factor of 80/10 = 8 improvements in search
complexity. Hence, the complexity of finding a full collision is at most 23° hash
operations.

Our analysis can also be used to find near collisions with much lower com-
plexity. For near collisions, we have found quite a few disturbance vectors with
hwo14 = 14, and an example is given in Table 6. For this vector, the total
number of conditions in Rounds 2-4 is (14 —4) x 2 4+ 4 x 4 = 36. Using early
stopping techniques, we estimate that near collisions of SHA-0 can be found with
complexity about 233.

Table 6. A disturbance vector for near collision of SHA-0

step|vector
1...20/10011011111010110111
21...4000010001010100000000
41...60001 001000010000010000
61...80(110010110000001000100

Finally, we remark that using the multi-block technique for attacking MD5
[12], we can use near collisions to construct multi-block collisions with about
the same complexity. Therefore, we expect multi-block collisions of SHA-0 can
potentially be found with about 232 hash operations.

6 A Collision Example of SHA-0

The two messages that collide are (Mg, M;) and (My, M), where

hi = compress(hg, M)
ho = compress(hy, M) = compress(hy, M)

Note that the first message block Mj is the same, and it is for producing
an intermediate chaining value h; that satisfies the 14 conditions on ag, bg. (See
Table 9). My can be found with complexity 2!4. After that, the pair (M, M)
can be found with complexity 23°.

We remark that we can adjust the differential path under the conditions of
the original initial value h¢ to find a one-block message collision differential path.

7 Conclusions

In this paper, we present a new collision search attack on SHA-0 with complexity
239 hash operations. Compared with existing attacks on SHA-0, our method is
much more efficient and real collisions can be found quickly on a typical PC.
The techniques developed in our analysis of SHA-0O are also applicable to
SHA-1. As SHA-0 may be viewed as simpler variant of SHA-1, the analysis
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Table 7. A collision of 80-step SHA-0. Padding rules are not applied to the input
messages

ho: 67452301 efcdab89 98badcfe 10325476 c3d2el1f0

My : 65c24f5¢c 0cO0f89f6 d478de77 ef255245 83ae3alf 2a96e508 2c52666a 0d6fadba
9d9£90d9 eb82281e 218239eb 34elfbc7 5¢c84d024 f7adlc2f d41dlald 3b75dc18

hi: 39f3bd80 c38bf492 fed57468 ed70c750 c521033b

M : 474204bb 3b30a3ff £17e9b08 3f£a0874 6b26377a 18abdc01 d320eb93 b341ebe9
13480f5c cabd3aa6 b9f3bd88 21921a2d 4085fcal eb65e659 51ac570c b4e8aaeb

M7 : c74204f9 3b30a3ff 717e9bda 3ffa0834 6b26373a 18abdc43 5320eb91 3341ebeb
13480f1c 4abd3aa6 39f3bdc8 al1921a2f 4085fca3 6b65e619 dlacb70c d4e8aaab

ho: 2af8aeceb edle8411 62c2f3f7 3761d197 0437669d

presented here serves to verify effectiveness of these new techniques for other
SHA variants.

Our analysis demonstrates some weaknesses in the step updating function of
SHA-0 and SHA-1. In particular, because of the simple step operation structure,
certain properties of the Boolean function (z Ay) V (—x A z) combined with the
carry effect actually facilitate, rather than inhibit, differential attacks. We hope
that these insights can be useful in the design of more secure hash functions in
the future.
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The Differential Path and Derived Conditions

In Table 8 we describe the details of the differential path that leads to a full
collision of SHA-0. In Table 9, we list a set of sufficient conditions on the chaining
variables a; for the given differential path.

For the first 20 steps, since there are many conditions for each a;, we use a

compact representation for the conditions so that they can be easily visualized.
More specifically, for the condition a; ; = v we put one symbol w in the row for
a; under bit position j, where w is defined as follows:

If v =0, thenw = 0.

If v=1, thenw = 1.

If v=a;_1;, thenw = a.

If v=—-a;—1j, thenw = @.

If no condition on a; ;, then w = -.
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Table 8. A differential path for the first round of SHA-0. For ease of notation, the
entries list the bit positions of the differences and their signs. For example, the difference
27 is listed as (j + 1) and —27 as —(j + 1)

stepixi_l Ami_l Aai Abz ACi Adz Aei
1 0 |-2,7,32||-2
—7,-8,9
—32
2 | 1 7,8,—9
—~12,...,—21,22
5,—6 Aal
3 1 (2,732 |[-12
—17,-18,19
—10
2 Aas Aa1<<30
4 [ 1 |=7 =20, ..., —24,25
9 Aa$30| A €30
5 1 -7 25
—4,5 A3 Aa S0
6 0 12,7 2
10,11, —12
—15,16 Aas$
710 [-2,32 |2
—17
8 | 1 [2,32 12,...,22,-23
9 0 |—=7
10 1 132 2
11 | 0 |7,32 10
12 | 0 [2,32
ACLH
13 1 1|2 2
Aa$?...
14 [ 0 |-7,32
Aalg Aaf<130
15 1 132 -2
Aa$ Aa$*
16 | 0 |—7,32
Aa15 ACL1<§30

The rest of the path consists of 19 6-step local collisions. The starting step of these
collisions is specified by the disturbance vector given in Table 4.
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Table 9. A set of sufficient conditions on a; for the differential path given in Table 8

chaining conditions on bits
variable| 32 —25 24—-17 16—9 8§—1
ag  |-——————- 1-1100-1 --1--1-1 10-—----
bo |-mmmmmmm mmmmmmmm - a- ——-- a-a-
ai 1-—— 0a0011a0 aal-10a0 11----1-
as  |0-0----- --011111 111111-1 0010a---
as 1-1--aaa aa0-0011 0010101- -010100-
as |1---—a-0 11111000 --1111-0 110011--
DT [ — 0 -0001001 00100-0- 01-01---
P — 0 -1011110 010-100- -0--100-
P [ — 1 a1011111 0100--00 0----10-
ag |-—————--- -1000000 00000-11 1---1---
ag 1-——— - 00000 0011001- ----0---
aw |-——————- ——- 11111 1111111- ————--0-
a11  |0=—mmmm= —mmmmmmm oo 0- ———- 1-—-
T 0---0---
a1 |mmmmmmm= mmmmmmmm —mmmmoo 1---0-0-
a1 |lm====m= —mmmmmmm —mmmmmm ———— 1-—-
ais 0-—-——-- - ——————— 1-1-
ate |l-—————= —mmm—mmm mmmmm e oo 0---
aiy O——-——== - e 1-
ai18 -
a9 |TTTTTTTT TTTTTTTT ST TTTTTS mmmmmme
azp |TTTTTTTT TTTTTTTT ST TTTTS mmmmmmm

The conditions for the 19 local collisions in Rounds 2-4 are derived as follows. Note
that the conditions depend on the bit m; » which has been pre-determined.

— XOR rounds:

Ai—1,4 = Aj—2,4 (07“ Aj—1,4 = ai—2,4)

;2 = M;2.
— MAJ round:
Ai—1,4 = 7A;—2,4

Ai+1,32 = TGi—1,2

Qi+2,32 = TGi+1,2



Finding Collisions in the Full SHA-1

Xiaoyun Wang!*, Yiqun Lisa Yin?, and Hongbo Yu?

! Shandong University, Jinan 250100, China,
xywang@sdu.edu.cn
2 Independent Security Consultant, Greenwich CT, US
yyin@princeton.edu
3 Shandong University, Jinan250100, China,
yhb@mail.sdu.edu.cn

Abstract. In this paper, we present new collision search attacks on the
hash function SHA-1. We show that collisions of SHA-1 can be found
with complexity less than 2°° hash operations. This is the first attack
on the full 80-step SHA-1 with complexity less than the 2%° theoretical
bound.

Keywords: Hash functions, collision search attacks, SHA-1, SHA-0.

1 Introduction

The hash function SHA-1 was issued by NIST in 1995 as a Federal Information
Processing Standard [5]. Since its publication, SHA-1 has been adopted by many
government and industry security standards, in particular standards on digital
signatures for which a collision-resistant hash function is required. In addition
to its usage in digital signatures, SHA-1 has also been deployed as an important
component in various cryptographic schemes and protocols, such as user authen-
tication, key agreement, and pseudorandom number generation. Consequently,
SHA-1 has been widely implemented in almost all commercial security systems
and products.

In this paper, we present new collision search attacks on SHA-1. We introduce
a set of strategies and corresponding techniques that can be used to remove some
major obstacles in collision search for SHA-1. Firstly, we look for a near-collision
differential path which has low Hamming weight in the “disturbance vector”
where each 1-bit represents a 6-step local collision. Secondly, we suitably adjust
the differential path in the first round to another possible differential path so
as to avoid impossible consecutive local collisions and truncated local collisions.
Thirdly, we transform two one-block near-collision differential paths into a two-
block collision differential path with twice the search complexity. We show that,
by combining these techniques, collisions of SHA-1 can be found with complexity
less than 2% hash operations. This is the first attack on the full 80-step SHA-1
with complexity less than the 230 theoretical bound.

* Supported by the National Natural Science Foundation of China (NSFC Grant
No0.90304009) and Program for New Century Excellent Talents in University.

V. Shoup (Ed.): Crypto 2005, LNCS 3621, pp. 17-36, 2005.
© International Association for Cryptologic Research 2005
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In the past few years, there have been significant research advances in the
analysis of hash functions. The techniques developed in these early works pro-
vide an important foundation for the attacks on SHA-1 presented in this pa-
per. In particular, our analysis is built upon the original differential attack on
SHA-0 [14], the near collision attack on SHA-0 [1], the multi-block collision tech-
niques [12], as well as the message modification techniques used in the collision
search attacks on HAVAL-128, MD4, RIPEMD and MD5 [11,13,12].

Our attack naturally is applied to SHA-0 and all reduced variants of SHA-1.
For SHA-0, the attack is so effective that we are able to find real collisions of
the full SHA-0 with less than 239 hash operations [16]. We also implemented the
attack on SHA-1 reduced to 58 steps and found real collisions with less than 233
hash operations. In a way, the 58-step SHA-1 serve as a simpler variant of the full
80-step SHA-1 which help us to verify the effectiveness of our new techniques.
Furthermore, our analysis shows that the collision complexity of SHA-1 reduced
to 70 steps is less than 2°° hash operations.

The rest of the paper is organized as follows. In Section 2, we give a descrip-
tion of SHA-1. In Section 3, we provide an overview of previous work on SHA-0
and SHA-1. In Section 4, we present the techniques used in our new collision
search attacks on SHA-1. In Section 5, we elaborate on the analysis details us-
ing the real collision of 58-step SHA-1 as a concrete example. We discuss the
implication of the results in Section 6.

2 Description of SHA-1

The hash function SHA-1 takes a message of length less than 264 bits and pro-
duces a 160-bit hash value. The input message is padded and then processed
in 512-bit blocks in the Damgard/Merkle iterative structure. Each iteration in-
vokes a so-called compression function which takes a 160-bit chaining value and
a 512-bit message block and outputs another 160-bit chaining value. The initial
chaining value (called IV) is a set of fixed constants, and the final chaining value
is the hash of the message.

In what follows, we describe the compression function of SHA-1.

For each 512-bit block of the padded message, divide it into 16 32-bit words,
(mg,mq,....,m15). The message words are first expanded as follows: for i =
16, ..., 79,

m; = (Mi—g ®mi_g Bmj_14 Dmy_16) < 1.

The expanded message words are then processed in four rounds, each con-
sisting of 20 steps. The step function is defined as follows.
Fori=1,2,...,80,

a; = (ai—1 < 5)+ fi(bi—1,ci—1,di—1) + €i—1 +mi—1 + ki
b = a;—1
c; = b;_1 <30
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di = ¢i—1
e; = di—1
The initial chaining value IV = (ayg, bo, co, do, €p) is defined as:
(0267452301, Ozefcdab89, 0x98badcfe, 0x10325476, 0xc3d2el f0)

Each round employs a different Boolean function f; and constant k;, which is
summarized in Table 1.

Table 1. Boolean functions and constants in SHA-1

round| step Boolean function f; constant k;
1 |1-=20(IF: (zAy)V(-zAz) 0x5a827999
2 |21 —40|XOR:z Dy ® 2 Ox6ed6ebal
3 |41 —60|MAJ: (x Ay)V (z A z)V (y A z)|0x8fabbcdc
4 |61 —-80|XOR:z®y® =z Oxca62c1d6

3 Previous Work on SHA-0 and SHA-1

In 1997, Wang [14] presented the first attack on SHA-0 based on an algebraic
method, and showed that collisions can be found with complexity 2°%. In 1998
Chabaud and Joux independently found the same collision differential path for
SHA-0 by the differential attack. In the present work, as well as in the SHA-0 at-
tack by [16], the algebraic method (see also Wang [15]) again plays an important
role, as it is used to deduce message conditions both on SHA-0 and SHA-1 that
should hold for a collision (or near-collision) differential path and be handled in
advance.

3.1 Local Collisions of SHA-1

Informally, a local collision is a collision within a few steps of the hash function.
A simple yet very important observation made in [14] is that SHA-0 has a 6-step
local collision that can start at any step 7. A kind of local collision can be referred
to [16], and the chaining variable conditions for a local collision were taken from
Wang [14].

The collision differential path on SHA-0 chooses 7 = 2 so that j + 30 = 32
becomes the MSB ! to eliminate the carry effect in the last three steps. In
addition, the following condition

mio = 7MM441,7

! Throughout this paper, we label the bit positions in a 32-bit word as
32,31, 30, ..., 3,2,1, where bit 32 is the most significant bit and bit 1 is the least
significant bit. Please note that this is different from the convention of labelling bit
positions from 31 to 0.
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helps to offset completely the chaining variable difference in the second step of
the local collision, where m; ; denotes the j-th bit of message word m;.
The message condition in round 3

mio = 7422

helps to offset the difference caused by the non-linear function in the third step
of the local collision.

Since the local collision of SHA-0 does not depend on the message expansion,
it also applies to SHA-1. Hence, this type of local collision can be used as the
basic component in constructing collisions and near collisions of the full 80-step
SHA-0 and SHA-1.

3.2 Differential Paths of SHA-1

We start with the differential path for SHA-0 given in [14,15]. At a high level, the
path is a sequence of local collisions joined together. To construct such a path,
we need to find appropriate starting steps for the local collisions. They can be
specified by an 80-bit 0-1 vector x = (zg, ..., x79) called a disturbance vector. It
is easy to show that the disturbance vector satisfies the same recursion defined
by the message expansion.

For the 80 variables x;, any 16 consecutive ones determine the rest. So there
are 16 free variables to be set for a total of 2'6 possibilities. Then a “good”
vector satisfying certain conditions can be easily searched with complexity 216.

In [2,9], the method for constructing differential paths of SHA-0 is naturally
extended to SHA-1. In the case of SHA-1, each entry x; in the disturbance vector
is a 32-bit word, rather than a single bit. The vectors thus defined satisfy the
SHA-1 message expansion.

That is, for ¢« = 16, ..., 79,

T = (i 3P T8 DTi14 DTi16) K L.

In order for the disturbance vector to lead to a possible collision, several
conditions on the disturbance vectors need to be imposed, and they are discussed
in details in [15] [6]. These conditions also extend to SHA-1 in a straightforward
way, and we summarize them in Table 2.

In the case of SHA-0, 3 vectors are found among the
them are valid when all three conditions are imposed.

In the case of SHA-1, it becomes more complicated to find a good disturbance
vector with low Hamming weight due to large search space. Biham and Chen [2]
used clever heuristics to search for such vectors for reduced step variants and
they were able to find real collisions of SHA-1 up to 40 steps. They estimated
that collisions of SHA-1 can be found up to 53-round reduced SHA-1 with about
248 complexity, where the reduction is to the last 53 rounds of SHA-1. Rijmen
and Osward [9] did a more comprehensive search using methods from coding
theory, and their estimates on the complexity are similar.

216 choices, and two of
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Table 2. Conditions on disturbance vectors for SHA-1 with t steps

Condition Purpose
ljz;, =0fori=1t—5,...,t — 1|to produce a collision
in the last step ¢

2|lx; =0 for ¢ = =5, ..., —1 to avoid truncated local
collisions in first few steps
3|no consecutive ones to avoid an impossible
in same bit position collision path due to

in the first 16 variables a property of IF

Overall, since the Hamming weight of a valid disturbance vector grows quickly
as the number of steps increases, it seems that finding a collision of the full 80-
step SHA-1 is beyond the 28° theoretical bound with existing techniques.

4 New Collision Search Attacks on SHA-1

In this section, we present our new techniques for search collisions in SHA-1. The
techniques used in the attack on SHA-1 are largely built upon our new analysis
of SHA-0 [16], in which we showed how to greatly reduces the search complexity
to below the 240 bound.

4.1 Overview

As we have seen in existing analysis of SHA-1, finding a disturbance vector with
low Hamming weight is a necessary step in constructing valid differential paths
that can lead to collision. On the other hand, the three conditions imposed
on disturbance vectors seem to a major obstacle. There have been attempts to
remove some of the conditions. For example, finding multi-block collisions using
near collisions effectively relax the first condition, and finding collisions for SHA-
1 without the first round effectively relax the second condition (although it is
no longer SHA-1 itself). Even with both relaxation, the Hamming weight of the
disturbance vectors is still too high to be useful for the full 80-step SHA-1.

A key idea of our new attack is to relax all the conditions on the disturbance
vectors. In other words, we impose no condition on the vectors other than they
satisfy the message expansion recursion. This allows us to find disturbance vec-
tors whose Hamming weights are much lower than those used in existing attacks.

We then present several new techniques for constructing a valid differential
path given such disturbance vectors. The resulting path is very complex in the
first round due to consecutive disturbances as well as truncated local collisions
that initiate from steps —5 through —1. This is the most difficult yet crucial
part of new analysis, without which it would be impossible to produce a real
collision.

Once a valid differential path is constructed, we apply the message modifica-
tion techniques, first introduced by Wang et. al in breaking MD5 and other hash
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functions [15,11,12,13], to further reduce the search complexity. Such extension
requires carefully deriving the exact conditions on the message words and chain-
ing variables, which is much more involved in the case of SHA-1 compared with
SHA-0 and other hash functions.

Besides the above techniques, we also introduce some new methods that are
tailored to the SHA-1 message expansion. Combining all these techniques and
a simple “early stopping” trick when implementing the search, we are able to
present an attack on SHA-1 with complexity less than 2°°. These techniques are
presented in more detail in Sections 4 and 5.

4.2 Finding Disturbance Vectors with Low Hamming Weight

Finding good disturbance vectors is the first important step in our analysis.
Without imposing any conditions other than the message expansion recursion,
the search becomes somewhat easier. However, since there are 16 32-bit free
variables, the search space can be as large as 2°'2. Instead of searching the
entire space for a vector with minimum weight, we use heuristics to confine our
search within a subspace that most likely contains good vectors.

We note that the 80 disturbance vectors xg, ..., x79 can be viewed as an 80-by-
32 matrix where each entry is a single 0/1 bit. A simple observation is that for a
matrix with low hamming weight, the non-zero entries are likely to concentrate
in several consecutive columns of the matrix. Hence, we can first pick two entries
z; j—1 and x; ; in the matrix and let two 16-bit columns starting at x; ;1 and
z; ; to vary through all 232 possibilities. There are 64 choices for i (i = 0,1, ...,63)
and 32 choices for j (j = 1,2,...,32). In fact, with the same i, different choices
of j produce disturbance vectors that are rotations of each other, which would
have the same Hamming weight. By setting j = 2, we can minimize the carry
effect as discussed in Section 3.1. Overall, the size of the search space is at most
64 x 232 = 238,

Using the above strategy, we first search for the best vectors predicting one-
block collisions. For the full SHA-1, the best one is obtained by setting z¢s2 = 1
and x; 2 = 0 for ¢ = 65, .., 79. The resulting disturbance vector is given in Table 5.
The best disturbance vectors for SHA-1 reduced to t-step is the same one with
the first 80 — ¢ vectors omitted. For SHA-1 variants up to 75 steps, the Hamming
weight is still small enough up to allow an attack with complexity less than 230,
and Table 7 summarizes the results for these variants.

In order to break the 28 barrier for the full SHA-1, we continue to search for
good disturbance vectors that predict near collisions and two-block collisions.
To do so, we compute more vectors after step 80 using the same SHA-1 message
expansion formula (also listed in Table 5).

Then we search all possible 80-vector intervals [z;, ..., z;y79]. Any set of 80
vectors with small enough Hamming weight can be used for constructing a near
collision. In fact, we found a total of 12 good sets of vectors, and this gives us
some freedom to pick the one that achieves the best complexity when taking into
account other criteria and techniques (other than just the Hamming weight).
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Table 3. Hamming weights (for Rounds 2-4) of best disturbance vectors for SHA-1
variants found by experiments. The comparison is made among different subsets of
conditions listed in Table 2. The notation 1BC denotes one-block collision, 2BC is
two-block collision, and NC implies near collision.

Existing results Our new results
SHA-1 SHA-1 w/o Round 1 SHA-1
conditions conditions conditions

1,2,3] 2,3 1,2 2 1 -

step| IBC|NC,2BC|1BC NC,2BC 1BC| NC,2BC
47 | 26 12 24 12 5 5
53 | 42 20 16 16 10 7
54 | 39 24 36 16 10 7
60 14 11
70 14 17
75 26 21
80 31 25

Finally, we compare the minimal Hamming weight of disturbance vectors
found by experiments when different conditions are imposed. In Table 3, the last
two columns are obtained from our new analysis and other data are from [2].
Provided that the average probability in 2-4 rounds is 272, a valid disturbance
vector should have a Hamming weight less than a threshold 27, because the
corresponding collision (or near-collision) differential has the probability higher
than 278 which can result in an attack faster than the 280 theoretical bound. In
the table, we mark the step in bold for which this threshold is reached. It is now
easy to see that removing all the conditions has a significant effect in reducing
the Hamming weight of the disturbance vectors.

4.3 Techniques for Constructing Differential Paths

In this section, we present our new techniques for constructing a differential path
given a disturbance vector with low Hamming weight. Since the vector no longer
satisfies the seemly required conditions listed in Table 2, constructing a valid
differential path that leads to collisions becomes more difficult. Indeed, this is
the most complicated part of our new attacks on SHA-1. It is also a crucial part
of the analysis, since without a concrete differential path, we would not be able
to search for real collisions.
Below, we describe the high-level ideas in these new analysis techniques.

— Use “subtraction” instead of “exclusive-or” as the measure of difference to
facilitate the precision of the analysis.

— Take advantage of special differential properties of IF. In particular, when
an input difference is 1, the output difference can be 1,—1 or 0. Hence,
the function can preserve, flip or absorb an input difference, giving good
flexibility for constructing differential paths.
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— Take advantage of the carry effect. Since 2/ = —27 — 29+t | —2iTk=1 4 9j+k
for any k, a single bit difference j can be expanded into several bits. This
property makes it possible to introduce extra bit differences.

— Use different message differences for the 6-step local collision. For example,
(29,2775.0,0,0,2713%) is a valid message differences for a local collision in
the first round.

— Introduce extra bit differences to produce the impossible bit-differences in
the consecutive local collisions corresponding to the consecutive disturbances
in the first 16 steps, or to offset the bit differences of chaining variables
produced by truncated local collisions.

A near-collision differential path for the first message block is given in
Table 11.

4.4 Deriving Conditions

Given a valid differential path for SHA-1 or its reduced variants, we are ready
to derive conditions on messages and chaining variables. The derivation method
was originally introduced in [14] for breaking SHA-0, and can be applied to SHA-
1 since SHA-0 and SHA-1 have the same step update function. Most details can
be found in our analysis of SHA-0 [16], and hence are omitted. Here we focus on
the differences between SHA-0 and SHA-1 and discuss a new technique that is
tailored to SHA-1.

Due to the extra shift operation in the message expansion of SHA-1, a dis-
turbance can occur in bit positions other than bit 2 of the message words (as
can be seen from Table 5), while for SHA-0, all disturbances initiate in bit 2. If
this happens in the XOR rounds (round 2 and 4), the number of conditions will
increase from 2 to 4 for each local collision. This can blow up the total number
of conditions if not handled properly.

We describe a useful technique for utilizing two sets of message differences
corresponding to two consecutive disturbances within the same step i to produce
one 6-step local collision. For example, if there is a disturbance in both bit 1 and
bit 2 of x;, we can set the signs of the message differences Am; to be opposite in
those two bits. This way, the actual message difference can be regarded as one
difference bit in position 1, since 2! — 20 = 2°. Hence the number of conditions
can be reduced from 4 + 2 = 6 to 4.

The conditions for the near-collision path in Table 11 are given in Table 12.

4.5 Message Modification Techniques

Using the basic message modification techniques in [11,12,13], we can modify an
input message so that all conditions on the chaining variables can hold in the
first 16 steps. With some additional effort, we can modify the messages so that
all conditions in step 17 to 22 also hold.

Note that message modification should keep all the message conditions to
hold in order to satisfy the differential path. All the message conditions can
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be expressed as equations of bit variables in mg,mq,....m15 (message words
before message expansion). Because of the 1-bit shift in message recursion, all the
equations aren’t contradictory. Suppose we would like to correct 10 conditions
from step 17 to 22 by modifying the last 6 message words m1g, m11,...m15. From
Table 12, we know there are 32 chaining variable conditions, together with total
47 message equations from step 11 to step 16, the total number of conditions is
79 in step 11-16. Intuitively, this leaves a message space of size 2''3, which is
large enough for modifying some message bits to correct 10 conditions.

4.6 Picking the Best Disturbance Vector

Once the conditions are derived and message modifications are applied, we can
analyze the complexity in a very precise way, by counting the remaining num-
ber of conditions in Rounds 2 to 4. The counting rules depend on the Boolean
function and locations of the disturbances occur in each round, and local colli-
sions across boundaries of rounds need to be handled differently. The details are
summarized in Table 8 in the appendix.

Given the disturbance vectors in Table 5, we find that for an 80-step near
collision, the minimum Hamming weight is 25 using the 80 vectors with index
[15,94]. However, the minimum number of conditions is 71 using the 80 vectors
with index [17,96]. This is because the conditions in step 79 and 80 can be ignored
for the purpose of near collisions, and the condition in step 21 can be made to
hold (see Section 4.5). The step-by-step counting for the number of conditions
for this vector is given in Table 9.

Using minimum number of conditions as the selection criteria, we pick the
vectors with index [17,96] as the disturbance vectors for constructing an 80-step
near collision.

4.7 Using Near Collisions to Find Collisions

Using the idea of multi-block collisions in [7,2,3,12], we can construct two-block
collisions using near collisions. For MD5 [12], the complexity of finding the first
block near-collision is higher than those of the second block near-collision because
of the determination for the bit-difference positions and signs in the last several
steps. Here we show that by keeping the bit-difference positions and the signs as
free variables in the last two steps, we can maintain essentially twice the search
complexity while moving from near collisions to two-block collisions. This idea
is also applicable to MD5 to further improve its collision probability from 2737
to 2732,

Let My and M| be the two message blocks and Ahy = h) — hy be the output
difference for the 80-step near collision. If we look closely at the disturbance
vectors that we have chosen, there are 4 disturbances in the last 5 steps that
will propagate to Ahy, which become the input differences in the initial values
for the second message block.

There are two techniques that we use to construct the differential path for the
second message blocks M; and M/. First, we apply the techniques described in
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Section 4.3 so that Ahy can be “absorbed” in the first 16 steps of the differential
paths. Second, we set the conditions on Mj so that the output difference Ahy will
have opposite signs for each of the differences in Ah;. In other words, we set the
signs so that Ahs + Ahy = 0, meaning a collision after the second message block.
We emphasize that setting these conditions on the message does not increase the
number of conditions on the resulting differential path, and hence it does not
affect the complexity.

To summarize, the near collision on the second message block can be found
with the same complexity as the near collision for the first message block. There-
fore, there is only a factor of two increase in the overall complexity for getting a
two-block full collision.

4.8 Complexity Analysis and Additional Techniques

Using the modification techniques described in this section, we can correct the
conditions of steps 17-22. Furthermore, message modification will not result in
increased complexity if we use suitable implementation tricks such as “precom-
putation”. First, we can precompute and fix a set of messages in the first 10
steps and leave the rest as free variables. By Table 9, we know that there are 70
conditions in steps 23-77. For three conditions in steps 23-24, we use the “early
stopping technique”. That is, we only need to carry out the computation up to
step 24 and then test whether three conditions in steps 23-24 hold. This needs
about 12 step operations including message modification for correcting condi-
tions of steps 17-22. This is equivalent to about two SHA-1 operations. Hence,
the total complexity of finding the near-collision for the full SHA-1 is about 2°®
computations. Considering the complexity of finding the second near-collision
differential path, the total complexity of finding a full SHA-1 collision is thus
about 29,

The results for SHA-1 reduced variants are summarized in Table 6 and Ta-
ble 7 in the appendix.

5 Detailed Analysis: a 58-Step Collision of SHA-1

When ¢ = 58, our analysis suggests that collisions can be found with about 233
hash operations, which is within the reach of computer search. In this section,
we describe some details on how to find a real collision for this SHA-1 variant.
The collision example is given in Table 4.

5.1 Constructing the Specific Differential Path

We first introduce some notation. Let a; ; denote the jth bit of variable a; and
Aa; = a} — a; denote the difference. Note that we use subtraction difference
rather than exclusive-or difference since keeping track of the signs is important
in the analysis. Following the notation introduced in [12], we use a;[j] to denote
a;[j] = a; + 2771 with no bit carry, and a;[—j] to denote that a;[—j] = a; — 2771
with no bit carry.
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Table 4. A collision of SHA-1 reduced to 58 steps. Note that padding rules are not
applied to the messages, and compress(ho, Mo) = compress(ho, My) = hi.

ho: 67452301 efcdab89 98badcfe 10325476 c3d2el1f0

My: 132b5ab6 al115775f 5bfddd6b 4dc470eb 0637938a 6¢cceb733 0c86a386 68080139
534047a4 ad42fc29a 06085121 a3131f73 adbdabcf 13375402 40bdc7c2 d5a839e2

M{: 332b5ab6 c115776d 3bfddd28 6dc470ab €63793c8 Occeb731 8c86a387 68080119
534047a7 e42fc2c8 46085161 43131f21 0d5dabcf 93375442 60bdc7c3 £5a83982

h1: 9768e739 b662af82 a0137d3e 918747cf c8ceb7d4d

We use step 23 to step 80 of the disturbance vector in Table 5 to construct a
58-step differential path that leads to a collision. The specific path for the first
16 steps is given in Table 10, and the rest of the path consists of the usual local
collisions.

As we discussed before, there are two major complications that we need to
deal with in constructing a valid differential path in the first 16 steps. In what
follows, we describe high-level ideas as how to deal with the above two problems,
and some technical details are omitted.

1. Message differences from a disturbance initiated in steps —5 to —1. These
differences are mg[30], m1[—5, 6, —30, 31], mo[—1, 30, —31].

2. Consecutive disturbances in the same bit position in the first 16 steps. There
are two such sequences: (1) z1,2,222,232 and (2) g2, %9 2, L10,2-

It is more instructive to focus on the values of Aa; without carry expansion,
which is the left column for Aa; in Table 10. We first consider the propagation
of the difference m;[—5, 6]. It produces the following differences:

an [5] — a3[10] — a4[15] — Qa5 [20] — Qg [25]

These differences in a propagate through b, ¢, d to the following differences
in the chaining variable e:

e6[3] — e7[8] — eg[13] — eg[18] — e10[23].

The differences in b,c,d are easy to deal with since they can be absorbed
by the Boolean function. So we only need to pay attention to variables a and
e. The difference ag[25] as well as the five differences in e; are cancelled in the
step immediately after the step in which they first occur. This way, they will not
propagate further. The cancellation is done using either existing differences in
other variables or extra differences from the carry effect. For example, we expand
as[—18] to ag[18,19, ..., —26] so that ag[25, —26] can produce the bit difference
c10[23, —24] to offset e10[23], and ag[—26] produce bg[—26] to cancel out eg[26].

The consecutive disturbances are handled in different ways. For the first
sequence, the middle disturbance ms[2] is combined with ms[1] so that the dis-
turbance is shifted from bit 2 to bit 1. For the second sequence, the middle
disturbance mg[2] is offset by cg[2], which comes from the difference a7[4].
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One might get too swamped with the technicality for deriving such a compli-
cated differential path. It is helpful to summarize the flow in the main approach:
(1) analyze the propagation of differences, (2) identify wanted and un-wanted
differences, and (3) use the Boolean function and the carry effect to introduce
and absorb these differences.

5.2 Deriving Conditions on a; and m;

The method for deriving conditions on the chaining variables is essentially the
same as in our analysis of SHA-0 [16], and so the details are omitted here.

The method for deriving conditions on the messages is more complicated
since it involves more bit positions in the message words. To simplify the analy-
sis, we first find a partial message (the first 12 words) that satisfies all the
conditions in the first 12 steps. This can be done using message modification
techniques in a systematic way. This leaves us with four free variables, namely
mi2, M3, M14, M15. Next we can write each m; (i > 16) as a function of the four
free variables using the message expansion recursion. Conditions on these m;
then translate to conditions on mys, m13, m14, M5, and these bits will be fixed
during the collision search.

6 Conclusions

In this paper, we present the first attack on the full SHA-1 with complexity less
than 259 hash operations. This attack is also available to find one-block collisions
for the SHA-1 reduced variants less than 76 rounds. For example, we can find a
collision of 75-round SHA-1 with complexity 27®, and find a collision of 70-round
SHA-1 with complexity 2°8.

Some strategies of the attack can be utilized to further improve the attacks
on MD5 and SHA-0 etc. For example, applying the new technique of combining
near-collision paths into a collision path, we can improve the successful proba-
bility of the attack on MD5 from 2737 to 2732,

At this point, it is worth comparing the security of the MD4 family of hash
functions against the best known attacks today. We can see that more com-
plicated message preprocessing does provide more security. However, even for
SHA-1, the message expansion does not seem to offer enough avalanche effect
in terms of spreading the input differences. Furthermore, there seem to be some
unexpected weaknesses in the structure of all the step updating functions. In
particular, because of the simple step operation, the certain properties of some
Boolean functions combined with the carry effect actually facilitate, rather than
prevent, differential attacks.

We hope that the analysis on SHA-1 as well as other hash functions will
provide useful insight on design criteria for more security hash functions. We
anticipate that the design and analysis of new hash functions will be an impor-
tant research topic in the coming years.
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A Appendix: Tables

Table 5. Disturbance vectors of SHA-1. The 96 vectors z; (i = 0, ...,95) satisfy the
SHA-1 message expansion recursion, but no other conditions. The second italicized
index is only needed for numbering the 80 vectors that are chosen for constructing the
best 80-step near collision.

index|indexr| vector|lindex|index| vector|index|indexr|vector
) Ti—1|| ¢ Ti—1|| Ti—1
1 e0000000|| 33 17 |80000002|| 65 49 2
2 2| 34 18 0l| 66 50 0
3 2|l 35 19 2| 67 51 0
4 80000000|| 36 20 0ff 68 52 0
5 1|| 37 21 3l 69 58 0
6 ol 38 22 off 70 54 0
7 80000001|| 39 23 2| 71 55 0
8 2|| 40 24 2| 72 56 0
9 40000002|| 41 25 1| 73 57 0
10 2 42 26 off 74 58 0
11 2(| 43 27 2| 75 59 0
12 80000000|| 44 28 2| 76 60 0
13 2| 45 29 1| 77 61 0
14 0l 46 30 off 78 62 0
15 80000001 47 31 off 79 63 0
16 0l 48 32 2| 80 64 0
17 1 140000001 49 33 3| 81 65 4
18 2 2|| 50 34 0l 82 66 0
19 3 2|| 51 35 2| 83 67 0
20 4 [80000002|| 52 36 2| 84 68 8
21 5 1|| 53 37 0l 85 69 0
22 6 0l 54 38 0l 86 70 0
23 7 180000001|| 55 39 2| 87 71 10
24 8 2|| 56 40 0l 88 72 0
25 9 2|l 57 41 0l 89 73 8
26 10 2|| 58 42 off 90 74 20
27 11 ol 59 43 2| 91 75 0
28 12 0[] 60 44 off 92 76 0
29 18 1|| 61 45 2| 93 77 40
30 14 0l 62 46 off 94 78 0
31 15 |80000002|| 63 47 2| 95 79 28
32 16 2|| 64 48 0ff 96 80 80
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Table 6. Search complexity for near collisions (NC) and two-block collisions (2BC)
of SHA-1 reduced to t steps. “Start & end index” refers to the index for disturbance
vectors in Table 5. The complexity estimation takes into account the speedup using
early stopping techniques (see Section 4.8), and the estimation for 78-80 steps also
takes into accounts the speedup by advanced modification techniques (see Section 4.5).

t-step |start & end HW  # conditions|complexity
SHA-1|index of DV in ro.2-4 inro.2-4 |NC 2BC
80 17, 96 27 71 208 269
79 17, 95 26 71 208 969
78 17, 94 24 71 208 9069
7 16, 92 23 71 208 969
76 19, 94 22 69 206 967
75 20, 94 21 65 262 963
74 21, 94 20 63 260 961
73 20, 92 20 61 258 259
72 23, 94 19 59 256 957
71 24, 94 18 55 252 293
70 25, 94 17 52 219 950
69 26, 94 16 50 218 o1
68 27, 94 16 48 246 47
67 28, 94 16 45 213 oM
66 29, 94 15 41 239 940
65 30, 94 13 40 238 939
64 29, 92 14 37 235 936
63 32, 94 12 35 233 934
62 33, 94 11 34 232 933
61 32, 92 11 31 229 930
60 29, 88 12 29 227 928
59 30, 88 10 28 2726 977
58 29, 86 11 25 223 g2
57 32, 88 9 23 221 922
56 33, 88 8 22 220 921
55 32, 86 8 19 217 918
54 33, 86 7 18 216 9l7
53 34, 86 7 18 216 ol7
52 32, 83 7 15 213 old
51 33, 83 6 14 212 ol3
50 34, 83 6 14 212 ol3
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Table 7. Search complexity for one-block collisions of SHA-1 reduced to t steps. Ex-
planation of the table is the same as that for 6.

SHA-1 reduced|start & end HW # conditions  search
to t steps  |point of DV in rounds 2-4 in rounds 2-4 complexity
80 1, 80 31 96 2%
79 2, 80 30 95 292
78 3, 80 30 90 287
7 4, 80 28 88 28%
76 5, 80 27 83 280
75 6, 80 26 81 278
74 7, 80 25 79 276
73 8, 80 25 7 274
72 9, 80 25 77 274
71 10, 80 24 74 2™
70 11, 80 24 71 208
69 12, 80 22 68 206
68 13, 80 21 62 260
67 14, 80 19 58 2°6
66 15, 80 19 55 2°3
65 16, 80 18 51 249
64 17, 80 18 48 216
63 18, 80 16 48 246
62 19, 80 16 45 213
61 20, 80 15 41 239
60 21, 80 14 39 237
59 22, 80 13 38 236
58 23, 80 13 35 233
57 24, 80 12 31 2%9
56 25, 80 11 28 226
55 26, 80 10 26 224
54 27, 80 10 24 2%2
53 28, 80 10 21 219
52 29, 80 9 17 21e
51 30, 80 7 16 ol
50 31, 80 7 14 212
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Table 8. Rules for counting the number of conditions in rounds 2-4

step

disturb in bit 2

disturb in other bits|comments

19
20

For a21
For az1,a22

21
22-36
37
38-40

Condition asg is “truncated”

41-60

61-76
7
78
79
80

R R NN WD RO O

)
)

—~

—~~
o= N W R R R R WD -

—~
~— —

Conditions are “truncated”
starting at step 77.
Conditions for step 79,80
can be ignored in analysis

Special counting rules:

33

1. If two disturbances start in both bit 2 and bit 1 in the same step, then they only
result in 4 conditions (see Section 4.8).
2. For Round 3, two consecutive disturbances in the same bit position only account
for 6 conditions (rather than 8). This is due to the property of the MAJ function.

Table 9. Example: Counting the number of conditions for the 80-step near collision.
The “index” refers to the second italicized index in Table 5.

index number of conditions|comments
21 4 —1—1=2l4 cond’s: a20, 21, a22, 423
— azo due to truncation
— a21 using modification
23,24,27,28
32,35,36 2x7=14
25,29,33,39 4x4=16
43,45,47,49 4x4=16
65,68,71,73,74 4x5=20
7 3|Truncation
79 0|2 conditions ignored
80 0|1 condition ignored
Total 71
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Table 10. The differential path for the 58-step SHA-1 collision. Note that x; (i = 0..15)
are the disturbance vector for the first 16 steps, which correspond to the 16 vectors
indexed by 23 through 38 in Table 5. The A entries list the positions of the differences
and their signs. For example, the difference 27 is listed as (j + 1) and —27 as —(j + 1).

Aai
step no with
i Ti—1|Am;_1 ||carry |carry Ab; |Ac; Ad;  |Ae;
1 18000000130 30 —-30,31
2 2|-2 2 -2,3
—5,6 5 5)
—-30 —-30 |-30
31 31 —31, 32 Aay
3 21-1,—-2 ||1 1
-7 10 10
30, —31 Aay |AaT30
4 2|7 -2 2,-3
30 15 —15,16
-5 |5,—6 oo A0 AT
5 0|—2,7 20 —20,21
30, 31 28 —28,29
32 —1 -1
—10 |10,11,—12 Aas0| Aa S0
6 0|—-2 25 25
—30, —31||15 —15,16
Aa2<<30
7 1{1, 32 1 1
8 —-8,-9,10
4,—-21)4, —-21
8 0|—6 —18 |18, ..., —26
9 (800000021, 2 —2,32|-2,32
-9 9,..,—19
10 2|-2
—5,7
31
11 |{80000002|7, 31 2,-32|2,-32
9 9
12 0|—-2
—5,—7
—-30
31, —32 Aau
13 2|-30, —32||-2 -2
Aa$...
14 0|7, 32
Aalg Aaf<130
15 3|1, 30 1 1
Aaf§30 ACL1<<13O
16 0|—6,—7
30 Aais Aa5™




Finding Collisions in the Full SHA-1 35

Table 11. The differential path for the 80-step SHA1 collision. Note that x; (i = 0..19)
are the disturbance vector for the first 20 steps, which correspond to the 20 vectors
indexed by 1 through 20 in Table 5. The A entries list the positions of the differences
and their signs. For example, the difference 27 is listed as (j + 1) and —27 as —(j + 1).

Aa;
step no with
7 Ti_1|Ami—1 carry |carry Ab; | Ac; Ad; Ae;
1 [40000001]30 30,31 (30,31
2 2[—2, —4 2 -2,3
6 6 —6,-7,8
—30, —31, 32|30 —30,—31,32 Aay
3 2[1,2 -1 -1
-7 4 4
30 11 —11,-12, —13,14|Aaz |Aa°
4 [80000002|7 —2,9 [-2,9
29, —30 16 —16,—17,—18,19
—32 -32  |-32 e |AaS0| Aa TP
5 11, -2 -5 |5,—6
—5,7 21 —21,22
29, 31, 32 28 28 Aas 30 Aa T
6 0[-2,-6 11 —11,-12,13
29, 31 16 —16,17
32 26 —26,27 Aas?
7 8000000130 1 1
—4,—6|—4,6,—7
32 32
8 2(-2,-5,—6 [[-19 [19,..,—26
30, 31
9 2[1,-2, -7 [[-2 -2
—30,-31 -10 |10,...,—20
10 2[7 2 2
—30
11 0[2, -7 9 —9,10
—30,31, —32
12 0[2 —4 —4
—30,-31
13 11 1 1
32
14 0[—6
15 [80000002[—1, 2 -32 [-32
16 2[2,5, -7 2 2
-31 Aays
17 [80000002|—7 —2 —2
31 32 32 Aaie|Aas*
18 0[—2,-5,7
30, 31, 32 Aa$0|AaS
19 2[30 2 2
32 Aa$P| Aas®
20 0|7
32 Aaig Aa
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Table 12. A set of sufficient conditions on a; for the differential path given in Table 11.
The notation ‘a’ stands for the condition a;,; = a;—1,; and ‘b’ denotes the condition
19,30 = A18,32.

chaining conditions on bits

variable| 32 — 25 24 — 17 16 -9 8—1
ai a00----- ———————- 1-———- aa 1-0allaa
a2 01110--—- -—=—-- 1- Oaaa-0-- 011-001-
as 0-100--- -0-aaal0- --0111--01110-01
a4 10010--- a1---011 10011010 10011-10
as 001a0--- -- 01-000 10001111 -010-11-

ae 1-0-0011 1-1001-0 111011-1 a10-00a-
ar 0---1011 1a0111-- 101--010 -10-11-0
as -01---10 000000aa 00laalll ---01-1-

ag |-00----- 10001000 0000000- -—-11-1-
aip |0--—---—- 1111111- 11100000 0----- 0-
ain  |-m——mm—— ————-- 10 11111101 1-a--0--
a2 |0=——=-== ——m—mmmm —m—————- 10--11--
D e 11----10
T 0-1-
ais 10-—-——- == 1-0-
aie e Rt 0-0-
a7 |0=0===== —m—mmm—m —mmmmmm o 1-
aig |——1-——— ———— a-—-
ai19 -b----- 0-
a0 |TTTTTTTT TTTTTTTT ST mmmmems e a—-—

a21 |mmmmmmm— —mmmmm—mm mmmmm e —mm e 1
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Abstract. We investigate methods for providing easy-to-check proofs
of computational effort. Originally intended for discouraging spam,
the concept has wide applicability as a method for controlling denial
of service attacks. Dwork, Goldberg, and Naor proposed a specific
memory-bound function for this purpose and proved an asymptotically
tight amortized lower bound on the number of memory accesses any
polynomial time bounded adversary must make. Their function requires
a large random table which, crucially, cannot be compressed.

We answer an open question of Dwork et al. by designing a compact
representation for the table. The paradox, compressing an incompressible
table, is resolved by embedding a time/space tradeoff into the process
for constructing the table from its representation.

1 Introduction

In 1992 Dwork and Naor proposed that e-mail messages be accompanied by
easy-to-check proofs of computational effort in order to discourage junk e-mail,
now known as spam [12], and suggested specific CPU-bound functions for this
purpose’. Noting that memory access speeds vary across machines much less than
do CPU speeds, Abadi, Burrows, Manasse, and Wobber [1] initiated a fascinating
new direction: replacing CPU-intensive functions with memory-bound functions,
an approach that treats senders more equitably.

Memory-bound functions were further explored by by Dwork, Goldberg, and
Naor [11], who designed a class of functions based on pointer chasing in a large
shared random table, denoted 7. We may think of T" as part of the definition
of their functions. Using hash functions modelled as truly random functions
(i.e. ‘random oracles’), they proved lower bounds on the amortized number of
memory accesses that an adversary must expend per proof of effort, and gave a
concrete implementation in which the size of the proposed table is 16 M B.
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** Work performed at Microsoft Research, Silicon Valley Campus.
! A similar proposal was later made by Back in 1997 [6].
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There are two drawbacks to the use of a large random table in the definition
of the function. If the proof-of-effort software is distributed bundled with
other software, then the table occupies a large footprint. In addition, for
users downloading the function (or a function update, possibly necessitated
by a substantial growth in cache sizes), downloading such a large table might
require considerable connect time, especially if the download is done on a
common telephone line. Connection fees, i/o-boundedness, and the possibility
of transmission errors suggest that five minutes of local computation, to be done
once and for all (at least, until the next update), is preferable to five minutes of
connect time. Thus a compact representation of 1" allows for easy distribution
and frequent updates.

These considerations lead to the question of whether there might be a succinct
representation of T'. In other words, is it possible to distribute a short program
for constructing 71" while still maintaining the lower bound on the amortized
number of memory accesses? The danger is that the adversary (spammer) might
be able to use the succinct description of T' to generate elements in cache and
on the fly, whenever they are needed, only rarely going to memory.

Roughly speaking, our approach is to generate 7' using a memory-bound
process. Sources for such processes are time/space tradeoffs, such as those offered
by graph pebbling, defined below, and sorting. We will use both of these: we
exploit known dramatic time/space tradeoffs for pebbling in constructing a
theoretical solution, with provable complexity bounds; the solution uses a hash
function, modeled by a random oracle in the proof. We also describe a heuristic
based on sorting. A very nice property of an algorithm whose most complex
part is sorting is that it is easy to program, reducing a common source of
implementation errors.

We will focus most of our discussion on the pebbling results. The heuristic
based on sorting is described in Section 6. Although our work does not rely on
computational assumptions, we nonetheless assume the adversary is restricted
to polynomial time, or in any event that a spamming approach that requires
superpolynomially many cpu cycles is not lucrative. This raises an interesting
observation:

Remark 1. If the adversary were not restricted to polynomial time, then the
proof of effort would have to be long. Otherwise, by Savitch’s Theorem
(relativized to a random oracle), the adversary could find the proof using space
at most the square of the length of the proof (since guessing the proof has non-
deterministic space complexity bounded by the proof length), which may be
considerably smaller than the cache size.

Pebbling can be described as a game played on a directed acyclic graph
D(V,E) be with a set S C V of inputs (nodes of indegree 0) and a set 7 C V
of outputs (nodes of outdegree 0). (Eventually we will identify the outputs of D
with the elements of the table T'.) The player has s pebbles. A pebble may be
placed on an input at any time. A pebble may be placed on a node v € V' \ S
if and only if every vertex u such that (u,v) € E currently has a pebble. That
is, a non-input may be pebbled if and only if all its immediate predecessors
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hold pebbles. Finally, a pebble may be removed from the graph at any time.
Typically, the goal of the player is to pebble outputs using few moves and using
few simultaneous pebbles; that is, efficiently and in such a way that at any time
there are few pebbles on the graph.

Pebbling has been the subject of deep and extensive research, and it is in the
context of proving lower bounds for computation on random access machines
superconcentrators were invented (see [18]). These are graphs with large flow:
for every set A of inputs and every set B of outputs of the same size, there are
vertex-disjoint paths connecting A to B. Valiant [18] showed that every circuit for
computing a certain type of transform contains a superconcentrator. Although
these did not directly yield lower bounds, they eventually yielded time-space
tradeoffs, via pebbling arguments.

Pebbling intends to capture time and space requirements for carrying out a
particular computation, defined by the graph — we can think of a non-input as
being associated with a function symbol, such as “+” or “ x”. For example, a
sum can be computed if its summands — as represented by the node’s immediate
predecessors — have been computed. We can think of placing a pebble on a
node as tantamount to storing a (possibly newly computed) value in a register.
Time/space tradeoffs for specific computation graphs are obtained by showing
that no (time efficient) pebbling strategy exists that uses few simultaneous
pebbles. Time/space tradeoffs for problems are obtained by showing that every
computation graph for the problem yields a tradeoff.

As noted, in our case, the outputs of the graph will correspond to elements
of T'. If an output cannot be pebbled (in reasonable time) using few pebbles, i.e.,
little space, we would like to conclude that considerable time or memory accesses
were devoted to finding the value associated with the corresponding output of
the graph computation. But perhaps there is a different computation that yields
the same outputs — a computation unrelated to the computation determined by
the dag. In this case obtaining a function output does not imply that significant
resources have been expended.

We force the adversary to adhere to the computation schema described by
the graph by associating a random oracle with each node. That is, we label each
non-input with the value obtained by applying the hash function to the labels of
the predecessor vertices. (The inputs are numbered 1 through N, and the label
of input ¢ is the hash of i.) Using this we show, rigorously, how to convert the
adversary’s behavior to a pebbling.

Although this intuition is sound, our situation is more challenging: while we
associate placing a pebble with storing a value in cache, our adversary is not
limited to cache memory, but may use main memory as well; moreover, main
memory is very large. How can we adapt the classical time/space tradeoffs to
this setting?

We address this by constructing a dag D that, in addition to being hard to
pebble, remains hard to pebble even when many nodes and their incident edges
are removed. Roughly speaking, given the cache contents, we “knock out” those
nodes whose labels can be (mostly) determined by the cache contents, together
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with their incident edges. We need that the “surviving” graph is still hard to
pebble. We will also introduce the concept of spontaneously generated pebbles to
capture memory reads. We show that pebbling remains hard unless the number
of spontaneously generated pebbles is large.

We must ensure that no cut in the graph is knocked out. Intuitively, knocking
out a cut in the graph corresponds to reducing the depth of the graph, and
therefore reducing the difficulty of pebbling the graph. This leads us to a graph
with slightly special structure: it is the concatenation of two pieces. The first is
a stack of wide (no small cut) superconcentrators (by stack we mean a sequence
of DAGs where the outputs of one are the inputs of the next DAG in the
sequence). The description of the second is quite technical, and we defer it until
the requirements have been better motivated (Section 4).

2 Complete Description of Our Abstract Algorithm

We now describe our algorithm, Compact-MBound, postponing the construction
of the graph D to Section 4. The algorithm adds a table generation phase to
Algorithm MBound of [11]. Thus the two algorithms are identical except that
in the new algorithm the table T" is generated by the procedure outlined below,
while in the original algorithm the table 7" is completely random. For the concrete
implementation, we use a heuristic for generating the table T, described in
Section 6. We then combine this with the concrete implementation of Algorithm
MBound proposed in [11].

Algorithm Compact_Mbound uses a collection of hash functions H' =
{Ho, Hy,Hs, Hs, Hy}. The function H4 has been described in the Introduction;
its role is to force the adversary to adhere to a computation defined by the
graph D, and its output is w bits long, where w is the word size. The remaining
hash functions are those used in the original Algorithm MBound. In our analysis,
we will treat each hash function as a random oracle.

2.1 Building Table T

Both the (legitimate) sender and the receiver must build the table 7', but this is
done only once and the table T is then stored in main memory. After the table
has been built, proofs of effort are constructed and checked using the algorithms
of Dwork, Goldberg, and Naor [11], reproduced in Section 2.2 for completeness.
We will provide an explicit construction of the graph D used in building 7'. This
means that we may incorporate the algorithm for computing D (and thus T')
into the proof-of-effort software.

The algorithm for constructing 7' first computes the graph D which has N
inputs, N outputs and constant indegree d, and then numbers the input vertices
1,2,..., N and the output vertices N+ 1, N +2,...,2N. Next, each vertex of V
is labeled with a w-bit string in an inductive fashion, beginning with the input
vertices:
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1. Input i is labeled Hy4(i), for 1 <i < N.
2. For vertex j ¢ [N], let vertices i1 < --- < iq be the predecessors of vertex j.
Then vertex j is labeled Hy(label(iy),. .., label(iq),]).

The entries of T correspond to the labels of the output vertices, namely:
Ti] = label(N +1i), i=1,2,...,N.

Once the table T has been computed and stored, the graph D and the node
labels may be discarded.

2.2 Computing and Checking Proofs of Effort

The algorithm described here is due to [11]. It uses a modifiable array A,
initialized for each trial. The adversary’s model, described in Section 2.3, restricts
the size of A: if w is the size of a memory word and b is the number of bits in
a memory block (or cache line), then the algorithm requires that |A|w > b bits.
A word on notation: For arrays A and T', we denote by |A| (respectively, |T'|)
the number of elements in the array. Since each element is a word of w bits, the
numbers of bits in these arrays are |Alw and |T|w, respectively.

At a high level, the algorithm is designed to force the sender of a message to
take a random walk “through 7',” that is, to make a series of random-looking
accesses to T', each subsequent location determined, in part, by the contents of
the current location. Such a walk is called a path. Typically, the sender will have
to explore many different paths until a path with certain desired characteristics
is found. Such a path is called successful, and each path exploration is called
a trial. Once a successful path has been identified, information enabling the
receiver to check that a successful path has been found is sent along with the
message.

The algorithm for computing a path in a generic trial is specified by two
parameters ¢ (path length) and e (effort), and takes as input a message m,
sender’s name (or address) S, receiver’s name (or address) R, and date d,
together with a trial number k:

Initialization:
A= Ho(m,R,S,d, k)
Main Loop: Walk for ¢ steps (¢ is the path length):
C < H1 (A)
A — Hy(A,TIc])
Success occurs if after ¢ steps the last e bits of H3(A) are all zero.

A legitimate proof of effort is a 5-tuple (m, R, S, d, k) along with the value
Hs3(A) for which success occurs. This may be verified with O(¢) work by just
exploring the path specified by k£ and checking that the reported hash value
Hs3(A) is correct and ends with e zeroes. The value of H3(A) is added to prevent
the adversary from simply guessing k, which has probability 1/2¢ of success.



42 C. Dwork, M. Naor, and H. Wee

An honest sender computes a proof of effort by repeating path exploration
for K = 1,2,... until success occurs. The probability of success for each trial is
1/2¢, so the expected amount of work for the honest sender is O(2¢¢). The main
technical component in [11] is showing that 2(2¢¢) work is also necessary (for a
random 7).

2.3 The Adversary’s Model

We assume an adversary’s computational model as in [11]. The adversary is
assumed to be limited to a “standard architecture” as specified below:

1. There is a large memory, partitioned into m blocks (also called cache lines)
of b bits each;

2. The adversary’s cache is small compared to the memory. The cache contains
at most s (for “space”) words; a cache line typically contains a small number
(for example, 16) of words;

3. Although the memory size is large compared to the cache, we assume that
m is still only polynomial in the largest feasible cache size s;

4. Each word contains w bits (commonly, w = 32);

5. To access a location in the memory, if a copy is not already in the cache (a
cache miss occurs), the contents of the block containing that location must
be brought into the cache — a fetch; every cache miss results in a fetch;

6. We charge one unit for each fetch of a memory block. Thus, if two adjacent
blocks are brought into cache, we charge two units (there is no discount for
proximity at the block level);

7. Computation on data in the cache is essentially free. By not (significantly)
charging the adversary for this computation, we are increasing the power of
the adversary; this strengthens the lower bound.

3 Pebbling

The goal in pebbling is to find a strategy to pebble all the outputs while using
only a few pebbles simultaneously and not too many steps (pebble placements).
Pebbling has received much attention, in particular in the late seventies and early
eighties, as a model for space bounded computation (as well as other applications,
such as the relative power of programming languages) [9,13,14,16].

A directed acyclic graph with bounded indegree, N inputs, and N outputs
is an N -superconcentrator if for any 1 < k < N and any sets S’ of inputs and
T’ of outputs, both of size k, there are k vertex-disjoint paths connecting S’ to
7'. Thus, superconcentrators are graphs with excellent flow. (Note that we do
not assume the need to specify which input is connected to which output.)

The following classical results are relevant to our work. Here m denotes the
number of vertices in the graph.

— Stacks of superconcentrators yield graphs with a very sharp tradeoffs: To
pebble all the outputs of these graphs with fewer than N pebbles requires
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time exponential in the depth, independent of the initial configuration of the
pebbles [13].
— Constant-degree constructions of linear-sized superconcentrators of small

depth were given in [18,15,10]. The construction of minimum known density
is by Alon and Capalbo [4].

The Basic Lower Bound Argument. Many proofs of pebbling results rely on the
following so-called Basic Lower Bound Argument [16,13]. The claim of the Basic
Lower Bound Argument is that to pebble s + 1 outputs of a superconcentrator
with any initial placement of at most s pebbles requires the pebbling of N — s
inputs, independent of the initial configuration of the s pebbles.

To see this, suppose that fewer than N — s inputs are pebbled. Then
there exists a set S” of s + 1 inputs that do not receive pebbles. By the
superconcentrator property these s + 1 inputs are connected via vertex-disjoint
paths to the target set of s+1 outputs that should be pebbled. Every one of these
paths must at some point receive a pebble, else not all the target outputs can
be pebbled. Since a node cannot be pebbled without pebbling all its ancestors,
it follows that every input in our set of size s + 1 must receive a pebble at some
point, contradicting the assumption.

3.1 Converting the Adversary’s Moves to a Pebbling

The adversary does not define its operation in terms of pebbling but instead
we assume that we (the provers of the lower bound) can follow its memory
accesses and the applications of the functions of H’' and in particular Hy. We
now describe how the adversary’s actions yield a pebbling of the graph. The
pebbling is determined by an off-line inspection of the adversary’s moves, i.e.,
following an execution of the adversary it is possible to describe the pebbling
that occurred. Hence we call it ex post facto pebbling:

Placing Initial Pebbles. If Hy is applied with label(j’) as an argument, and
label(j’) was not computed via Hy, then we consider j' to have a pebble in an
initial configuration. We sometimes refer to these as spontaneously generated
pebbles.

Placing a Pebble. If H, is applied to ¢ for some 1 < ¢ < N, then place a
pebble on node i (recall the inputs are vertices 1, ..., N, so node i in this case is
an input vertex). Let j be a non-input vertex (so j > N), and let i1 < --- < iy
be the predecessors of vertex j. If Hy is applied to (label(iy),. .., label(iq),7),
where label(ip) is the correct label of vertex i, 1 < b < d, then place a pebble
on vertex j.

Removing a Pebble. A pebble is removed as soon as it is not needed
anymore. Here we use our clairvoyant capabilities and remove the pebble on
node j' right after a call for Hy with the correct value of label(j") as one of the
arguments if (i) label(j') is not used anymore or (ii) label(j') is computed again
before it is used as an argument to Hy. That is, before the next time label(j")
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appears as an argument to H, it also appears as the result of computing Hy
(the output of Hy).

We may relate the ex post facto pebbling strategy to the adversary’s strategy
as follows:

— Placing a pebble corresponds to making an oracle call to Hy. Hence, a lower
bound on the number of (placement) moves in the pebbling game yields a
lower bound on the number of oracle calls and thus the amount of work done
by the adversary.

— The initial (spontaneously generated) pebbles correspond to the values
of H, that the adversary “learns” without invoking Hy. Intuitively, this
information must come from the cache contents and memory fetches.
Therefore, we would expect that if the adversary has a cache of s words
and fetches z bits from memory, then the adversary is limited to at most
s + z/w initial pebbles, since each pebble corresponds to a w-bit string.

The following lemma formalizes our intuition relating the number of pebbles
used in the ex post facto pebbling to the cache size of the adversary and the
number of bits the adversary fetches from memory. It says that with very high
probability the ex post fact pebbling uses only s 4+ z/w simultaneous pebbles.
The intuition is that if more pebbles are used, then somehow the sw bits in
the cache and the additional z bits obtained from memory are being used to
reconstruct s + z/w + 1 labels, or sw + z + w bits.

Lemma 1. Consider an adversary that operates for a certain number of steps
and where:

— the adversary is using a standard architecture as specified in Section 2.3 with
a cache of s words of size w; and
— the adversary brings from memory at most z bits.

Then with probability at least 1 — 27 the maximum number of pebbles at any
given point in the ex post facto pebbling is bounded by s + z/w. The probability
is over H'.

Proof. We need the following simple observation:

Claim 1. Let by...b, be independent unbiased random bits and let k < wu.
Suppose we have a (randomized) reconstruction procedure that, given a hint of
length B < k (which may be based on the value of by ...b, ), produces a subset
S c {1,...u} of k indices and a guess of the values of {b;|i € S}. Then the
probability that all k guesses are correct is at most 28 /2% where the probability
is over the random wvariables and the coin flips of the hint generation and the
reconstruction procedures.

Proof (of claim). Fix an arbitrary sequence of random choices for the reconstruc-
tion procedure. Each fixed hint yields a choice of S and a guess of the bits of S.
For any fixed hint, the probability, over choice of b1, ..., b,, that all the guessed
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values are consistent with the values of the elements of S is 27%. Therefore, by
summing over all hints, the probability that there exists a hint yielding a guess
consistent with the actual value of by, ..., b, is 287F. O

Suppose there are s + z/w + 1 pebbles at some point in the ex post facto
pebbling. We apply the claim to bound the probability that this occurs, as
follows: the independent unbiased random bits bq,...,b, are from the truth
table of H'; the hint consists of three parts:

1. The cache contents C € {0, 1}*%

2. The bits brought from main memory (at most z)

3. The values of the functions in H’ needed to simulate the adversary ezcept
those values of Hy corresponding to the initial pebbles.

The output of the reconstruction procedure is all the values of the functions
in H’ given in the hint, plus the labels of the s + z/w + 1 pebbled nodes. The
reconstruction procedure works by simulating the adversary (up to the point
where there are s + z/w + 1 pebbles) and outputting the labels of the pebbled
nodes as the values are generated. The difference between the length of the
output (in bits) and the length of the hint (in bits) is w, so the probability is
bounded above by 27%. O

4 Description of Our Graphs

Call our graph D and let it be composed from two pieces D; and D,. We are
interested in a graph with a small number of nodes and edges, since each node
corresponds to an invocation of Hy and the number of edges corresponds to the
total size of inputs in the H, calls. We are less concerned with the depth of the
graph.

The dag D has N = |T'| inputs and outputs. It is constructed from two dags
D1 and D5 via concatenation; that is:

— Inputs of Dy are the inputs of D.
— The outputs of D; are the inputs of Ds.
— Outputs of Dy are the outputs of D.

The properties we require from the two dags are different. In particular we
allow the spammer more pebbles for the D; part. For each of Dy and Dy we
first describe the properties needed (in terms of pebbling) and then mention
constructions of graphs that satisfy these requirements.

The Dag Dy = (Vh, Eq): We require an almost standard pebbling lower bound
property: for a certain § to be determined later, pebbling any m > s + 20b/w
outputs of D; is either impossible or at the very least requires exponential (in
the depth of D) time (making it infeasible) provided we are constrained to:
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1. start from any initial setting of at most s’ = s+ 23b/w pebbles. The number
of pebbles in the initial configuration comes from two sources: the cache
size in words (s) and the bits brought from memory during a given interval,
divided by the word size w. In Section 5 the number of blocks brought from
memory will be denoted 203, containing a total of 23b bits. (In the language
of Lemma 1, z = 23b.) Hence s’ = s + 26b/w.

2. use at most s pebbles during the pebbling itself; that is, of the initially placed
pebbles, some are designated as permanent, and do not move. Only s pebbles
may be moved, and these s may be moved repeatedly.

Constructing D1: One way to obtain such a graph is to consider a stack of
¢1 € w(log|T'|) N-superconcentrators (that is, N inputs and N outputs). Then
following the work of [13] (Section 4) we know that D; has the desired property:
independent of the initial configuration, the time to pebble m > s’ outputs
requires time at least exponential in the depth, hence, superpolynomial in |T'|.
This means that when we consider in Section 5 an interval of computation by
the spammer, then by appealing to Lemma 1 we can argue that either (i) fewer
than m outputs of Dy were pebbled or (ii) at least mw — 23b bits were brought
from main memory during this interval (which suffices to show high amortized
memory accesses). This follows from the randomness of the labels of V; (that is,
the randomness of Hy), as discussed above.

Since there are linear-sized superconcentrators [18,15,4], this means the size
of V1 can be some function in w(|T'| log |T'|). Also these constructions are explicit,
so we have an explicit construction of D;.

Remark 2. An alternative graph to the stack of superconcentrators is that of
Paul, Tarjan and Celoni [14], where the number of nodes is O(N log V).

The Dag Do = (Va, E2): The property needed for Ds is that even if a significant
fraction of the vertices fail it should be very hard to disconnect small sets of
surviving outputs from the surviving inputs. (For now, think of a failed node as
one whose label is largely determined by the cache contents.)

The vertices V5 are partitioned into layers Li, Lo, ... Ly, of size N. Suppose
that nodes in V5 fail but we are guaranteed that from each layer L; at least a ¢
fraction of nodes survives. The condition on the surviving graph can be expressed
as follows: There exists a set S’ of the inputs and a set T” of the outputs both
of size 2(N), such that, for any set U C T’ of = outputs, where the bound z is
derived from the proof of Algorithm Mbound, to completely disconnect U from
all of S” by removing nodes requires either cutting 2(x) vertices in some level
not including the input, or cutting 2(/V) inputs.

Constructing Dy : One way to construct Do is using a stack of bipartite expanders
on N nodes, where we identify the left set of one expander with the right set
of the other, except for the inputs and outputs of Do, which are identified with
the leftmost and rightmost sets respectively; the orientation of the edges is from
the inputs to the outputs. Expanders are useful for us for two reasons: (i) they
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do not have small cuts and (ii) they have natural fault tolerance properties. In
particular, Alon and Chung [5] have shown that in any good enough expander
if up to some constant (related to the expansion) fraction of nodes are deleted,
then one can still find a smaller expander (of linear size) in the surviving graph
(see also Upfal [17]).

Consider now the dag obtaining by stacking ¢; = O(log|T|) bipartite
expanders where each side has N = |T'| nodes. We give here an intuitive
explanation of why disconnecting a relatively small set U of surviving outputs
from the surviving inputs requires deleting |U|/2 vertices at some level. Following
the argument in [5], there exists a subgraph F' of the surviving graph with the
following property: every layer of F' contains dN/2 vertices, and the bipartite
graph induced by any two consecutive layers in I’ satisfies a vertex expansion
property (in the direction from the output nodes towards the input nodes) with
expansion factor 2 for subsets of size at most d/N/16, say. Consider any set U
of size o(N) outputs in F. Clearly, by deleting U we can disconnect it from the
inputs. Suppose we delete at most |U|/2 output vertices in F. Then, there are
at least |U|/2 vertices left amongst the output nodes, which are connected to at
least |U| vertices in level f5 — 1 in F. Again, if we delete at most |U|/2 output
vertices in level £5 — 1, then U must be connected to at least |U| vertices in level
{5 — 2. Continuing this argument, we may deduce that U must be connected
to at least |U|/2 input nodes in F, unless we delete at least |U|/2 nodes at
some level. To ensure that disconnecting |U| inputs is insufficient we use an
additional property of Ds: the surviving subgraph D) contains a substantial
superconcentrator. Restricting out attention to output sets U of the surviving
superconcentrator suffices for our lower bound proof.

We conclude that the total number of nodes in V4 can be O(|T'|log|T’|) and
thus the dominating part is D;. Also we have explicit construction of expanders
and hence of Ds.

5 An Amortized Lower Bound on Cache Misses

In this section we prove that any spammer limited to a standard architecture
(as specified in Section 2.3) and trying to generate many different proofs of
computational efforts according to Algorithm Compact_Mbound presented in
Section 2 (i.e. the verifier follows the algorithm there, while the spammer is free
to apply any algorithm), will, with high probability over choices of the random
oracles and the choices made by the adversary, have a large amortized number
of cache misses.

5.1 The Lower Bound
We are now ready to state the main theorem:

Theorem 1. Fiz an adversary spammer A. Consider an arbitrarily long but
finite execution of A’s program — we don’t know what the program is, only that
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A is constrained to use an architecture as described in Section 2 and that its
computation of Hy and Hs has to be via oracle calls.

Under the following additional conditions, the expectation, over choice of
the hash functions H', and the coin flips of A, of the amortized complexity of
generating a proof of effort that will be accepted by a verifier is £2(2°¢). Note
that in [11], “choice of T meant choice of the random table T'. In our case,
“choice of T” means choice of the hash function Hy.

— |T| > 2s (recall that the cache contains s words of w bits each)

— |Alw > bs'/® (recall that b is the block size, in bits).

— 0> 8|4

— The total amount of work by the spammer (measured in oracle calls) per
successful path is no more than 2°")2¢¢ and no more than 2%, where ¢; is
the depth of the dag D1.

— { is large enough so that the spammer cannot call the oracle 2¢ times.

The amortized cost of a proof of effort is the sum of the costs of the individual
proofs divided by the number of proofs. The theorem says that

Ey alamortized cost of proof of effort] = £2(2°/) (1)

Remark 3. As noted in [11], if (for some reason) it must be the case that |[A| <
O(b/w), then the lower bound obtained is §2(2°¢/logs). Also, as noted in [11],
the theorem holds if expected amortized cost (over H' and flips) is replaced with
“with high probability.”

Our proof follows the structure of the proof in [11]; naturally, however, we
must make several modifications since 7" is no longer random. We will describe
the key lemma in the original proof, and sketch the proof given in [11]. We will
then state and sketch the proof of the new version of the key lemma, yielding a
proof of Theorem 1. We start with a simple lemma from [11]:

Lemma 2 ([11]). The expected amortized number of calls to Hy and Hs per
proof of effort that will be accepted by a verifier is (2(2¢¢). The expectation is
taken over T, A, and H = H'\ {H4}.

In our case an analogous lemma holds (with exactly the same proof). This
time, the expectation is taken over A and H’ (recall that in the current work 7'
is defined by H,4 and the dag D).

The execution is broken into intervals in which, it will be shown, the adversary
is forced to learn a large number of elements of T'. That is, there will be a large
number of scattered elements of T' which the adversary will need in order to make
progress during the interval, and very little information about these elements is
in the cache at the start of the interval. The proof holds even if the adversary is
allowed during each interval, to remember “for free” the contents of all memory
locations fetched during the interval, provided that at the start of the subsequent
interval the cache contents are reduced to sw bits once again.
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For technical reasons the proof focuses on the values of A only in the second
half of a path. Recall that A is modified at each step of the Main Loop; intuitively,
since these modifications require many elements of 7', these “mature” A’s cannot
be compressed. The definition of an interval allows focusing on progress on paths
with “mature” A’s.

A progress call to Hy is a call in which the arguments have not previously
been given to H; in the current execution. Let n = s/|A|. A progress call is
mature if it is the jth progress call of the path, for j > £/2 (recall that ¢ is the
length of a path).

Let k be a constant determined in [11]. An interval is defined by fixing an
arbitrary starting point in an execution of the adversary’s algorithm (which may
involve the simultaneous exploration of many paths), and running the execution
until kn mature progress calls (spread over any number of paths) have been
made to oracle Hj.

At any point in the computation, the view of the spammer is T" together with
the parts of the oracles H that the spammer has explicitly invoked. Intuitively,
the view contains precisely that information which can have affected the memory
of the spammer. Since T" is (when 7' is random, and in any case, could be) stored
in memory, we consider it part of the view.

We now state the key lemma from [11]; recall that in that setting 7" is random.

Lemma 3. There is a constant k > 1 where the following is true. Fiz any integer
1, the “interval number”. Choose T and H, and coin flips for the spammer. Run
the spammer’s algorithm, and consider the ith interval. The expected number
of memory accesses made during this interval is £2(n), where the expectation is
taken over the choice of T, the functions H, and the coin flips of the spammer.
That s,

E7 3, alnumber of memory accesses] = 2(n) (2)

Note that between intervals the adversary is allowed to store whatever it
wishes into the cache, taking into account all information it has seen so far, in
particular, the table T" and the calls it has made to the hash functions.

It is an easy consequence of this lemma that the amortized number of memory
accesses to find a successful path is £2(2¢¢). This is true since by Lemma 2, success
requires an expected (2(2°¢) mature progress calls to Hy, and the number of
intervals is the total number of mature progress calls to H; during the execution,
divided by kn, which is £2(2°¢/n). (Note that we have made no attempt to
optimize the constants involved.)

5.2 Sketch of Proof of Key Lemma for Random T

We give here a slightly inaccurate but intuitive sketch of the key steps of the
proof in [11] of Lemma 3.

The spammer’s problem is that of asymmetric communication complexity
between memory and the cache. Only the cache has access to the functions H;
and Hs (the arguments must be brought into cache in order to carry out the
function calls). The goal of the (spammer’s) cache is to perform any kn mature
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progress calls. Since by definition the progress calls to H; are calls in which the
arguments have not previously been given to Hy in the current execution, we can
assume the values of Hp’s responses on these calls are uniform over 1,...,|T)|
given all the information currently in the system (memory and cache contents
and queries made so far). The cache must tell the memory which blocks are
needed for the subsequent call to Hs. The cache sends the memory (logm bits
to specify the block numbers (which is by assumption o(nlogm) bits), and gets
in return (b bits altogether from the memory. The key to the proof is, intuitively,
that the relatively few possibilities in requesting blocks by the cache imply that
many different elements of T' specified by the indices returned by the kn mature
calls to H; must be derived using the same set of blocks. This is shown to imply
that more than s elements of T' can be reconstructed from the cache contents
alone, which is a contradiction given the randomness of T'.

It is first argued that a constant § fraction of elements of T are largely
undetermined by the contents of the cache. This is natural, since 7" is random
and the cache can hold at most half the bits needed to represent T'. For simplicity,
assume that elements that are largely undetermined are in fact completely
undetermined, that is, there is simply no information about these in the cache.
Call these completely undetermined elements T".

Simplifying slightly, it is next argued that, for a constant k to be determined
later, if one fixes any starting point in the execution of the spammer’s algorithm,
and considers all oracle calls from the starting point until the knth call to Hy,
there will be at least 5n pairs of calls to H; and Hs on the same path; that is,
H is called on the index determined by the call to H;.

Intuitively, this observation implies that, since the calls to H; return random
indices into 7', many of the elements of T" selected by these invocations will be
in 7. That is, there will be no information about them in the cache, and the
spammer will have to go to memory to resolve them.

Let 3 be the average number of blocks sent by the main memory to the cache
during an interval. Assume for the sake of contradiction that for at least half
the kn-tuples of elements selected by Hp, the spammer makes only 25 = o(n)
memory accesses, even though it needs 2(n) elements in 7" and about which it
has no knowledge.

Unfortunately, this assumption of o(n) memory accesses does not yield
a contradiction: as a memory access fetches an entire block, which contains
multiple words, the total number of bits retrieved (8b) is not necessarily less
than the total number of bits needed (at least nw). Indeed, if 8 > nw/b there is
no contradiction, and it is not assumed that w/b is a fixed constant.

The contradiction is derived by using the fact that some set of 23 blocks
suffices to reconstruct many different possible kn-tuples. This is immediate from
a pigeonhole argument (since there are roughly |T'|*” kn-tuples and m”? = |T|9(%)
choices of § blocks, since we assume that the memory contains poly(|7'|) words).
Let G’ denote the largest such set of kn-tuples.

Let X' denote the union over tuples in G’, of the set of elements in the tuple.
That is, X contains every element that appears in G’. It is possible to show that
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| Y| is large, i.e. when the entries are measured in terms of the missing bits, then
the total number is w(3b).

Note that if G’ is known to the cache party, then intuitively, by sending the
23 blocks the memory transmits all p € X to the cache: to reconstruct any given
p, the cache chooses any kn-tuple in G’ containing p, acts as if the calls to H;
returned the indices (in T') of the elements in this tuple, and runs the spamming
program, extracting p in the process. However, G’ is not known to the cache,
since it may depend on the full memory content.

At this point, [11] argues that there is a small collection of “mighty” tuples,
with the property that each tuple in the collection enables the transmission of
“too many” elements in Y. That is, there exists a too large set U of elements
reconstructible from too few mighty tuples. This yields an information-theoretic
argument that too many bits are obtained from too few. In the sequel, we let z =
|U|. In [11] it is shown that setting = 4/3b/w yields the desired contradiction.
We do not repeat that proof here, but we use the same proof, and so, the same
value of x.

This concludes the high-level sketch of the proof in [11] for the key lemma in
the case that T' is random.

5.3 Lower Bound When T  Has a Compact Representation

The new key lemma for the lower bound proof is given below. We then sketch
those aspects of the proof germane to the case of the compact representation of
T. We let s = |S|. This is the size of the cache, in words.

Lemma 4. There is a constant k > 1 where the following is true. Fix any
integer i, the “interval number”. Choose H' and coin flips for the spammer. Run
the spammer’s algorithm, and consider the ith interval. The expected number
of memory accesses made during this interval is £2(n), where the expectation is
taken over the choice of H' and the coin flips of the spammer. That is,

E3 a[number of memory accesses| = £2(n) (3)

Consider an ex post facto pebbling on D induced by the adversary’s execution
during an interval, obtained as described in Section 3.1.

Either £2(N) of the nodes at the level common to Dy and Ds been pebbled
during the interval or not. In the first case, i.e., the case in which a constant
fraction of the nodes at this level have been pebbled, by the discussion in
Section 4, many blocks must be brought from memory. So if we are at an
execution of a good tuple (one for which the adversary goes to memory at most
28b/w times) we can conclude that this did not happen.

In the second case, i.e., the case in which o(N) inputs of Dy are pebbled, we
will use the fault-tolerant flow property of Dy to show that much information
will have to be brought from memory for some layer of Ds.

As in the previous section, fix the cache contents C' and consider the large
set G’ of tuples all utilizing the same set of of blocks from memory. The next
claim (proved using Sauer’s Lemma) guarantees that in each layer of Do, there
is a constant fraction § of nodes for each which the label is mostly unknown:
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Claim 2. Fiz cache contents C € {0,1}°". For any 1 < j < 4y, for v,6 > 0,
consider the event that there exists a subset of the entries of L;, called L;, of
size at least 0|T|, such that for each node i in L;. there is a set S; of 27 possible
values for label(i) and all the S;’s are mutually consistent with the cache contents
C'. Then there exist constants v,6 > 0 such that the probability of this event, over
choice of the hash functions H’', is high.

Note that we applied the Lemma for each level individually and we cannot
assume that the missing labels of different layers are necessarily independent of
each other. To derive a contradiction we need to argue that there is some level
where it is possible learn too many undetermined values from too few hints.

The fault tolerance property of D5 tells us that even if we delete the remaining
(1-9) fraction of nodes (whose values may be determined from the cache contents
and without access to Hy) from each layer, the surviving graph contains a large
surviving superconcentrator, call it F', with excellent flow: to disconnect any set
X of z outputs from all the inputs requires removing {2(z) vertices at some level
other than the input level to F', or disconnecting (2(N) nodes from the input
level (in the latter case we appeal to the properties of Dy).

The set X of outputs is obtained as in Section 5.2, from the union of the
collection of mighty tuples in G'. The collection covers a set X of unknown entries
in T', and that X contains more bits than the 26b bits of information brought
from memory, (|]X| = z is roughly the size of |X]). Since each element in X is
covered by some tuple in the collection, when the spammer A is initiated with
that tuple, the ex post facto pebbling process must place a pebble on all paths
from the inputs of F' to that node. Therefore the union of the pebbles placed
by A on all tuples in the collection disconnects X from the inputs F. By the
properties of Dy this means that (2(x) spontaneously generated pebbles were
placed at some level. A careful choice of z, following the argument in [11], yields
a contradiction: too many bits from too few.

6 A Heuristic Based on Sorting

We now present an alternative construction of the table T', designed with an eye
toward simplicity of definition. Our concrete heuristic is based, intuitively, on
the known time/space lower bound tradeoff for sorting of Borodin and Cook [8].
However, as opposed to the pebbling results which we were able to convert into
lower bound proofs, here we are left with a scheme with a conjectured lower
bound only.

1. T is initialized to T'[i] = H4(i), 1 <i < N.
2. Repeat m times:

Sort T'.

Ti] := Ha(i,T[i]).

Inserting ¢ guarantees that collisions do not continue to be mapped to the same
value (otherwise the number of distinct values in 7" could dwindle in successive
applications).
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The number of iterations m of the loop should be as large as possible while
the loop can still be considered to take a “reasonable” amount of time on a
relatively slow machine. Given current technology, to defeat a 16MB cache, we
take the number of elements in 7" to be n = 223, where each element is a single
32-bit word. Thus T requires 22° bytes = 32MB.

Note that after applying Hy(i,T[i]) we have a pretty good idea where this
this value will end up after the next sorting phase, up to \/m roughly. However
without actually sorting there does not seem to be a way to find the exact
location, and we conjecture that the uncertainty increases with the number
of iterations. We would therefore like the number of iterations of the loop
to well exceed log, |T'|, say 40 for a 32MB table. The hash function H, may
be instantiated with whichever function is considered ‘secure’ at the time of
deployment. If this is considered too costly, then the “best” function that will
allow 40 iterations in the desired running time should be used (in general we
prefer more iterations than a more secure function).

It would be very interesting to see whether the time/space lower bounds
known for sorting [8] and recent advances in space lower bounds [2,3,7] can be
applied for the sorting heuristic in order to obtain lower bounds on the spammer’s
work.
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Abstract. We study the question whether the sequential or parallel
composition of two functions, each indistinguishable from a random func-
tion by non-adaptive distinguishers is secure against adaptive distin-
guishers. The sequential composition of F(.) and G(.) is the function
G(F(.)), the parallel composition is F(.) x G(.) where * is some group
operation. It has been shown that composition indeed gives adaptive se-
curity in the information theoretic setting, but unfortunately the proof
does not translate into the more interesting computational case.

In this work we show that in the computational setting composition
does not imply adaptive security: If there is a prime order cyclic group
where the decisional Diffie-Hellman assumption holds, then there are
functions F and G which are indistinguishable by non-adaptive poly-
nomially time-bounded adversaries, but whose parallel composition can
be completely broken (i.e. we recover the key) with only three adaptive
queries. We give a similar result for sequential composition. Interestingly,
we need a standard assumption from the asymmetric (aka. public-key)
world to prove a negative result for symmetric (aka. private-key) systems.

1 Sequential and Parallel Composition

We continue to investigate the question whether composition of (pseudo) random
functions yields a function whose security is in some sense superior to any of it’s
components. The two most natural ways to compose functions is to either apply
them sequentially or in parallel. For two function F and G we denote by GoF the
sequential composition: GoF(z) = G(F(z)). And by FxG the parallel composition:

FxG(x) = F(z) x G(x) where  is some group operation defined on the range of
F and G.

In the information theoretic model one considers computationally unbounded
adversaries and only bounds the number of queries they are allowed to make. In
this model Vaudenay [9] shows that if a permutation F cannot be distinguished
from random with advantage more than e by any adaptive (resp. non-adaptive)®
distinguisher making g queries, then the sequential composition of k such permu-
tations has security 2*~!e* against adaptive (resp. non-adaptive) distinguishers.

* Supported by the Swiss National Science Foundation, project No. 200020-103847/1.

! Adaptive means that the distinguisher can choose the (i+1)’th query after seeing the
output to the i’th query. A non-adaptive distinguisher must decide which ¢ queries
he wants to make beforehand.

V. Shoup (Ed.): Crypto 2005, LNCS 3621, pp. 55-65, 2005.
© International Association for Cryptologic Research 2005
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The same holds for parallel composition where F can be a function and doesn’t
have to be a permutation. For the computational case, where one considers poly-
nomially time-bounded adversaries a similar amplification result was proven by
Luby and Rackoff [3].% So if we have a function with some security against adap-
tive (resp. non-adaptive) distinguishers we can amplify this security for the same
class of distinguishers in both models.

Another question is whether we always get adaptive security by the compo-
sition of non-adaptively secure functions. This is in fact true in the information
theoretic model: Maurer and Pietrzak [4] show that if F and G both have secu-
rity € against non-adaptive distinguishers, then F x G has security 2¢(1 + Ine™ 1)
against adaptive distinguishers (the same holds for GoF if F and G are permuta-
tions). But no such result is known for the computational case. In fact, Myers [6]
showed that there is an oracle relative to which non-adaptively secure permuta-
tions exist, but their sequential composition is not adaptively secure. This means
that if it was indeed true that composition would always imply adaptive secu-
rity, no relativizing proof for that does exist. As only very few non-relativizing
proofs are known (not only in cryptography, but in complexity theory in gen-
eral), Myers argues that this might be the reason for the lack of formal evidence
that composition increases security even though this belief is shared by many
cryptographers (including myself until recently).

Here we show that composition does not imply adaptive security in general
if there is a group where the decisional Diffie-Hellman assumption holds. We
will construct functions F and G which are indistinguishable by non-adaptive
(polynomial time) distinguishers if the DDH assumption holds. But where a
simple adaptive strategy exists to get the whole key out of F x G with only
three adaptive queries. We then construct F and G such that the same holds
for GoF.

1.1 Notation and Definitions

EFFICIENT /NEGLIGIBLE/INDISTINGUISHABLE. We denote by x € N our security
parameter. An efficient algorithm is an algorithm whose running time is poly-
nomial in k. A function p : N — [0, 1] is negligible if for any ¢ > 0 there is an
no such that p(n) < 1/n¢ for all n > ng. Two families of distributions (indexed
with k) are indistinguishable if any efficient algorithm has negligible advantage
(over a random guess) in distinguishing those distributions.

THE DDH AssumMpPTION. The DDH assumption for a prime order cyclic group
G = G(k) states that for a generator g of G and random z, y the triplet g%, g¥, g*¥

2 Unlike in Vaudenay’s information theoretic result, where k, the number of compo-
nents in the cascade, can be arbitrary (in particular any function of n), the compu-
tational amplification proven in [3] requires k to be a constant and independent of
the security parameter. Myers [5] proves a stronger amplification for PRFs (which
unlike [3] allows to turn a weak PRF into a strong one) for a construction which is
basically parallel composition with some extra random values XOR-ed to the inputs.
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is indistinguishable from random. We denote the maximal advantage of any
algorithm A running in time ¢ for the DDH problem as

AdVDDH<t) d:Cf mAaxlprm,y[A(gm7gyvgxy) - 1] - Pra,b,c[A(ga7gbagc) - 1”

For example the DDH assumption is believed to be true for the following groups:
Let @ be a prime such that Q —1 = rP for some large prime P (say log(P) > k).
Let h be a generator of Z%, then g = h” is a generator of the subgroup G = (g)
of order P. In G any a # 1 is a generator, here 1 denotes the identity element.

THE EL-GAMAL CRYPTOSYSTEM. Let G, g, P be like above. The El-Gamal
public-key cryptosystem [2] over G with generator g is defined as follows: The
private-key is a random x € Zp, and the public key is g*. To encrypt m € G
with the public key g* we choose r € Zp at random and compute the ciphertext
in G2 as

Encg=(m,r) = (mg™", g")

The decryption of a ciphertext (a,b) with secret key x goes as
Dec,(a,b) = a/b®

This scheme has some nice properties we will use. It is multiplicative homomor-
phic: Given an encryption (mg®",g") = Encge(m,r) of m we can compute an
encryption of fm as (fmg®", g") = Encg= (¢m, r) even without knowing m or even
the public key ¢”. In particular given an encryption (mg®",g") = Encg=(m, 1)
of a known message m we can compute (¢*",g") = Encg«(1,r) = Encg=(1,7),
an encryption of 1, without even knowing the public key ¢®. And further we
can rerandomise this encryption by exponentiating with some random 7’ as
(g°",g"") = Encge (1,777).3

DISTINGUISHER. By distinguisher we denote an efficient oracle algorithm which
at the end of the computation outputs a decision bit. A distinguisher is non-
adaptive if he generates all his queries before reading any inputs.

A function R: K x X — )Y is pseudorandom if for a random key k € I the
function Rg(.) = R(k,.) is indistinguishable from a random function R : X — ).
We denote the distinguishing advantage for R form R of any distinguisher which
runs in time ¢ and makes at most ¢ queries by

Advi(g, 1) 2 max [Pr[AR) — 1] - Pr[AR0) - 1]]

We write Advgon_adap tve(g,t) if the maximum is only taken over all non-
adaptive distinguishers.

3 This is not the standard way of randomising El-Gamal encryptions, where one
multiplies (mg®", g") with (g”/,grl) for a random 7’ to get (mgx(r”/),g“”/) =
Encg= (m,r + r'). This randomisation works for any encrypted message (not just for
m = 1), but it requires knowledge of the public key and because of that is not useful
for our purpose.
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1.2 Some Intuition

For the counterexamples to the conjecture that parallel (resp. sequential) com-
position does imply adaptive security we will define functions F and G whose
output looks random with high probability for any fixed sequence of queries.
But if we can query F x G (reps. G o F) adaptively we can somehow “con-
vince” F and G of the fact that they are queried adaptively. We then define
F, G such that they output their key when they are convinced. We achieve this
by letting F and G “communicate” using a semantically secure public-key cryp-
tosystem. The El-Gamal cryptosystem has all the additional features we will
need.

THE PARALLEL COMPOSITION COUNTEREXAMPLE. We will now sketch our
counterexample of two non-adaptively secure functions F, G where F x G can be
broken with three adaptive queries. The full proof is given in Section 2. Let R be
any adaptively secure pseudorandom function. The keyspace of F is a (El-Gamal)
public/secret-key pair (pke, skr) and a key kp for R (G’s key is (pkg, skc), kg)-
The first thing F/G do on any input is to run it through Ry /Rg. to produce
some pseudorandomness.

We define F and G such that on one particular input « they output their
public keys. So if we query F x G with a we get pkepkg.

5 ook
ae{ ¢ F}Hkaka
— pkg

We further define F and G such that for some fixed § on all inputs of the form
(u, B) F computes pk = u/pkr and then outputs the encryption (using the ran-
domness generated by R) of some fixed value v under pk. G does the same thing.
So if we now feed the output from the first query back into F x G we get

F
Enc ,
(phephe, ) — {? NCphe (7:7)

/ - Encka (7a r)Encka (77 7“/)
- EnCPkF (77 r )

And finally on general input (u,v) we define F as follows: First F divides v by
the output it would have produced on input (u, 3). If this value is an encryption
of v under pkg, F is “convinced” that it is in an adaptive setting and outputs his
key, otherwise F just outputs some pseudorandom stuff. G does the same thing.
Let’s see what happens if our third query consists of the outputs from the two
first queries we made, i.e. (pkppkc, Encpre (7, 7)Encpre (7,7’)). Here F checks if
the value computed as

Encka (")/, r)EnCka (77 T/)
Encpie (v, 7) < F(pkepke, 8)

= Encpre (7, ')

is an encryption of v, as is the case here F outputs its key, and so will G. To
prove the non-adaptive security of F and G, we first observe that for a fixed
input the above check will fail almost certainly. So we must only care about
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the a query, which gives the random pkg and queries of the form (u,3) where
we get Ency pp (7,7). We show that if (given pkg) we could distinguish such
Ency/pke (7, 7) from random, then DDH cannot be hard in G.

THE SEQUENTIAL COMPOSITION COUNTEREXAMPLE. We will now sketch our
counterexample of two non-adaptively secure functions F, G where G o F can be
broken with three adaptive queries. The full proof is given in Section 3. As in the
previous section, let R be an adaptively secure pseudorandom function. Again,
F’s key is (pkg, skr), ke and G’s key is (pkg, skg), ke.

We define F such that it outputs his public key on some special input «a. G
first checks if the input is an encryption of 1 (using skg): if this is the case G is
“convinced” and outputs his key. Otherwise the output is simply an encryption
of the input. If the first query we make to Go F is « then

a5 phe S, Encpi. (PkE, 7)

except in the unlikely case where by chance pkg happens to be an encryption of
1 under skg.

F on inputs u # o« “treats” u as if it was Encyi(pke, ), i.e. an encryption of
his public key pke under some key pk. Now (as described earlier in this section)
F computes Enc,i (1, 7r’), an encryption of 1 with some fresh randomness rr’. If
we now feed back the output of the first query into Go F

Encpk (pke,T) LN Encpk (1,777) S Gs key (skg, k)

and we get G’s key. With the third query, which we will not sketch here we then
can get F’s key as well. Again the non-adaptive indistinguishability of F and G
can be shown under the DDH assumption.

2 Parallel Composition Does Not Imply Adaptive
Security

In this section we prove that there are two functions F and G, both K x G3 — G3
(K denotes the keyspace) which are indistinguishable from a random function
G3® — G2 by any non-adaptive distinguisher if the DDH-assumption is true in G.
But the parallel composition F* G can be completely broken (i.e. we recover the
keys of F and G) with only 3 adaptive queries.

The systems F and G are almost identically defined, we first define F and
then make a small change to get G. Let R : Kr x G3 — Z3, be any pseudorandom
function with keyspace Kr. The keyspace of F and G is Kr X Zp.

There is one annoying technicality we must consider; Because we do not only
want to distinguish FxG from a random function in the adaptive case, but recover
the keys of F and G, we must somehow encode the keys (Kgr x Zp)? into the range
G? of F x G. For simplicity we will simply assume that this is possible, i.e. there
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are two mappings ¢1, ¢o : Kr X Zp — G3 such that from ¢1(k1,z1)p2(ka, o) we
can recover ki, ko, 1, 2.2
F with key (x € Zp, kr € KRr) on input (u, v, w) first computes some pseudo-
random values.
(r1,72,73) « Rip (u, v, w) (1)

Now the output is computed as (we set the values o, § and ~ as described in
Section 1.2 to a = (1,1,1),8 = (1,1) and v = 1)

F(1,1,1) — (¢*,9™,9™)
Flu#1,1,1) — ((u/g ) 9" 9")
Flu#1,v# 1,w# 1) — (a,b,c) where
(d,e, f) < F(u,1,1) (2)
if (U/d) = (w/e)” then (3)
(a,b,c) = ¢1(kr, ) (4)

otherwise (a,b,c) = (¢™,9",9"™)
F( all other cases ) — (¢™,9",¢"™)

G with key (y, kg) is defined similarly, but with (z, kg) replaced with (y, kg) and
(4) replaced with

(CL, b, C) = ¢2<kG7 y)

2.1 Breaking F x G With 3 Adaptive Queries

We will now describe how to get the key out of FxG with 3 adaptive queries. The
attack below is successful with probability almost 1. It only fails if by chance
P divides one of the random values which appear in the exponent of g below.
Below we denote with r(; ;) the pseudorandom value r; computed by F in step
(1) on the j’th input. We define s(ijj)d:efg’“ﬁvj). Similarly the r’, s’ are defined for
G. We will use s and s’ for uninteresting terms whose only raison d’étre is to
pad the output to the right length. The first query we make is (1,1,1)

F

— (9%, 5(2,1),5(3,1)) -

(]-a 171) - { G Y /( : ’( ) } - {g +y’3(2’1)8/(2’1)’8(3’1)5,(371))
= (g ,8(2,1),8(3,1))

Four our second query we use the first value from the above output.
(g™, 1,1) —

5 (g¥7a2, g2 8(3 2))
S

2 (g7, 970 sy )

N ( Yr,2)FET( 0y T(1,2) (1 2) / )
9 g 75 5(3,2)5(3,2)
77(3,2)

4 One could also easily solve this problem without this assumption by simply extending
the range of F, G and R with a term {0, 1} for an ¢ such that Zp x Kr can be encoded
with ¢ bits (the group operation on this term is bitwise XOR). If F or G must output
their key, they encode it into this term (F into the first, and G into the second half). In
all other cases this term is simply filled with a pseudorandom value generated by R.
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Our last query is a combination of the two outputs we have seen.

F
(gm-&-y,gyT(Lz)—Fmrgla),gr<1,2)+r21,2))) R {E’ Cbl(k’F, CL') } _ ¢1(l€F7 I)¢2(1€G, y)
- ¢2(kG7y)

Thus we learn the whole key! Let’s see what happened in the last query. F on
this input first by (2) simulated itself on the input (¢**¥, 1, 1), which was exactly
the input in the second query.

<gyr(1,2) , gru,z) , 3(372)) — F(g$+y, 17 1)
Next by (3) F checked whether
gyr(1,2)+l’7°£172)/gyr(l,g) — (g"”(l,2)+7‘£1‘,2)/gr(1,2))$

and as this is true, F proceeds with (4) and outputs its key ¢ (kg, x). Similarly
G outputs its key ¢2(kg,y)-

2.2 Non-adaptive Indistinguishability of F and G

We will prove that

AdvporTedertive (g 4y < Advg(g, t') % +qAdvppg(t) (5)
Where t' = t + poly(log P, q) for some polynomial poly which accounts for the
overhead implied by the reduction we make. The same bound holds for G. Below
we will treat Ry, as if it was a truly random function, the Advg(g,t’) term in
(5) does account for this inaccuracy.

Assume that the non-adaptive distinguisher A chooses to make g queries
(uj, v, w;) for i = 1,...,q. We must only consider inputs of the form (u,1,1)
and (u # 1,v # 1,w # 1) as in all other cases the output is simply computed by
Rk and thus is random.

If we make a (u # 1,v # 1,w # 1) query the output is also computed by
Rk, except when (v/d) = (w/e)® for random d, e, z (here and below we say an
element is random if its distribution is uniform over his domain. So here e, f are
uniform over G and = over Zp). Now

Praez[(v/d) = (w/e)*] < op~1!

holds. To see this first note that we have Pr[w/e = 1] = Prle = w] = P~!. Now
as in G any element except 1 is a generator, conditioned on w # e the (w/e)” is
random and thus equal to v/d with probability P~1.

So probability that for any of the ¢ < ¢ queries of the form (u # 1,v #
1,w # 1) will satisfy (v/e) = (w/f)* is at most 2¢P~!, the 2¢P~! term in (5)
does account for this probability.

Now we must only consider the case where all ¢ queries of the from (u;,1,1).
We make a deal with A: he will only make queries where u; # 1 for all 1 <i <gq
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but for this we allow A a (¢ + 1)’th query which must be (1,1, 1), clearly this
can only help A.

Moreover we assume that A knows the discrete logarithm z; of all his wu;’s
(i.e. g* = w;). Of course this can not be guaranteed, but not knowing them can
only decrease A’s advantage in the analysis below. So the output A gets on his

query (¢g**,1,1),...,(g%,1,1),(1,1,1) is
(g(zl_“)”,g”, ), (g(zq—l‘)Tq,gTq’ %), (g%, %, %) (6)

where the *’s denote random values which are independent of all the other terms.
Now distinguishing (6) from random is equivalent to distinguishing

(gx7grlx7grl)7"'7(gm7grqx7grq) (7)

for random z,ry,...,7, from
(a,b1,¢1),...,(a,bg,cq) (8)
where a,b1,...,bg, c1,...,cq are random. To see this consider the (randomised)

mapping 7 (here x are random values)

T[(a7ﬁ1771)7 ey (Oéaﬁqﬂ’q)] - [(7%161_17717*)7 ey (fygqﬁqil:q/qa*)a (057*,*)]

We get the distribution (6) if we apply 7 to (7) and the uniform distribution
over (G3)? if we apply 7 to (8).

So assume A could distinguish (7) from (8) with probability €, then we can
construct an algorithm A’ which can distinguish (¢, ¢*",¢") from a random
(a,b,c) with advantage €/q using a hybrid argument. The distribution of the
v’th hybrid is

(g.’L" gT1CC’ gTq), ey (g.%'7 grim7 gTi)’ (g.%’ bi-f—l? C’H-l)a ey (gxa bqa Cq)
for random x,ri,...,7q,bix1,-..,0q,Cit1,...,¢4. Our A" on input (o, f,7)
chooses a random 1,1 < i < ¢ and generates the distribution

(a7arlagrl)7 R (OZ’aTi—l’gTi—l), (Oé,ﬁ,’}/), (a7bi+17ci+1)7 SRR (Oé, bq,Cq)

whose distribution is equal to the ¢’th hybrid if («,3,7) was generated as
(9%,g"",g") for random x,r, and equal to the ¢ — 1’th hybrid if (a, 3,7) are
three random values.

3 Sequential Composition Does Not Imply Adaptive
Security

We will define two functions F and G, both K x G — G2 which are indistin-
guishable from a random function G — G3 by any non-adaptive distinguisher
if the DDH-assumption is true in G. But the sequential composition G o F can
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be completely broken (i.e. we recover the keys of F and G) with only 3 adap-
tive queries. Unlike in the previous section, here F and G are defined somewhat
differently.

Let R: Kgr x G — Z3, be any adaptively secure pseudorandom function. The
keyspace of F and G is Kr X Zp. Let ¢ : Kr X Zp — G? be some encoding of the
keyspace of G into a subset of the range of Go F.

F with key (z € Zp, ke € Kr) on input (u,v,w) first computes the pseudo-
random values

(r1,72,73) « Rip (u, v, w)

Then the output is computed as (we set the value o as described in Section 1.2
to (1,1,1))
F(17 L1) — (gw,gm,gm)
Flu#1,v+# 1,w) — if u= g then (v, ¢p(kg,z))
else ((u/g")"™,v"™, g")
F( all other cases ) — (¢"*,9™,9"™)

G with key (y € Zp, kg € Kr) on input (u, v, w) first computes the pseudorandom
values
(7’1 y T2, 743) — RICG (u7 v, w)

Then the output is computed as

G(u # 1,v # 1,w) — if u = g¥ then (u,v,w)
elseif u = v¥ then (¢(kg,y),1)
else (ug’™, g™, 9")
G( all other cases ) — (g™, 9", 9")

3.1 Breaking G o F With 3 Adaptive Queries

We will now describe how to get the key out of GoF with three adaptive queries.
The attack below is successful with probability almost 1. It only fails if by chance
P divides one of the random values which appears in the exponent of g below.
Let 7,77, s, s’ be like in the previous section. The first query we make is (1,1,1)

F G ' /
(17 1; 1) - (gw, $(2,1)» 8(3,1)) - (gxgyr“’l) ’ gr(l’l) ) S/(3,1))
For the next query we use the first two terms of this output
(gxgyrél,1)7g7"£1,1)’ 1) F (gyrél,l)ml,z)’grél,l)r(l,w) S (p(kg,y), 1)

And we get G’s key. Now with the y we just learned and the first output we can
compute g* = g*g¥" v /(g":0)¥ and get F's key with the query

(gac,gy’ 1) i (gyaQS(kax)) g (gy7¢(k|:,aj))
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3.2 Non-adaptive Indistinguishability of F and G

The security of F and G can be reduced to the indistinguishability of R and the
hardness of the DDH problem in G as in section 2.2, i.e.
29

Advpor—edertive o 1y < Advr(g, t') + 5t qAdvppg(t) 9)

And the same holds for G. Again we will treat Ry, as if it was a truly random
function, the Advg(, ) term in (9) does account for that.

A query to G of the form (u,v,w) where u = 1 or v = 1 will just produce
a random output. If the i’th query is of the form (u; # 1,v; # 1, w;) we get as
output (u;g¥"¢, g", *) (again * stands for a random value which is independent of
all other terms) unless u; = v} or u; = g¥ for some %, the probability of each such
event is exactly P! as y is random. With the union bound over all i,1 <1i < ¢
we get an upper bound 2¢gP~! for the probability that any such event happens.

Thus we can assume that the queries are all of the form (u; # 1,v; # 1, w;)
for i = 1,...,q and the output on the i’th query is (u;g¥"¢,g", *) for some
random r;. The distinguisher must now distinguish those (u;g¥"#,¢"*) from se-
quence of random pairs (b;, ¢;) for i = 1,...,q. Or equivalently (as the u;’s are
known values) he must distinguish the sequence (¢¥"¢, g"*) from random. We are
generous and give ¢gY to the distinguisher. Now we can state that problem as
distinguishing a sequence (g¥, g¥"¢, ¢") from (g%, b;, ¢;) for i = 1,...,¢q, those are
exactly the sequences (7) and (8) for which we already proved that they cannot
be distinguished with advantage more than ¢gAdvppgy (t').

Similarly the non-adaptive security of F can be reduced to the task of dis-
tinguishing (u; g~ *",v;") for i = 1,...,q from random given ¢g*. We can as-
sume that the adversary knows s; = log, (g),t; = log, (u;). Then he can map
those tuples to (9%, g%, ¢"") = (g%, (ui'g=*" /(v]*)%) =1, (v]?)%"). So again this
is equivalent to distinguish the distribution (7) from (8).

4 Conclusions and Further Work

We showed that the sequential or parallel composition of pseudorandom func-
tions with non-adaptive security is not adaptively secure in general if the DDH
assumption is true in any group. Some interesting remaining question we’re cur-
rently looking at are the following:

— Can we prove the same thing with pseudorandom permutations, ideally for
efficiently invertible ones. This would show that cascading non-adaptively
secure block-ciphers will not give adaptive security in general.

— We only gave counterexamples for the composition of two functions. How
does this scale to the composition of n > 2 functions? This question has been
partially answered in [8], where a non-adaptively secure PRF is constructed
(under an assumption which is implied by the DDH-assumption) such that
the sequential composition of any number of this PRFs can be distinguished
with 2 adaptive queries with high probability. Unfortunately the approach
used there seems not to generalise to parallel composition.
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— Can we give this result under weaker assumptions or even unconditionally?
Of course we may always assume that one-way functions exist (they imply
pseudorandomness and vice-versa) as otherwise there’s nothing to prove.
We give a negative result in this direction in [7]. There we show that if a
non-adaptively secure PRF exists where the sequential composition can be
distinguished with two queries (as constructed in this paper®), then a secure
key-agreement protocol exists. Thus any construction of such PRFs must
either assume or unconditionally prove the existence of key-agreement (the
DDH-assumption we use is know to imply key agreement [1]).

— The domain and the range for our counterexamples is a product of subgroups
of Zg,. This is not what one usually does, can we adapt this such that the

range and domain are {0, 1}¢, ideally with standard bitwise XOR as group
operation for parallel composition.
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Abstract. Using a recent idea of Gaudry and exploiting rational repre-
sentations of algebraic tori, we present an index calculus type algorithm
for solving the discrete logarithm problem that works directly in these
groups. Using a prototype implementation, we obtain practical upper
bounds for the difficulty of solving the DLP in the tori T2(F,m) and
T6(Fpm ) for various p and m. Our results do not affect the security of
the cryptosystems LUC, XTR, or CEILIDH over prime fields. However,
the practical efficiency of our method against other methods needs fur-
ther examining, for certain choices of p and m in regions of cryptographic
interest.

1 Introduction

The first instantiation of public key cryptography, the Diffie-Hellman key agree-
ment protocol [5], was based on the assumption that discrete logarithms in finite
fields are hard to compute. Since then, the discrete logarithm problem (DLP)
has been used in a variety of cryptographic protocols, such as the signature and
encryption schemes due to ElGamal [6] and its variants. During the 1980’s, these
schemes were formulated in the full multiplicative group of a finite field F,. To
speed-up exponentiation and obtain shorter signatures, Schnorr [24] proposed
to work in a small prime order subgroup of the multiplicative group F, of a
prime finite field. Most modern DLP-based cryptosystems, such as the Digital
Signature Algorithm (DSA) [9], follow Schnorr’s idea.

Lenstra [15] showed that by working in a prime order subgroup G of F;m,
for extensions that admit an optimal normal basis, one can obtain a further
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speed-up. Furthermore, Lenstra proved that when |G| | @,,(p) with &,,(z) the
m-th cyclotomic polynomial and |G| > m, the minimal surrounding field of G
truly is F,m and not a proper subfield. Lacking any knowledge to the contrary,
the security of this cryptosystem has been based on two assumptions: firstly,
the group G should be large enough such that square root algorithms [18] are
infeasible and secondly, the minimal finite field in which G embeds should be
large enough to thwart index calculus type attacks [18]. In these attacks one
does not make any use of the particular form of the minimal surrounding finite
field, i.e., Fpyn, but only its size and the size of the subgroup of cryptographic
interest.

More recent proposals, such as LUC [25], XTR [16] and CEILIDH [22], im-
prove upon Schnorr’s and Lenstra’s idea, the latter two working in a subgroup
G C IF;G with |G| | ®6(q) = ¢*> — q + 1, where ¢ is a prime power. Brouwer,
Pellikaan and Verheul [2] were the first to give a cryptographic application of
effectively representing elements in G using only two F,-elements, instead of six,
effectively reducing the communication cost by a factor of three.

Rubin and Silverberg [22] showed how to interpret and generalise the above
cryptosystems using the algebraic torus 75, (F,) which is isomorphic to the sub-
group Gy, C Fy of order @,,(q). For “rational” tori, elements of T},(F,) can be
compactly represented by ¢(n) elements of F,, obtaining a compression factor
of n/p(n) over the field representation.

In this paper we develop an index calculus algorithm that works directly on
rational tori T,,(F,) and consequently show that the hardness of the DLP can
depend on the form of the minimal surrounding finite field. The algorithm is
based on the purely algebraic index calculus approach by Gaudry [10] and ex-
ploits the compact representation of elements of rational tori. The very existence
of such an algorithm shows that the lower communication cost offered by these
tori, may also be exploited by the cryptanalyst.

In practice, the DLP in T, and Ty are most important, since they determine
the security of the cryptosystems LUC [25], XTR [16], CEILIDH [22], and MNT
curves [19]. We stress that when defined over prime fields F),, the security of these
cryptosystems is not affected by our algorithm. Over extension fields however,
this is not always the case. In this paper, we provide a detailed description of our
algorithm for T5(F,m ) and Tg(F,m ). Note that this includes precisely the systems
presented in [17], and also those described in [28,27] via the inclusion of T}, (FF,) in
T5(Fn/2) and Tg(F,n/6) when n is divisible by two or six, respectively, which for
efficiency reasons is always the case. Our method is fully exponential for fixed m
and increasing ¢. From a complexity theoretic point of view, it is noteworthy that
for certain very specific combinations of ¢ and m, for example when m! ~ ¢, the
algorithms run in expected time L,m(1/2,¢), which is comparable to the index
calculus algorithm by Adleman and DeMarrais [1]. However, our focus will be
on parameter ranges of practical cryptographic interest rather than asymptotic
results.

A complexity analysis and prototype implementation of these algorithms,
show that they are faster than Pollard-Rho in the full torus T5(F,m ) for m > 5
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and in the full torus Ts(F,m) for m > 3. However, in cryptographic applications
one would work in a prime order subgroup of T,,(F,=) of order around 2'%9; in
this case, our algorithm is only faster than Pollard-Rho for larger m.

From a practical perspective, our experiments show that in the cryptographic
range, the algorithm for 7s(F,m) outperforms the corresponding algorithm for
T5(Fgsm) and that it is most efficient when m = 4 or m = 5. Furthermore, for
m = 5, both algorithms in practice outperform Pollard-Rho in a subgroup of
Ts(F,5) of order 2190 for ¢°° up to and including the 960-bit scheme based in
T30(F,) proposed in [27]. Compared to Pollard p our method seems to achieve in
practice a 1000 fold speedup; its practical comparison with Adleman-DeMarrais
is yet to be explored. Our experiments show that it is currently feasible to solve
the DLP in T50(F),) with [log, p] = 20, where we assume that a computation of
around 2% seconds is feasible.

The remainder of this paper is organised as follows. In Section 2 we briefly
review algebraic tori and the notion of rationality. In Section 3 we present the
philosophy of our algorithm and explain how it is related to classical index
calculus algorithms. In Sections 4 and 5 we give a detailed description of the
algorithm for T5(F,m) and T4(F,m) respectively. Finally, we conclude and give
pointers for further research in Section 6.

2 Discrete Logs in Extension Fields and Algebraic Tori

Extension fields possess a richer algebraic structure than prime fields, in particu-
lar those with highly composite extension degrees. This has led some researchers
to suspect that such fields may be cryptographically weak. For instance, in
1984 Odlyzko stated that fields with a composite extension degree ‘may be very
weak’ [21]. The main result of this paper shows that these concerns may indeed
be valid. A naive attempt to exploit the available subfield structure of extension
fields in solving discrete logarithms, naturally leads one to consider the DLP on
algebraic tori, as we show below.

2.1 A Simple Reduction of the DLP

Let k = F, and let K = F,» be an extension of k of degree n > 1. Assume that
g € K is a generator of K* and let h = ¢* with 0 < s < ¢" — 1 be an element
we wish to find the discrete logarithm of with respect to g.

Then by applying to g and h the norm maps Ng/r, with respect to each
intermediate subfield k; of K, and solving the resulting discrete logarithms
in these subfields, a simple argument shows that one can determine s mod
lem{®@4(q) }djn,dsn, Where @4(q) is the d-th cyclotomic polynomial evaluated at g.
Modulo a cryptographically negligible factor, the remaining modular informa-
tion required to determine the full discrete logarithm comes from the order @,,(q)
subgroup of K*. As observed by Rubin and Silverberg [22], this subgroup is pre-
cisely the algebraic torus T,,(F,).
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2.2 The Algebraic Torus

In their CRYPTO 2003 paper [22], Rubin and Silverberg introduced the notion
of torus-based cryptography. Their central idea was to interpret the subgroups
of K* as algebraic tori, and by exploiting birational maps from these groups to
affine space, they obtained an efficient compression mechanism for elements of
extension fields. Along with the existing public key cryptosystems XTR [16] and
LUC [25], their method provides a reduction in bandwidth requirements for finite
field discrete logarithm based protocols, which is becoming increasingly relevant
as key-size recommendations become larger in order to maintain security levels.

Definition 1. Let k = F, and let K = Fy» be an extension of k of degree n > 1.
We define the algebraic torus T,,(Fy) as

To(Fy) = {a € K | Ngsi, (@) =1 for all subfields k C kq € K}.

Strictly speaking, T}, (F,) refers only to the F-rational points on the affine alge-
braic variety T;,, rather than the torus itself (see [22] for the exact construction).
Note that since T,(FF,) is simply a subgroup of Fy., the group operation
can be realised as ordinary multiplication in the field F;». The dimension of the
variety T), is ¢(n) = deg(P,(z)), with ¢(-) the Euler totient function.
Let Gg,n denote the subgroup of Fy. of order @,(g). The following lemma
from [22] provides some useful properties of T;,.

Lemma 1.

1. T, (Fq) = Ggn and hence #71,,(F,) = @,(q).
2. If h € T,,(F,) is an element of prime order not dividing n, then h does not
lie in a proper subfield of Fyn /F,.

It follows that T, (F,) may be regarded as the ‘primitive’ subgroup of Fy.,
since by Lemma 1 it does not embed into a proper subfield. Hence in practice, one
always uses a subgroup of T}, (F,) in cryptographic applications, since otherwise
a given DLP embeds into a proper subfield of F n (see also [15]). In fact, using

the decomposition
2" —1=]]®a(x)
d|n

in Z[z], the group IF;n can be seen to be almost the same as the direct product
IT din T n(Fg). Hence finding an efficient algorithm to solve the DLP on algebraic
tori enables one to solve DLPs in extension fields, as well as vice versa.

2.3 Rationality of Tori over [,

In order to compress elements of the variety T, we make use of rationality,
for particular values of n. The rationality of T,, means there exists a birational
map from T}, to ¢(n)-dimensional affine space A®(™). This allows one to represent
nearly all elements of T}, (IF,) with just ¢(n) elements of F,, providing an effective
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compression factor of n/¢(n) over the embedding of T, (F,) into Fy». Since T}, has
dimension ¢(n), this compression factor is optimal. 7}, is known to be rational
when n is either a prime power, or is a product of two prime powers, and is
conjectured to be rational for all n [22].

Formally, rationality can be defined as follows.

Definition 2. Let T}, be an algebraic torus over F, of dimension d = ¢(n), then
T,, is said to be rational if there is a birational map p : T, — A®™ defined over
F,.

This means that there are subsets W C T), and U € A®(™ and rational func-
tions p1,..., Ppm) € Fy(x1,...,2n) and ¢1,...,¢¥n € Fo(y1, ..., Yp(n)) such that
p=1(p1,--sPp(m)) : W — U and ¢ = (¢1,...,%,) : U — W are inverse isomor-
phisms. Furthermore, the differences T\ W and A%?(™ \ U should be algebraic
varieties of dimension < (d — 1), which implies that W (resp. U) is ‘almost the
whole’ of T' (resp. A?(™).

The public key cryptosystem CEILIDH [22] is based on the algebraic torus Tg,
which achieves a compression factor of three over the extension field representa-
tion. Rationality whilst useful, is not essential, since Van Dijk and Woodruff [28]
showed that one can obtain key-agreement, signature and encryption schemes
with bandwidth compressed by this factor asymptotically with the number of
keys/signatures/messages, without relying on the conjecture stated above. In-
deed, their result applies to any torus 7;,, which helps explain the recent and
increasing interest in torus-based cryptography.

3 Algorithm Philosophy

The algorithm as presented in Sections 4 and 5 is based on an idea first proposed
by Gaudry [10], in reference to the DLP on general abelian varieties. While
Gaudry’s method is in principle an index calculus algorithm, the ingredients are
very algebraic: for instance one need not rely on unique factorisation to obtain
a notion of ‘smoothness’, as in finite field discrete logarithm algorithms.

As an introduction, in this section we consider Gaudry’s idea in the context
of computing discrete logarithms in F;m, and show how it is related to classical

index calculus.

3.1 Classical Method

Let Fym = Fy[t]/(f(t)) for some monic irreducible degree m polynomial and let
the basis be {1,¢,...,t™ '}. Let g be a generator of F and let h € (g) be
an element we are to compute the logarithm of w.r.t. g. Suppose also, for this
example, that we are able to deal with a factor base of size q.

Classically, one would first reduce the problem to considering only monic
polynomials, i.e., one considers the quotient F;m /Ty, and defines a factor base

F={t+a:aecF,}.
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Then for random j, k € Z/((¢™ —1)/(q — 1))Z one computes r = g’h* and tests
whether r/lc(r) decomposes over F, with lc(r) the leading coefficient of r. This
occurs with probability approximately 1/(m — 1)! for large ¢ since the set of all
products of m — 1 elements of F generates roughly ¢™~!/(m — 1)! elements of
Fom /FX.

Computing more than ¢ such relations allows one to compute log,h mod
(g™ —1)/(¢ — 1) as usual with a linear algebra elimination (and one applies the
norm Np ., /r, to g and h and solves the corresponding DLP in [Fy to recover
the remaining modular information).

3.2 Gaudry’s Method

Two essential points taken for granted in the above description are that there
exist efficient procedures to compute:

— whether a given r decomposes over F; this happens precisely when r € F[t]
splits over F, or equivalently when ged(t? — ¢, r/lc(r)) = r/le(r),
— the actual decomposition of 7, i.e., to compute the roots of r € F,[t] in F,.

One may equivalently consider the following problem: determine whether the
system of equations obtained by equating powers of ¢ in the equality

m—1
(t+a;) =7r/le(r) =ro +rit+ -+ rpot™ 24t (1)
i=1
has a solution (a1, ...,am-1) € ]F;n_l and if so, to compute one such solution. Of

course, in this trivial example the roots a; can be read off from the factorisation
of r/lc(r). However, one obtains a non-trivial example if the group operation
on the left is more sophisticated than polynomial multiplication, such as elliptic
curve point addition, which was Gaudry’s original motivation for developing the
algorithm. In this case the decomposition of a group element over the factor base
can become more sophisticated, but the principle remains the same.

The central benefit of this perspective is that it can be applied in the absence
of unique factorisation, since with a suitable choice of factor base, or more accu-
rately a decomposition base, one can simply induce relations algebraically. For
example, approaching the above problem from this slightly different perspective
gives an algorithm for working directly in F;m, which is perhaps more natural
than the stated quotient, IF;m / qu. Define a decomposition base

F={1l+at:aclF,},

and again associate to the equality

m

H(l tat)=r=ro+rit+--+rmat™ " (mod f(t)), (2)
i=1

the algebraic system obtained by equating powers of ¢.
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Note that in (2) one must multiply m elements of F in order to obtain
a probability of 1/m! for obtaining a relation, rather than the m — 1 elements
(and probability 1/(m—1)!) of (1). The reason these probabilities differ is simply
that the algebraic groups F ;m /F s and F ;m over [, are m —1 and m-dimensional
respectively.

Ignoring for the moment that F essentially consists of degree one polynomi-
als, and assuming that we want to solve this system without factoring r/lc(r), we
are faced with finding a solution to a non-linear system, which would ordinarily
require a Grobner basis computation to solve. However writing out the left hand

side in the polynomial basis {1,...,t™ 1} gives
m
[[a+at) =1+t + - + 7t
i=1

=141t 4+ +Tmat™ Tt — f(t)  (mod f(1)),

with o; the i-th elementary symmetric polynomial in the a;. Equating powers
of t then gives a linear system of equations in the &; for ¢ = 1,...,m. Given
a solution (o1,...,04,) to this system of equations, r will decompose over F
precisely when the polynomial

p(z) == 2™ — o2 F o™ — o (=1) "0,

splits over ;. Thus exploiting the symmetry in the construction of the algebraic
system makes solving it much simpler. Although in this contrived example, solv-
ing the system directly and solving it using its symmetry are essentially the
same, in general the latter makes infeasible computations feasible.

Following from this example, a simple observation is that for an algebraic
group over [, whose representation is m-dimensional, then using a decompo-
sition base F of ¢ elements, one must multiply m elements of F to obtain a
constant probability of decomposition 1/m!. Therefore, we conclude that the
more efficient the representation of the group is, the higher the probability of
obtaining a relation, and thus the corresponding index calculus algorithm will
be more efficient.

In the following two sections, we apply this idea to rational representations
of algebraic tori, and show that the above probability of 1/m! can be reduced
significantly to 1/(m/2)! when m is divisible by 2 and to 1/(m/3)! when m is
divisible by 6.

4 An Index Calculus Algorithm for Ty(Fgm) C F %

For ¢ any odd prime power, we describe an algorithm to compute discrete loga-
rithms in T5(Fgm ).

4.1 Setup
With regard to the extension Fy2m /Fgm, by Lemma 1 we know that

#To(Fym) = P2(¢™) = ¢ + 1,
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and hence we presume the DLP we consider is in the subgroup of this order.
By applying the reduction of the DLP via norms as in Section 2, it is clear that
the hard part actually is T, (Fq) € T2(Fgm ). Since in this section we use the
properties of T5 rather than T%,,, we only consider T5(F,m ), or more accurately
(Resp, . /r,12)(Fy), where here Res denotes the Weil restriction of scalars (see
also [22]).

Let Fgm = F,[t]/(f(t)) with f(t) € Fy[t] an irreducible monic polynonmial
of degree m and take the polynomial basis {1,¢,...,t™ '}. Assuming that q is
an odd prime power, we let Fom = Fgm[y]/(7? — &) with basis {1,~}, for some
non-square 6 € Fym \ F,. Then using Definition 1, we see that

T2<qu) - {(l‘,y) € qu X qu . fL'2 — 6y2 = 1}

This representation uses two elements of F,m to represent each point. The torus
T is one-dimensional, rational, and has the following equivalent affine represen-
tation:

TQ(qu):{zlz :zqum}U{O}, (3)

where O is the point at infinity.

Here a point g = go + g17 € T2(Fgn) in the F2m representation has a
corresponding representation as given above by the rational function z = —(1 +
go0)/g1 if g1 # 0, whilst the elements —1 and 1 map to z = 0 and z = O
respectively. The representation (3) thus gives a compression factor of two for
the elements of F2m that lie in T5(Fgm ). Furthermore since T5(F = ) has ¢™ + 1
elements, this compression is optimal (since for this example, including the point
at infinity, we really have a map from T%(Fym) — P (Fym)).

4.2 Decomposition Base

As with any index calculus algorithm, we need to define a factor base, or in the
case of Gaudry’s algorithm, a decomposition base. Let

a—y
F = ra€elF,r CTy(Fm),
{832 aer, | cnEm)
which contains ¢ elements, since the map, given above, is a birational isomor-
phism from T3 to Al. Note that if § € F,, then F would lie in the subvariety
T5(F,) and would not aid in our attack, which is why we ensured that 6 € Fym \F,
during the setup.

4.3 Relation Finding

Writing the group operation additively, let P be a generator, and let @ € (P)
be a point we wish to find the discrete logarithm of with respect to P. For a
given R = [j|P + [k]Q, we test whether it decomposes as a sum of m points in
the decomposition base:

P+---+ P, =R, (4)
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with Pi,..., P, € F. From the representation we have chosen for T, we may

equivalently write this as
m
H (ai i ) _r=-=
LA\ a; +v T+

=1

where the a; are unknown elements in F,, and r € [Fym is the affine representation
of R. Note that the left hand side is symmetric in the a;. Upon expanding the
product for both the numerator and denominator, we obtain two polynomials of
degree m in v whose coefficients are just plus or minus the elementary symmetric
polynomials o;(a,...,an) of the a;:

Om — Om—17+ -+ (=1)"y™ _r—17

Om + Om—1y + - +9™ T+

Therefore, when we reduce modulo the defining polynomial of v, we obtain an
equation of the form

bo(O’l,...,O'm) — 51(0'1,...,0'm>’)/ . r—=7

bo(01y- . som) +b1(01,-som)y T4+

where bg, b; are linear in the o; and have coefficients in Fym. More explicitly,
since v2 = § € Fym, these polynomials are given by

[m/2] [(m—1)/2]
by = Z Om_okd® and b = Z Om—2k—10" ,
k=0 k=0

where we define og = 1.
In order to obtain a simple set of algebraic equations amongst the o;, we first
reduce the left hand side to the affine representation (3) and obtain the equation

bO(Ul,...,Um) - b1(0'1,...,0m)7’ =0.

Since the unknowns o; are elements of IFy, we express the above equation on the
polynomial basis of Fym to obtain m linear equations over F, in the m unknowns
o; € F,. This gives an m x m matrix M over [F, such that

— the (m — 2k)-th column contains the coefficients of 6*,
— the (m — 2k — 1)-th column contains the coefficients of —r6*.

Furthermore, let V' be the m x 1 vector containing the coefficients of r§(m—1)/2
when m is odd or —6™/? when m is even, then X = (01,...,0,)7 is a solution
of the linear system of equations

MY =V.

If there is a solution X, to see whether this corresponds to a solution of (4) we
test whether the polynomial

p(z) i=2™ — o™ o™ 2 — o (1) M0,

splits over F, by computing g(z) := ged(z? — z,p(x)). If g(z) = p(x), then the
roots ai,...,a,, will be the affine representation of the elements of the factor
base which sum to R and we have found a relation.
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4.4 Complexity Analysis and Experiments

The number of elements of T5(F,m) generated by all sums of m points in F is
roughly ¢™/m/!, assuming no repeated summands and that most points admit a
unique factorisation over the factor base. Hence the probability of obtaining a
relation is approximately 1/m!. Therefore in order to obtain ¢ relations we must
perform roughly m!q such decompositions. Each decomposition consists of the
following steps:

— computing the matrix M and vector V takes O(m3) operations in F,, using
a naive multiplication routine,

— solving for X also requires O(m?) operations in F,

— computing the polynomial g(x) requires O(m?logq) operations in F,,

— if the polynomial p(z) splits over F,, then we have to find the roots ay, ..., an,
which requires O(m?log m(log q 4+ logm)) operations in F,,.

Note that the last step only has to be executed O(q) times. The overall com-
plexity to find O(q) relations is therefore

O(m!-q-(m*+m?logq)).

operations in [F,.

Since in each row of the final relations matrix there will be O(m) non-zero
elements, we conclude that finding a kernel vector using sparse matrix tech-
niques [13] requires O(mgq?) operations in Z/(¢™ + 1)Z or about O(m?q¢?) oper-
ations in [F,. This proves the following theorem.

Theorem 1. The expected running time of the Ts-algorithm to compute DLOGs
in To(Fgm) is

O(m! - q- (m® + m*logq) + m*¢®)
operations in F,.

Note that when m > 1 and the ¢? term dominates, by reducing the size of the
decomposition base, the complexity may be reduced to O(q2_2/ ™) for ¢ — o0
using the results of Thériault [26], and a refinement reported independently by
Gaudry and Thomé [11] and Nagao [20].

The expected running time of the Ts-algorithm is minimal when the relation
stage and the linear algebra stage take comparable time, i.e. when m!-q- (m3 +

m2logq) ~ m3¢* or m! ~ ¢. The complexity of the algorithm then becomes
O(m?3q?), which can be rewritten as

O(m?¢*) = O(exp(3 logm + 2log Q))
= O(exp(2(log 9)'/*(log q)*/%))
= O(exp(2(mlogm)/*(log q)*/?))
= O(Lgm(1/2,¢))

with ¢ € Rsg. Note that for the second and third equality we have used that
m! ~ ¢, and thus by taking logarithms log ¢ >~ mlogm.
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To assess the practicality of the T, algorithm, we ran several experiments
using a simple Magma implementation, the results of which are given in Ta-
ble 1. This table should be read as follows: the size of the torus cardinality,
i.e., log,(g™), is constant across each row; for a given ¢™, the table contains for
m =1,...,15, the log, of the expected running times in seconds for the entire
algorithm, i.e. both relation collection stage and linear algebra. For instance, for
g™ =2 2300 and m = 15, the total time would be approximately 2°! seconds on one
AMD 1700+ using our Magma implementation. For the fields where the torus
is less than 160 bits in size, we use the full torus otherwise we use a subgroup of
160 bits to estimate the Pollard p costs.

Note that Table 1 does not take into account memory constraints imposed
by the linear algebra step; since the number of relations is approximately ¢, we
conclude that the algorithm is currently only practical for ¢ < 223. Assuming
that 245 seconds, which is about 1.1 x 10° years, is feasible and assuming it is
possible to find a kernel vector of a sparse matrix of dimension 223, Table 1
contains, in bold, the combinations of ¢ and m which can be handled using our
Magma implementation.

Table 1. log, of expected running times (s) of the T»-algorithm and Pollard-Rho in a
subgroup of size 2'6°

m
1ogy, [F2m |[logy [To(Fem)|| p| 1] 23 4|56 7]8]9]10[11]12]13]14]15
200 100 34|88 (40| 5236 |26]20|16|17|18|21]23[26(31[33[37
300 150 59|138| 66 | 87 | 62 | 48 | 38 | 31 |26 | 25 [26(28|31|34|37|40
400 200 65(188| 92 [121| 88 | 68 | 55 | 46 | 39 | 34 |32|33|35|38|41|44
500 250 66|238|117|155|114| 89 | 73 | 61 | 52 | 45 [40|38|40|42|44|47
600 300 66|289(142|189|139(110| 90 | 76 | 65 | 57 [51|45|44|46|48 |51
700 350 66(339|168(223|165|130/107| 91 | 78 | 69 |61 55|50 |50{52 |54
800 400 66|389(193|256/190[150(124/105| 91 | 80 |71|64|58|56|55|58
900 450 68(439|219(290(215|171|141{120(104| 92 |82|74|67|62|61 |62
1000 500 69|489(244(324/241|191|158|134|117|103|92(83 | 76 69| 66 | 67

4.5 Comparison with Other Methods

In this section we compare the Ts-algorithm with the Pollard-Rho and index
calculus algorithms.

Pollard-Rho in the Full Torus. Using the Pohlig-Hellman reduction, the
overall running time is determined by executing the Pollard-Rho algorithm in
the subgroup of T5(¢™) of largest prime order [. Since #71%(¢™) = ¢™ + 1, we
have to analyse the size of the largest prime factor [. Note that the factorisation
of z™ + 1 over Z[z] is given by

2"+ 1=

a?m —1 [Laj2m Pal) — H Pq(z)

xm—1 Hd|m¢d(x) N dl2m.dhm
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which implies that the maximum size of the prime [ is O(g??™), since the
degree of @9, () is ¢(2m). The overall worst case complexity of this method is
therefore O(g?(?™)/2) operations in Fz2m or O(m? - ¢*>™/2) operations in F,.

From a complexity theoretic point of view, we therefore conclude that for
m! < q, our algorithm is as fast as Pollard-Rho whenever m > 5, since then
»(2m)/2 > 2. As a consequence, we note that the 75 algorithm does not lead to
an improvement over existing attacks on LUC [25], XTR [16] or CEILIDH [22]
over F,. Furthermore, also the security of MNT curves [19] defined over F),
where p is a large prime remains unaffected.

Pollard-Rho in a Subgroup of Prime Order ~ 269, In cryptographic
applications however, one would work in a subgroup of T(Fym ) of prime order {
with [ ~ 2160, To this end, we measured the average time taken for one multipli-
cation for the various fields in Magma, and multiplied this time by the expected
280 operations required by the Pollard-Rho algorithm. The results can be found
in the third column of Table 1. The column for m = 15 is especially interesting
since this determines the security of the T3g cryptosystem introduced in [27]. In
this case, the T5 is always faster than Pollard-Rho, and the matrices occurring
in the linear algebra step would be feasible up to 700-bit fields.

Adleman/Demarrais in ngm- The alternative approach would be to embed
T5(Fym) into F;Zm and to apply a subexponential algorithm, which for all m and ¢
can attain a complexity of L,2m(1/2,c) as shown by Adleman and Demarrais [1].
Clearly, using the T5 algorithm this is only possible for certain combinations of
m and ¢, e.g. for ¢ ~ m!, which is also indicated by Table 1. Of course, when
q = p" for p a prime, then we can choose a different m with m|n - m such that
m! ~ p»™/™ We do not know how the Adleman-DeMarrais algorithms performs.

Remark 1. The linearity of the decomposition method in fact holds for any torus
T,». However the savings are optimal for T5-, since p"/¢(p") is maximal in this
case. When one considers 7;, for which n is divisible by more than one distinct
prime factor, the rational parametrisation becomes non-linear, and hence so does
the corresponding decomposition, as we see in the following section.

5 An Index Calculus Algorithm for T4(Fm) C F;am

In this section we detail our algorithm to compute discrete logarithms in T4 (F gm ).
The main difference with the Th-algorithm is the non-linearity of the equations
involved in the decomposition step.

5.1 Setup

Again, let Fom = Fy[t]/(f(t)), with f(¢) an irreducible polynomial of degree
m and where we use the polynomial basis {1,¢,t2, ...,t™ 1}, Since Tj is two-
dimensional and rational, it is an easy exercise to construct a birational map
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from Ty to A? for a given representation of F46m. For the following exposition
we make use of the the CEILIDH field representation and maps, as described
n [22].

Let ¢™ = 2 or 5 mod 9, and for (r,q) = 1 let ¢, denote a primitive r-th root
of unity in Fym. Define x = (3 and let y = (o + Cg_l, then clearly 22 + 24+ 1 =0
and y* — 3y +1 = 0. Let Fsm = Fym(y) and Fyem = Fsm(x), then the bases
we use are {1,y,y? — 2} for the degree three extension and {1, z} for the degree
two extension.

Let V(f) be the zero set of f(a1,a2) =1—a? —a3 +ajag in A?(F,m), then
we have the following inverse birational maps:

— W A2(F ) \ V(f) = To(Fyn) \ {1, 22}, defined by

l+ay+as(y?> —2)+ (1 —af — a3 + ajaz)x
1+ a1y + a2(92 - 2) + (1 - Oé% — Oé% + 041042)1'27

Yo, az) = (5)

— p: Te(Fym) \ {1,2%} —— A2%(F,m) \ V(f), which is defined as follows: for
B =p + Box, with B, B2 € Fam, let (1+ 51)/02 = u1 + ugy + us(y® — 2),
then p(8) = (uz/u1, us/u1).

5.2 Decomposition Base

In this case the decomposition base consists of ¢ (at,0), where a runs through
all elements of F, and ¢ generates the polynomial basis, i.e.

B 1+&wy+ﬂ—%wfm,a
7= {1+<at>y+<1— (a)?)? GFP}

which clearly contains ¢ elements, for much the same reason as given in Section
4. The reason for considering v (at,0) instead of ¥ (a,0) is that the minimal
polynomials of x and y are defined over F,. Note that this implies that ¢(a,0) €
Ts(F,) for a € Fy and so does not generate a fixed proportion of Tg(Fym ), as is
needed.

5.3 Relation Finding
Since (Resg, ... /r,T6)(Fq) is 2m-dimensional, we need to solve
Pit+ Py =R, (6)

with Py, ..., Py, € F. Assuming that R is expressed in its canonical form, i.e.
R =1(r1,7r2), we get

14 (ait)y + (1 — (a;t)?)a?

1ty +r(P—2)+ (1 —ri -3+ i)
L+ry+ra(y?—2)+ (1 =72 —r3 + rirg)a?’

2m ( 1+ (ait y+(1—(“it)2)‘”)

1=
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After expanding the product of the numerators and denominators, the left hand

side becomes the fairly general expression

bo + biy + ba(y? —2) + (co + a1y + e2(y* — 2))
bo + b1y + ba(y? — 2) + (co + 1y + c2(y? — 2)) 22

(7)

with b;, ¢; polynomials over Fym of degree 4m in aq,...,a2,. In general, these
polynomials are rather huge and thus difficult to work with.

Ezample 1. For m = 5, the number of terms in the b; (resp. ¢;) is given by
B = [35956, 30988, 25073] (resp. C' = [35946, 31034, 24944]) for finite fields of
large characteristic.

However, note that these polynomials are by construction symmetric in the
ai, . ..,02, SO we can rewrite the b; and ¢; in terms of the 2m elementary sym-
metric polynomials oj(ai,...,a2,) for j = 1,...,2m. This has quite a dra-
matic effect on the complexity of these polynomials, i.e., the degree is now only
quadratic and the number of terms is much lower, since the maximum number
of terms in a quadratic polynomial in 2m variables is 4m + (2;”) + 1.

Ezample 2. For m = 5, when we rewrite the equations using the symmetric

functions o;, the number of terms of the polynomials b; and ¢; reduces to B =
(16,19, 18] and C = [20, 16, 16].

Note that the polynomials b; and ¢; only have to be computed once and can be
reused for each random point R.

To generate the system of non-linear equations, we use the embedding of
Ts(Fgm ) into T5(IF jsm ) and consider the Weil restriction of the following equality:

b0+b1y+bg(y2 —2) B 1+7“1y+7“2(y2 _2)
atartal=2 " 1-d-d4n,

The above equation leads to 3 non-linear equations over Fym or equivalently,
to 3m non-linear equations over F, in the 2m unknowns o1, ..., 02,,. Note that
amongst the 3m equations, there will be at least m dependent equations, caused
by the fact that we only considered the embedding in 75 and not strictly in T§.
The efficiency with which one can find the solutions of this system of non-
linear equations depends on many factors such as the multiplicities of the zeros
or the number of solutions at infinity. For each random R, the resulting system
of equations has the same structure, since only the value of some coefficients
changes, but for finite fields of large enough characteristic, not the degrees nor the
numbers of terms. To determine the properties of these systems of equations we
computed the Grobner basis w.r.t. the lexicographic ordering using the Magma
implementation of the F4-algorithm [7] and concluded the following:

— The ideal generated by the system non-linear equations is zero-dimensional,
which implies that there is only a finite number of candidates for the o;.

— After homogenizing the system of equations, we concluded that there is only
a finite number of solutions at infinity. This property is quite important,
since we can then use an algorithm by Lazard [14] with proven complexity.
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— The Grobner basis w.r.t. the lexicographic ordering satisfies the so called
Shape Lemma, i.e. the basis has the following structure:

01 — gl(UQM)a g2 — 92(02m), ey O2m—1 — mefl(O’Zm)a 92m(02m) )

where g;(o2,,) is a univariate polynomial in oy, for each i. By reducing
modulo g, we can assume that deg(g;) < deg(gam) and by Bezout’s theo-
rem we have deg(g2,,) < 22™, since the non-linear equations are quadratic.
However, our experiments show that in all cases we have deg(g2m) = 3™.

— The polynomial go,,(02,,) is squarefree, which implies that the ideal is in
fact a radical ideal.

To test if a random point decomposes over the factor base, we first find the
roots of gom(02m) in Fy, and then substitute these in the g; to find the values
of the g; for ¢« = 1,...,2m — 1. For each such 2m-tuple, we then test if the
polynomial

p(ill‘) = g?" — 0.11.2m—1 + 0’2332m_2 — (_1)2ma,2m

splits completely over F,. If it does, then the roots a; for 7 = 1,...,2m lead to
a possible relation of the form (6).

5.4 Complexity Analysis and Experiments

The probability of obtaining a relation is now 1/(2m)! and since the factor base
again consists of ¢ elements, we need to perform (2m)lq decompositions. Each
decomposition consists of the following steps:

— Since the polynomials b; and ¢; only need to be computed once, generating
the system of non-linear equations requires O(1) multiplications of multi-
variate polynomials with O(m?) terms with an F,m-element. Using a naive
multiplication routine, the overall time to generate one such system is there-
fore O(m?) operations in F,.

— Computing the Grébner basis using the F5-algorithm algorithm [8] requires
O((‘%)w) operations in Fy, with w the complexity of matrix multiplication,

2
i.e. w = 3 using a naive algorithm. Using the fact that

(2:) ~ \/g(gn)—l/%% € 0(2°")

we obtain a complexity of O(2!%™) operations in F,,.

— Since deg(gam) = 3™, computing ged(gem (2), 29 — 2) requires O(3%2™ log q)
operations in [F,. On average, the polynomial will have one root in F,, so
finding the actual roots takes negligible time.

— Testing if the polynomial p(x) has roots in F, requires O(m? log q) operations
in F,. Since this only happens with probability 1/(2m)!, when it does split,
finding the actual roots is negligible.
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The overall time complexity to generate sufficient relations therefore amounts to
O ((2m)!-q- (2"*™ +3°"logq))

operations in F,.

Finding an element in the kernel of a matrix of dimension ¢ with 2m non-
zero elements per row requires O(mq?) operations in Z/(Pg(q™)Z), which finally
justifies the following complexity estimate:

Run Time Heuristic 1. The expected running time of the Tg-algorithm to
compute DLOGSs in Tg(Fgm) is

O((2m)! - q- (2™ + 3™ log q) + m’¢)
operations in F,.

Again, the results of [26,11,20] imply that the complexity can be reduced to
O(¢*>~'/™) as ¢ — oo, since in this case the dimension is 2m.

The expected running time of the Tg-algorithm is minimal precisely when the
relation collection stage takes about the same time as the linear algebra stage,
i.e. when (2m)! - 2!2™ ~ ¢. Note that for such ¢ and m, the term 32™logq is
negligible compared to 212", The overall running time then again becomes

O (exp(3logm + 2logq))

O(exp (log q) 1/2(108; Q)l/Q))

O (exp(2(2mlog 2m + 12m)/?(log ¢)1/?))
= O(Lgn(1/2,0))

with ¢ € R+ (. Note that for the second and third equality we have used log q ~
2mlogm + 12mlog 2.

The practicality of the Tg-algorithm clearly depends on the efficiency of the
Grobner basis computation. Note that for small m, the complexity of the Grobner
basis computation is greatly overestimated by the O(2'?™) operations in F,,.

Due to the use of the symmetric polynomials, the input polynomials are only
quadratic instead of degree 4m. As one can see from Table 2, this makes the
algorithm quite practical. The table should be interpreted as for Table 1, i.e.,
the torus size is constant across each row and for a given size ¢, the table
contains for m = 1,...,5, the log, of the expected running times in seconds
for the entire algorithm. Taking into account the memory restrictions on the
matrix, i.e., the dimension should be limited by 223, the timings given in bold
are feasible with the current Magma implementation.

Remark 2. Note that the column for m = 5 provides an upper bound for the
hardness of the DLP in T30(FF,), since this can be embedded in Ts(F ). This
group was recently proposed [27] and also in [15] for cryptographic use where
keys of length 960 bits were recommended, i.e., with ¢ of length 32 bits. The
above table shows that even with a Magma implementation it would be feasible
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Table 2. log, of expected running times (s) of the Ts-algorithm and Pollard-Rho in a
subgroup of size 210

m

log, [F,em||log, [T (Fpm)||p| 1| 2|3 |45
200 67 18/ 25 (18|14 20|29
300 100 34|42 | 36 | 21 (24|32
400 134 52|59 | 54 | 32 (29|36
500 167 66| 75|71 | 44 |{33|39
600 200 66| 93 | 88 | 55 |40 |42
700 234 66(109(105| 67 (48|46
800 267 66(127|122| 78 |57 |51
900 300 68]144/139| 90 |65 |56
1000 334 69]161|156(101|74 |60

to compute discrete logarithms in T3¢(F,) with p a prime of around 20 bits.
The embedding in T5(F,15) is about 2'° times less efficient as can be seen from
the column for m = 15 in Table 1. In light of this attack, the security offered
by the DLP in finite fields of the form [F o should be completely reassessed.
Note that by simply comparing the complexities given in Theorem 1 and the
above run time heuristic, it is a priori not clear that the Tg-algorithm is in fact
faster than the corresponding Ts-algorithm. This phenomenon is caused by the
overestimating the complexity of the Grobner basis computation.

5.5 Comparison with Other Methods

In this section we compare the Tg-algorithm with the Pollard-Rho and index
calculus algorithms.

Pollard-Rho in the Full Torus. Since the size of T5(IFym ) is given by @¢(¢™) =~
¢*>™, we conclude that the Pollard-Rho algorithm takes, in the worst case, O(¢™)
operations in Tg(Fym) or O(m?2q™) operations in F,. If we assume that ¢ is
large enough such that the term ¢? determines the overall running time, i.e.,
(2m)!1212™ < ¢, then the Tg-algorithm will be at least as fast as Pollard-Rho
whenever m > 3. Again we note that the Ty algorithm does not lead to an
improvement over the existing attacks on LUC [25], XTR [16], CEILIDH [22]
or MNT curves [19] as long as these systems are defined over F,. However, the
security of XTR over extension fields, as proposed in [17] or of the recent proposal
that works in T50(IF,) [27], needs to be reassessed as shown below.

Pollard-Rho in a Subgroup of Prime Order ~ 2160, Ag for the Tb-
algorithm, the third column of Table 2 contains the expected running time of the
Pollard-Rho algorithm in a subgroup of T5(Fym) of prime order | with [ ~ 2160,
In this case, the column for m = 5 gives an upper bound of the security of the
Tsp cryptosystem introduced in [27]. As is clear from Table 2, for m = 5, our
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algorithm is always faster than Pollard-Rho, and the matrices occurring in the
linear algebra step would be feasible up to 700-bit fields.

Adleman/Demarrais in F;sm. Using the embedding of Ts(F,m) into quw
one can apply the subexponential algorithm of Adleman-Demarrais [1] which
runs, for all m and ¢, in time L, om (1/2, ). Using the T algorithm, it is possible
to obtain a complexity of Lym(1/2,¢"), but only when m and ¢ grow according
to a specific relation such as (2m)!212™ ~ ¢. Again, when q = p™ with p a prime,
we could choose a different m with m|n - m such that (2/m)!2127 ~ pmn/m,

However, as was the case for the Th-algorithm, the importance of Table 2 is
that it contains the first practical upper bounds for the hardness of the DLP in
extension fields IFqXGm, since there are no numerical experiments available based
on the existing subexponential algorithms.

6 Conclusion and Future Work

In this paper we have presented an index calculus algorithm, following ideas
of Gaudry, to compute discrete logarithms on rational algebraic tori. Our algo-
rithm works directly in the torus and depends fundamentally on the compression
mechanisms previously used in a constructive context for systems such as LUC,
XTR and CEILIDH.

We have also provided upper bounds for the difficulty of solving discrete
logarithms on the tori T5(Fym) and Tg(F,m ) for various ¢ and m in the crypto-
graphic range. These upper bounds indicate that if the techniques in this paper
can be made fully practical and optimized, then they may weaken the security
of practical systems based on T3g.

In the near future we wish to investigate the approach by Diem [4], who
allows a larger decomposition base when necessary. The disadvantage of this
approach is that it destroys the symmetric nature of the polynomials defining the
decomposition of a random element over the factor base, which makes Grobner
basis techniques virtually impossible.

It is clear that the Magma implementations described in this paper are not
optimised and many possible improvements exist. Two factors mainly determine
the running time of the algorithm: first of all, the probability that a random
element decomposes over the factor base and secondly, the time it takes to solve
a system of non-linear equations over a finite field. The first factor could be
influenced by designing some form of sieving, if at all possible, whereas the
second factor could be improved by exploiting the fact that many very similar
Grobner bases have to be computed.

In addition the method needs to be compared in practice to the method of
Adleman and DeMarrais.
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Abstract. In this paper we present a practical heuristic attack on the
Ko, Lee et al. key exchange protocol introduced at Crypto 2000 [11].
Using this attack, we were able to break the protocol in about 150 min-
utes with over 95% success rate for typical parameters. One of the ideas
behind our attack is using Dehornoy’s handle reduction method as a
counter measure to diffusion provided by the Garside normal form, and
as a tool for simplifying braid words. Another idea employed in our at-
tack is solving the decomposition problem in a braid group rather than
the conjugacy search problem.

1 Introduction

Braid group cryptography has attracted a lot of attention recently due to several
suggested key exchange protocols (see [1], [11]) using braid groups as a platform.
We refer to [2], [6] for more information on braid groups.

Here we start out by giving a brief description of the Ko, Lee et al. key
exchange protocol (subsequently called just the Ko-Lee protocol).

Let Bs,, be the group of braids on 2n strands and z1, ..., x2,_1 its standard
generators. Define two subgroups L, and R,, of By, as follows:

Ln = <$17"'7xn71>

and
Rn - <$n+1a ey x2n71>-

Clearly, L,, and R,, commute elementwise. The Ko-Lee protocol [11] is the fol-
lowing sequence of operations:

* Partially supported by the NSF grant DMS-0405105.
** Partially supported by the NSF grant DMS-0405105.
*** Partially supported by Umbanet Inc. through an award from the U.S. Department
of Commerce NIST, Advanced Technology Program, Cooperative Agreement No.
TONANB2H3012.

V. Shoup (Ed.): Crypto 2005, LNCS 3621, pp. 86-96, 2005.
© International Association for Cryptologic Research 2005



A Practical Attack on a Braid Group Based Cryptographic Protocol 87

(0) One of the parties (say, Alice) publishes a random element w € Bs, (the
“base” word).

(1) Alice chooses a word a as a product of generators of L,, and their inverses.
The word a is Alice’s private key.

(2) Bob chooses a word b as a product of generators of R,, and their inverses.
The word b is Bob’s private key.

(3) Alice sends a normal form of the element a~!wa to Bob and Bob sends a
normal form of the element b~ wb to Alice.

(4) Alice computes a normal form of

K, =a ' twba
and Bob computes a normal form of

K, = b ta twab.

Since ab = ba in Bs,, the normal forms of K, and K} coincide. Thus Alice and
Bob have the same normal form called their shared secret key.

We note that a particular normal form used in [11] is called the Garside
normal form (see our Section 2).

Initially, the security of this problem was claimed to depend on the complex-
ity of the conjugacy search problem in Bs, which is the following: for a given
pair of words w1, ws such that w; is conjugate to we in By, find a particular
conjugator, i.e. a word x such that w; = x~!'ws,x. However, it was shown in
[13] that solving the conjugacy search problem is not necessary to break the
Ko-Lee protocol. More precisely, it was shown that for an adversary to get the
shared secret key, it is sufficient to find a pair of words ay,as € L, such that
wp = ajwas. Then K, = K, = a1b~'wbas, where the element b~ 'wb is public
because it was transmitted at step 3. The latter problem is usually called the
decomposition problem. The fact that it is sufficient for the adversary to solve
the decomposition problem to get the shared secret key was also mentioned, in
passing, in the paper [11], but the significance of this observation was down-
played there by claiming that solving the decomposition problem does not really
give a computational advantage over solving the conjugacy search problem.

In this paper, we show (experimentally) that a particular heuristic attack on
the Ko-Lee protocol based on solving the decomposition problem is, in fact, by
far more efficient than all known attacks based on solving the conjugacy search
problem. With the running time of 150 minutes (on a cluster of 8 PCs with
2GHZ processor and 1GB memory each), the success rate of our attack program
was over 96%; see Section 5 for more details.

We note that there is a polynomial-time deterministic attack on the Ko-Lee
protocol based on solving a variant of the conjugacy search problem [3], but the
authors of [3] acknowledge themselves that their attack is not practical and, in
fact, has not been implemented.
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Another idea employed in our attack is using Dehornoy’s forms [4] for re-
covering words from Garside normal forms and for solving the decomposition
problem. In the Ko-Lee protocol, Garside’s algorithm for converting braid words
into normal forms plays the role of a diffusion algorithm. We show (experimen-
tally) that Dehornoy’s algorithm can be used to weaken the diffusion and make
the protocol vulnerable to a special kind of length based attack (see [7], [8], [9]
for different versions of length based attacks).

To conclude the introduction, we note that several other, less efficient, attacks
on the Ko-Lee protocol were suggested before; we refer to [5] for a comprehensive
survey of these attacks as well as for suggestions on countermeasures.

Acknowledgments. We are grateful to R. Haralick for making a computer cluster
in his lab available for our computer experiments.

2 Converting Garside Normal Forms to Words

The Garside normal form of an element a € B, is the pair (k, (&1,...,&m)),
where k € Z and (&1, ..., &y ) is a sequence of permutations (permutation braids)
satisfying certain conditions (see [6] for more information). The braid a can be
recovered from its normal form (k, (&1,...,&,)) as a product of the kth power
of the half twist permutation braid A and permutation braids &1, ..., &n:

a=AFE 6.

In this section we describe an algorithm which, given a Garside normal form
of an element a, tries to find a geodesic braid word representing a. (A geodesic
braid word of a given braid is a braid word of minimum length representing this
braid.) Since all information transmitted by Alice and Bob is in Garside normal
forms, we need this algorithm for our attack.

Note that for permutation braids it is easy to find geodesic braid words.
Therefore, to convert a given Garside normal form (k, (£1,...,&,)) to a word,
one can find geodesic braid words wa, we,, ..., we,, for Aand &y, ..., &y, respec-
tively, and compose a word

_ ok
W = WAWe, - .. We,,

which represents the same word as the given normal form. The length of the
obtained word w is

n(n—1)
[Ellwal + Jwe, | + ... + Jwe,, | = [k ———

+ [we, [+ 4 we,, |-
If £ > 0 then the given braid a is positive and the word w is geodesic in the
Cayley graph of B,,.

Before we proceed in the case k < 0, recall one property of the elemet A (see

[2]). For any braid word w = z7 ... ", one has

—1 _ €1 €k
AT TwA = T T
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The result of conjugation of w by A will be denoted by w?.
Consider now the case k < 0. Denote —k by p. One can rewrite the normal
form A7P& & ... &, in the following way:

ATP(ATIE)APTL L AZTP(ATIG)APT2 L ABTR(ATIE AP L (1)

Depending on the values of k£ and m the obtained decomposition (1) will end up
either with A™~P(A71E,,)AP~™ when p > m or with &,, when p < m.

Note that the expressions A~1¢; in brackets are inverted permutation braids
and the length of a geodesic for A71E; is |A|—|¢;|. Compute a geodesic braid word
w; for each A7L¢; in (1). Since A% generates the center of B,,, the conjugation by
AP either does not change the word (when i — p is even) or acts the same way
as the conjugation by A does. We have mentioned above that the conjugation
by A does not increase the length of the word. Finally, conjugate the obtained
words w1, ..., ws by powers of A and denote the results by w1, ..., w;. Clearly,
the product

w' =w) ... w
defines the same element of B,, as the given normal form does, but the word w’
is shorter than w:

| 2D S e,

—1 k ;
R0 = ST, g |+ 0 g el i —k < m

, if —k>m
w'| =

We performed a series of experiments in which we generated words of length
[ in generators of B,, and computed their Garside normal forms (k, (&1,...,&mn))-
In the experiments, [ was chosen to be sufficiently greater than n, e.g. [ > n?. In
all cases k was approximately —% while m was approximately % Thus, almost
in all cases the word w is longer than w’.

3 Minimization of Braids

Let B,, be the group of braids on n strands and let
<.I‘1, ey 1 [:I,‘Z',(Ej] =1 (Where |l — j| > 1), LiLi41L5 = xi—&-lxixi—l—l)

be its standard presentation. Let w be a word in generators of B, and their
inverses. The problem of computing a geodesic word for w in B,, was shown to
be NP-complete in [12]. It is known however (see e.g. [10], [15]) that many NP-
complete problems have polynomial time generic- or average-case solutions, or
have good approximate solutions. In this section we present heuristic algorithms
for approximating geodesics of braids and cyclic braids.

By Dehornoy’s form of a braid we mean a braid word without any “han-
dles”, i.e. a completely reduced braid word in the sense of [4]. The procedure
that computes Dehornoy’s form for a given word chooses a specific (“permit-
ted”) handle inside of the word and removes it. This can introduce new handles
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but the main result about Dehornoy’s forms states that any sequence of han-
dle reductions eventually terminates. Of course, the result depends on how one
chooses the handles at every step. Let us fix any particular strategy for selecting
handles. For a word w = w(z1,...,z,—1) we denote by D(w) the corresponding
Dehornoy’s form (i.e., the result of handle reductions where handles are chosen
by the fixed strategy).

The following algorithm tries to minimize the given braid word. It exploits the
property of Dehornoy’s form that for a “generic” braid word one has |D(w)| <
lw].

Algorithm 1 (Minimization of braids)

SIGNATURE. w' = Shorten(w).

INnpUT. A word w = w(z1,...,T,_1) in generators of the braid group B,,.
OutpPUT. A word w' such that |w'| < |w| and W' = w in B,.
INITIALIZATION. Put wg = w and © = 0.

COMPUTATIONS.

A. Increment 1.

B. Put w; = D(wi_l).

C. If |lw;| < |w;—1]| then
1) Put w; = w.
2) Goto A.

D. If i is even then output wiA_H.

E. If v is odd then output w;1.

The following simple example illustrates why the idea with conjugation by A
works. Consider the braid word w = x5 !z1xoxq. This braid is in Dehornoy’s
form, but the geodesic for the corresponding braid is xix2, hence w is not
geodesic. Now, the word wd = xl_lxgxlxg is not in Dehornoy’s form. It con-
tains one handle, removing of which results in the word xzox; which is shorter
than the initial word. If we call handles introduced by Dehornoy left handles and
define right handles as subwords symmetric to left handles with respect to the
direction of a braid, then the computation of Dehornoy’s form of a word con-
jugated by A and conjugating the obtained result by A is essentially a process
of removing right handles. We note that removing left handles might introduce
right handles and vice versa, and the existence of forms without both left and
right handles is questionable.

We would like to emphasize practical efficiency of Algorithm 1. We performed
a series of experiments to test it; one of the experiments was the following se-
quence of steps:

1) generate a random freely reduced braid word w € Bjgg of length 4000;
2) compute its Garside normal form &;

3) transform & back into a word w’ as described in Section 2;

4) apply Algorithm 1 to w’. Denote the obtained word by w”.
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In all experiments the length of the obtained words w” varied in the interval
[2500, 3100]. Thus, the result was shorter than the input. It is possible that for
a longer initial word w we would not get the same results, but the length 4000
is more than is used in the Ko-Lee protocol anyway.

The next algorithm is a variation of Algorithm 1 for cyclic braid words.

Algorithm 2 (Minimization of cyclic braids)

SIGNATURE. w’ = CycShorten(w).

INnpUT. A word w = w(z1,...,T,_1) in generators of the braid group B,,.
OutpuT. A word w' such that |w'| < |w| and W' = w in B,.
INITIALIZATION. Put wg = w and ¢ = 0.

COMPUTATIONS.

A. Increment 1.

B. Put W; = Wi—1.

C. If |D(w;)| < |w;| then put w; = D(w;).

D. If w; = w] ow! (where |wi| — |w}| < 1) and |D(w)w})| < |w;| then put

w; = D(ww}).
If |wi| < |wi—1| then Goto A.
. Output w;.

SRS

4 The Attack

In this section we describe a heuristic algorithm for solving the decomposition
problem for a pair of words w; and ws as in the Ko-Lee protocol.
First we describe two auxiliary algorithms. The first algorithm decomposes a

given word w into a product usv, where u,v € L, trying to to make s as short
as possible.

Algorithm 3 (Decomposition 1)

INnpUT. A braid word w = w(xy,...,Tp_1).

OutpuT. A triple of words (u, s,v) such that u,v € Ly, |s| < |w|, and usv = w
m B,,.

INITIALIZATION. Put ug =vg =¢ and so = w and ¢ = 0.

COMPUTATIONS.

A. Increment i.

B. Put U; = Uj—1, S§ = Si—1, and Vi = Vj—1-
C. For each j=1,...,n—1 check:
1) If |D(zjsi)| < |si| then
— put u; = uixj_l;

— put s; = D(xjs;);
— goto A.

2) If|D(x;13i)| < |s;| then
— pul u; = u;x;;
— put s; = D(:cj_lsi);
— goto A.
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3) If |D(s;x;)| < |si| then
— put v; = x}lvi;
— put s; = D(s;xj);
— goto A.

4) If|D(siacj_1)| < |s;| then
— pul v; = T;0;;
— put s; = D(sixj_l);
— goto A.

D. Output the triple (u;, s;,v;).

The next algorithm decomposes two given braid words w; and ws into prod-

ucts usyv and ussv, respectively, where u,v € R,,, trying to make s; and s as
short as possible.

Algorithm 4 (Decomposition 2)

INPUT. Braid words w1 and ws.

OuTpPUT. A quadruple of words (u, s, t,v) such that u,v € Ry, |s| < |wi], |t| <
lwa|, utv = ws in By, and usv = wy in By,.

INITIALIZATION. Put ug = vg =€, Sog = w1, tog = wa, and i = 0.
COMPUTATIONS.

A. Increment 1.
B. Put U; = Ui—1, S§ = Si—1, ti = ti—l; and Vi = UVi—1.
C. For each j=n+1,...,2n—1 check:
1) If |D(zjsi)| < |si| and |D(x;t;)| < |ti| then
— put u; = uixj_l;
— put s; = D(xjs;);
— put tz' = D(ac]tl),
— goto A.
2) If|D({Ej_18Z')| < |si| and |D(93j_1ti)| < |t;| then
— put u; = u;T;;
— put §; = D(a:j_lsi);
— put t; = D(ib‘j_lti);
— goto A.
3) If |D(s;xj)| < |si| and |D(t;x;)| < |ti| then
— put v; = x;lvi;
— put s; = D(s;xj);
- put t; = D(tiillj),'
— goto A.
4) If|D(siacj_1)| < |s;| and |D(tixj_1)| < |ti| then
— pul v; = T;v;;
— put §; = D(sia;j_l);
— put t; = D(tiz;');
— goto A.
D. Output (u;, Si, t;,v;).
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Now let wq, wo be braid words in Bs,,, for W_hich there exist words a1, as in
L, such that wi = ajwsaz in Bz,. Denote by S, w,) the solution set for the
decomposition problem for the pair (w;,ws), i.e.,

Swnw) = {(01,42) € L X Ly, | qrwiga = w2} in Bay.

Let the triple (u;, s;,v;) be the result of applying Algorithm 3 to the word
w; (where i =1,2) and (u, s,t,v) the result of applying Algorithm 4 to the pair
(s1,52). We will say that the pair (s, t) is a simplified pair of (wy,ws).

Lemma 1. For a simplified pair (s,t) of (wi,w2) the following holds:

g(wl,wz) = {(u2qruy ' vy Tgava) | (g1, 92) € §(s,t)}-
Proof. We have s = u~'uy 'wyvy o™t and ¢ = u__luglwgvglv_l, where w1, ua,
v1, v2 € Ly, and u,v € R,. By the definition of S, ;), one has (q1,q2) € S(s,) if
and only if q;5¢2 =p,, t in By, or if and only if

qluflul_lwlvl_lvflqg = uiluz_lwgvz_lv*l.

Since ¢q1,q2 € L,, and u,v € R,,, the last equality holds if and only if
qruy fwivy Tge = uy wavy

or if and only if
uy tqruy twivy vyt = ws,
or if and only if (uy 'qrui ", v7 ' q205 ") € Sy wa)-

Now represent the set of possible solutions S = S, w,) of the decomposition
problem for (wq,ws) as a directed graph with the vertex set

V=L,xL,
and the edge set F containing edges of the following two types:

— (q1,92) — (g3,94) if @@ = g3 and qu = gy 025 0qy (where g2 = g3 0 3,
je{l,...,n—1}, and e = £1);

— (q1,92) — (g3,q4) if @2 = qa and g3 = s} oa50q] (where g1 = ¢ o qf,
je{l,...,n—1}, and e = £1).
Define a function w : S — N as follows:

(q1,q2) = |CycShorten(qiwigawy V)|

(cf. our Algorithm 2).

Let w; be the base word in the Ko-Lee protocol and wy a word representing
the normal form ¢ = a~'w; a transmitted by Alice. In this notation we can formu-
late the problem of finding Alice’s keys as a search problem in S, ,). Clearly

g(wth) = {(Q1,C_I2) S S(W1,w2) | w(qla QQ) = 0}

and, therefore, the problem is to find a pair of braid words (q1,¢g2) such that
w(q1,q2) = 0.
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We want to stress that in some cases the set S(,, w,) can be reduced. For
example, let m be the smallest index of a generator in both words w; and ws.
Then we can impose a restriction j € {m,...,n—1} and solve the search problem
in a smaller space. This situation where m > 1 was very often the case in our
computations.

The next algorithm is an attack on Alice’s private key. The input of the al-
gorithm is the base word w and the Garside normal form & of the braid word
a~'wa transmitted by Alice. The algorithm finds a pair of words («, 3) in gen-
erators of L, such that aw(@ = w in Bs,, where u is a braid word with the
Garside normal form £. At step A, the algorithm transforms £ into a word w. At
steps B and C, it computes a simplified pair (s,t) for (w,w). At steps D-F, the
algorithm performs a heuristic search in the key space S, ;). The search starts
at the point (g,¢), where € is the empty word. In each iteration we choose an
unchecked vertex with the minimum w value and construct its neighborhood.
The search stops when the point with zero w value is found.

Algorithm 5 (Attack on Alice’s key)

InpuT. A braid word w and a Garside normal form & corresponding to a braid
u for which there exists a € L,, such that a~'wa = u in Ba,.

OuTprUT. A pair of words a, B € Ly, such that awf = u in Bay,.
INITIALIZATION. Put ug = vg =€, so = w1, and i = 0.

COMPUTATIONS.

A. Convert a normal form & to a word w.

B. Apply Algorithm 1 to words w and w.

B. Let (u1,s1,v1) be the result of applying Algorithm 3 to the word w and
(ugz, S2,v2) the result of applying Algorithm 3 to the word w.

Let (u,s,t,v) be the result of applying Algorithm 4 to the pair of words
(81, 82) .

Let Q = {(g,€)} C S(s,0)-

Choose an unchecked pair (q1,q2) from the set QQ with the minimum w value.
For each edge (q1,q2) — (q1,93) € S(s,st) add a pair (q1,q5) to Q. If w-value
of some new pair (¢}, qy) is 0, then output (uaqjuy’, vy qhve). Otherwise
goto E.

=EE QA

5 Experiments and Conclusions

We have performed numerous experiments of two types. Experiments of the first
type tested security of the original Ko-Lee protocol, whereas experiments of the
second type tested security of a protocol similar to that of Ko-Lee, but based on
the decomposition problem.

An experiment of the first type is the following sequence of steps:

1) Fix the braid group Bigo.
2) Randomly generate a base word w as a freely reduced word of length 2000
in the generators of Bigg.
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3) Randomly generate a word a = a(x1,...,x49) as a freely reduced word of
length 1000 in the generators of Bigp.

4) Compute Garside normal forms p; and pz of w and a~'wa, respectively.

5) Transform normal forms back into words wy and ws (see Section 2).

6) Apply Algorithm 1 to words wy and ws.

7) Finally, apply Algorithm 5 to the pair (w1, ws).

We say that an experiment is successful if all of the above steps were per-
formed in a reasonable amount of time (we allowed 150 minutes); otherwise we
stopped the program. We performed 2466 such experiments and had success in
2378 of them, which means the success rate was 96.43%.

Experiments of the second type have different steps 3) and 4). They are as
follows:

3’) Randomly generate two words a1 = aq(x1,...,%49) and ag = az(x1, ..., T49)
as freely reduced words of length 1000.
4’) Compute Garside normal forms p; and ps of w and ajwas, respectively.

We performed 827 experiments of the second type and had success in 794 of
them. This gives the success rate of 96.00%, so that the difference in the success
rates of two types of experiments is statistically insignificant.

The conclusion therefore is that we were able to break the Ko-Lee protocol
in about 150 minutes with over 95.00% success rate for typical parameters.

Finally, we note that there are several ways to improve the success rate. The
easiest way is simply to increase the time allocated to experiments. Also, one
can improve the algorithms themselves, in particular, Algorithm 1. With a better
minimization algorithm the attack is likely to be more efficient. One can also
somewhat narrow down the search space, etc.

6 Suggestions on Improving the Key Exchange Protocol

In this section, we briefly sketch a couple of ideas that may help to enhance
security of the Ko-Lee protocol and, in particular, make it less vulnerable to the
attack described in the previous sections.

1) Either increase the length of the private keys and the base or decrease the
rank of the group. With the parameters suggested in [11], transmitted braids
are sort of “sparse” which allows the adversary to simplify the initial braids
substantially. The lengths of the transmitted braids should be at least on
the order of n? (where n is the rank of the braid group) to prevent fast
reconstruction of a short braid word from its normal form.

We note however that increasing the key length is a trade-off between
security and efficiency. By comparison, the current key size used in the RSA
cryptosystem is 512 bits, whereas to store a braid word of length [ from the
group By, l|logy(2n)] bits are required. This number is approximately 8000
for [ = 1000 and n = 100.
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Choosing a “base” word w requires special attention. It might be a good
idea to generate w as a geodesic in the Cayley graph of Bs,, starting and
terminating with the generator x, or its inverse (the one which does not
belong to L,, or R,,) such that any other geodesic representing w starts and
terminates with z:71. Observe that for such w Algorithm 3 stops with the
result (¢,w,e). Also, for such w and an arbitrary braid word w’, Algorithm
4 applied to (w,w’) stops with the result (e, w,w’, ¢).

Choose different commuting subgroups instead of L,, and R,,. This looks like
the most promising suggestion at the moment; we refer to [14] for more details.
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Abstract. Motivated by the security of the nonlinear filter generator,
the concept of correlation was previously extended to the conditional
correlation, that studied the linear correlation of the inputs conditioned
on a given (short) output pattern of some specific nonlinear function.
Based on the conditional correlations, conditional correlation attacks
were shown to be successful and efficient against the nonlinear filter
generator. In this paper, we further generalize the concept of conditional
correlations by assigning it with a different meaning, i.e. the correla-
tion of the output of an arbitrary function conditioned on the unknown
(partial) input which is uniformly distributed. Based on this general-
ized conditional correlation, a general statistical model is studied for
dedicated key-recovery distinguishers. It is shown that the generalized
conditional correlation is no smaller than the unconditional correlation.
Consequently, our distinguisher improves on the traditional one (in the
worst case it degrades into the traditional one). In particular, the distin-
guisher may be successful even if no ordinary correlation exists. As an
application, a conditional correlation attack is developed and optimized
against Bluetooth two-level EQ. The attack is based on a recently de-
tected flaw in the resynchronization of K0, as well as the investigation of
conditional correlations in the Finite State Machine (FSM) governing the
keystream output of E0. Our best attack finds the original encryption key
for two-level EO using the first 24 bits of 223-® frames and with 2*® com-
putations. This is clearly the fastest and only practical known-plaintext
attack on Bluetooth encryption compared with all existing attacks. Cur-
rent experiments confirm our analysis.

Keywords: Stream Ciphers, Correlation, Bluetooth, EO.

1 Introduction

In stream ciphers, correlation properties play a vital role in correlation attacks
(to name a few, see [7,8,9,15,18,19,26,27,30]). For LFSR-based® keystream gen-
erators, such as the nonlinear filter generator or the combiner, correlation com-
monly means a statistically biased relation between the produced keystream and

! LFSR refers to Linear Feedback Shift Register, see [28] for more.

V. Shoup (Ed.): Crypto 2005, LNCS 3621, pp. 97-117, 2005.
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the output of certain LFSR sequences. In [1,21,22], the concept of (ordinary)
correlations was further extended to the conditional correlation to describe the
linear correlation of the inputs conditioned on a given (short) output pattern
of a nonlinear function (with small input size). Based on conditional correla-
tions, the conditional correlation attack received successful studies towards the
nonlinear filter generator in [1,21,22]. In this paper, we assign a different mean-
ing to conditional correlations, i.e. the correlation of the output of an arbitrary
function (with favorable small input size) conditioned on the unknown (partial)
input which is uniformly distributed. This might be viewed as the generalized
opposite of [1,21,22]. As a useful application of our conditional correlations,
imagine the attacker not only observes the keystream, but also has access to an
intermediate computation process controlled partly by the key, which outputs a
hopefully biased sequence for the right key and (presumably) unbiased sequences
for wrong keys. If such side information is available, the conditional correlation
attack may become feasible, which exploits correlations of the intermediate com-
putation output conditioned on (part of) the inputs. In general, as informally
conjectured in [22], conditional correlations are different and often larger than
ordinary (unconditional) correlations, which effects reduced data complexity of
conditional correlation attacks over ordinary correlation attacks.

Our first contribution consists of extracting a precise and general statisti-
cal model for dedicated key-recovery distinguishers based on the generalized
conditional correlations. This framework deals with a specific kind of smart dis-
tinguishers that exploit correlations conditioned on the (partial) input, which is
not restricted to keystream generators and is also applicable to other scenarios
(e.g. side channel attacks like fault attacks in [4]). As the ordinary correlation
serves as the criterion for the data complexity of the traditional distinguisher
(that only exploits ordinary correlations), our result based on the sound theory of
traditional distinguisher [5] tells that the conditional correlation serves similarly
as the criterion for the data complexity of the smart distinguisher. The construc-
tion of the smart distinguisher also solves the unaddressed problem in [1,21,22]
on how to make the best use of all the collected data, which can be transformed
in the context of [1,21,22]. We prove that the smart distinguisher improves on
the traditional one (in the worst case the smart distinguisher degrades into the
traditional one), because our generalized conditional correlation is no smaller
than the unconditional correlation. In particular, the smart distinguisher can
still work efficiently even though the traditional one fails thoroughly. Meanwhile,
we also study the computational complexity of the deterministic smart distin-
guisher for a special case, in which the essence of the major operation done by
the distinguisher is identified to be nothing but the reqular convolution. Thanks
to Fast Walsh Transform? (FWT), when the key size is not too large, the smart
distinguisher is able to achieve the optimal complete information set decoding
and becomes a very powerful computing machine. Nonetheless, in general, with
a very large key size, it is unrealistic to use the deterministic distinguisher as

2 Note that most recently FWT was successfully applied in [9,23] to optimize different
problems in correlation attacks.
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complete information set decoding is impractical; many other efficient decoding
techniques (e.g. the probabilistic iterative decoding) such as introduced in the
previous conditional correlation attacks [22] or the correlation attacks will also
apply to our smart distinguisher.

As a second contribution, we apply our smart distinguisher to a conditional
correlation attack® on two-level EO, the keystream generator that is used in the
short-range wireless technology Bluetooth [6]. The attack exploits the resynchro-
nization flaw recently detected in [24]. Whereas in [24], this flaw is used for a
traditional distinguisher based on results [12,16,17,23] of ordinary correlations,
our conditional correlation attack relies on the systematic investigation of corre-
lations conditioned on the inputs to the FSM in EO. These correlations extend a
specific conditional correlation found in [23], which relates to one of the largest
known biases in EQ as proved in [23]. The time complexity of our attack is op-
timized as the smart distinguisher works particularly well in this favorable case.
Our best attack recovers the original encryption key for two-level EO using the
first 24 bits of 2238 frames after 23% computations. Note that the number of
necessary frames is below the maximum number 22 of resynchronizations with
the same user key as specified by Bluetooth [6]. Compared with all existing at-
tacks [13,14,16,20,24,29] on two-level EO, our attack is clearly the fastest and
only practical resynchronization attack® so far. Note that the resynchronization
attacks on one-level EO were well studied in [3,14,24] to be much more efficient.

The rest of the paper is structured as follows. In Section 2 we introduce
some notations and give preliminaries. In Section 3, based on the generalized
conditional correlation, the practical statistical model on smart distinguishers
with side information is formalized and analyzed. In Section 4 we review the
description of Bluetooth two-level EO as well as the resynchronization flaw. In
Section 5, correlations conditioned on input weights of EO FSM are investigated.
In Section 6, a key-recovery attack on two-level EO is developed and optimized
together with experimental results. Finally, we conclude in Section 7.

2 Notations and Preliminaries

Given the function f: &€ — GF(2)*, define the distribution Dy of f(X) with X
uniformly distributed, i.e. D¢(a) = % > xee Li(x)=a for all a € GF(2)*. Fol-
lowing [5], recall that the Squared Euclidean Imbalance (SEI) of the distribution
Dy is defined by

Ay =2 ¥ (pr-y) - 1)

a€GF(2)*

3 For the conditional correlation attack related to the previous work [1,21,22] on Blue-
tooth EO, see [16].

* A resynchronization attack on stream cipher (a.k.a. the related-key attack) refers to
the one that needs many frames of keystreams produced by different IVs (i.e. the
public frame counter) and the same key in order to recover the key given the I'Vs.
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For ¢ =1, it’s easy to see that A(Dy) is closely related to the well known term
correlation® €(Dy) by A(Dys) = €*(Dy). For brevity, we adopt the simplified
notations e(f), A(f) to denote e(Dy), A(Dy) respectively hereafter. From the
theory of hypothesis testing and Neyman-Pearson likelihood ratio (see [5]), A(f)
tells us that the minimum number n of samples for an optimal distinguisher to
effectively distinguish a sequence of n output samples of f from (2L — 1) truly
random sequences of equal length is

- 4L 1og?2
—A(f)

Note that the result in Eq.(2) with £ = 1 has long been known up to a constant
factor % in the theory of channel coding. In fact, correlation attacks has been
very successful for almost two decades to apply the distinguisher that analyzes
the biased sample of a single bit (i.e. the case £ = 1) in order to reconstruct
the L-bit key (or subkey), where only the right key can produce a biased se-
quence while all the wrong keys produce unbiased sequences. More recently, on
the sound theoretical basis [5] of the generalized distinguisher, it was shown that
this generalized distinguisher helps to improve the correlation attack when con-
sidering multi-biases simultaneously (for details see the key-recovery attack [23]
on one-level EO which halves the time and data complexities).

(2)

3 A Smart Distinguisher with Side Information

Given a function f : GF(2)* x GF(2)" — GF(2)", let f(X) = f(B,X) for
B e GF(2)" and X € GF(2)", where the notation fz(-) is used to replace f(-)
whenever B is given. Consider such a game between a player and an oracle.
Each time the oracle secretly generates B, X independently and uniformly to
compute fg(X); the player, in turn, sends a guess on the current value of the
partial input B. Only when he guesses correctly, the oracle would output the
value of fg(X), otherwise, it would output a random and uniformly distributed
7 € GF(2)". Suppose the player somehow manages to collect 2¥ sequences of n
interaction samples with the following characteristics: one sequence has n sam-
ples (fzx (X:),BX) (i = 1,...,n) where BX’s and X;’s are independently and
uniformly distributed; the remaining (2% — 1) sequences all consist of n indepen-
dently and uniformly distributed random variables (ZX,BX) (i = 1,...,n) for
K # K. One interesting question to the player is how to distinguish the biased
sequence from the other sequences using the minimum number n of samples.
Note that the above problem is of special interest in key-recovery attacks,
including the related-key attacks, where BX's are the key-related material (i.e.
computable with the key and other random public parameters) and the oracle
can be viewed as an intermediate computation process accessible to the attacker
with only a limited number of queries. Thus, when the attacker knows the right

> Correlation is commonly defined by Dy(1) = % + e(gf); and |e(Dy)| < 1 by this
definition.
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key K he can collect n (hopefully biased) samples of f; on the other hand, if he
uses the wrong key, he will only collect an unbiased sequence.

From Section 2, we know that the minimum number n of samples for the
basic distinguisher which doesn’t use the partial input B;’s is n = 4L log 2/A(f).
When the samples are incorporated with the B;’s, we can prove the following
stronger result.

Theorem 1. The smart distinguisher (in Algorithm 1) solves our above problem
with AL log?
n= 8 (3)
E[A(f5)]
and the time complexity O(n - 2F), where the expectation is taken over all the
uniformly distributed B. Moreover, the distinguisher can achieve the optimal time
complexity O(n + L - 2LH1) with precomputation O(L - 2F) when BE ’s and ZX ’s
can be expressed by:

B = L(K) ® ¢, (4)
Zt =L'(K)®c @ g(Bf), (5)
for all L-bit K and i = 1,2,...,n, where g is an arbitrary function, L, L' are

GF(2)-linear functions, and ¢;’s, ¢} ’s are independently and uniformly distributed
which are known to the distinguisher.

Algorithm 1. The smart distinguisher with side information

Parameters:

1: n set by Eq.(3)

2: Dy, for all B € GF(2)"

Inputs:

3: uniformly and independently distributed u-bit B, ..., BE for all L-bit K

4: zZ% ... 7K = fax(X1),..., fegc(Xn) for one fixed L-bit K with uniformly and
independently distributed v-bit vectors X 1,-..,Xn

5: uniformly and independently distributed sequences zE zK . ZEK for all L-bit
K such that K # K

Goal: find K

Processing:

6: for all L-bit K do

7. G(K)<«0

8 fori=1,...,ndo

9  G(K) — G(K) + log, (2T Dy (2K ))

10: end for '

11: end for

12: output K that maximizes G(K)

Remark 2. Our smart distinguisher (Algorithm 1) turns out to be a derivative of
the basic distinguisher in [5] and the result Eq.(3) for the simple case r = 1 was
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already pointed out (without proof) in [16] with a mere difference of a negligible
constant term 2log2 ~ 2°47. Also note that the quantity E[A(fz)] in Eq.(3)
measures the correlation of the output of an arbitrary function conditioned on the
(partial) input which is uniformly distributed and unknown®. In contrast, prior
to our work, the conditional correlation, that refers to the linear correlation of
the inputs conditioned on a given (short) output pattern of a nonlinear function,
was well studied in [1,21,22] based on a different statistical distance other than
SEI. Highly motivated by the security of the nonlinear filter generator, their
research focused on the case where the nonlinear function is the augmented
nonlinear filter function (with small input size) and the inputs are the involved
LFSR taps. Obviously, the notion of our conditional correlation can be seen as
the generalized opposite of [1,21,22], that addresses the issue of how to make
the most use of all the data for the success. In Section 6, Theorem 1 is directly
applied to Bluetooth two-level EO for a truly practical attack.

Proof (sketch). Let us introduce a new distribution D over GF(2)"t" from Dy,

defined by
1
D(B,7) = 3. Dya(2), (6
for all Be GF(2)*,Z € GF(2)". We can see that our original problem is trans-
formed into that of the basic distinguisher to distinguish D from uniform dis-
tribution. According to Section 2, we need minimum n = 4L log2/A(D). So we

compute A(D) by Eq.(1,6):

ADy=2t S % (D(sz)—ylﬂy

BEGF(2)* ZEGF(2)"

=2t Ny ) (%Dfs(z)—Qiu)Q

BEGF(2)" ZEGF(2)"

=27 >y 2y (Dﬁ,j,(Z)—2—1T>2

BEGF(2)u  ZeGF(2)r

= E[A(f5)]- (7)

Meanwhile, the best distinguisher tries to maximize the probability [];—, D (B,
Z;), i.e. the conditioned probability [[_; Dy, (Z;). As the conventional ap-
proach, we know that this is equivalent to maximize G = ", logy (2" Dy, (Z;))

as shown in Algorithm 1. The time complexity of the distinguisher” is obviously
O(n - 25).

6 According to the rule of our game, it’s unknown to the distinguisher whether the
sample B is the correct value used for the oracle to compute fz(X) or not.

" In this paper, we only discuss the deterministic distinguisher. For the probabilistic
distinguisher, many efficient and general decoding techniques (e.g. the probabilistic
iterative decoding), which are successful in correlation attacks, were carefully pre-
sented in the related work [22] and such techniques also apply to our distinguisher.
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Now, to show how to optimize the time complexity of the smart distinguisher
when BX’s and ZX’s exhibit the special structure of Eq.(4, 5) for the second
part of the theorem, let us first introduce two functions H, H':

H(K) = Z 1z (K)=c; and £/(K)=c! (8)

=1

H'(K) =logy (2" Dy, (L'(K) @ g (L(K)))) (9)

for K € GF(2)L'. We can see that G(K) computed in Line 7 to 10, Algorithm 1
is nothing but a simple convolution (denoted by ®) between H and H':

GK)=HeoH)K)E Y HE)H K@K, (10)

K'€GF(2)L

for all K € GF(2)L. It’s known that convolution and Walsh transform (denoted
by the hat symbol) are transformable, so we have

am:%ﬁﬁhm:%ﬁmy (1)

where H(K) = H(K)-H'(K). This means that after computing H and ', the
time complexity of our smart distinguisher would be dominated by three times
of FWT, i.e. H,H',H" in O(3L - 2%). Moreover, since only ¢;’s, ci’s may vary
from one run of the attack to another, which are independent of H', we can also

precompute H’ and store it in the table; finally, the real-time processing only
takes time O(n + L - 2571), O

Property 3. We have
E[A(f8)] = A(f),

where equality holds if and only if (iff) Dy, is independent of 5.

For r = 1, this can be easily shown as follows. From Section 2, we have E[A(f5)]
= E[e2(fg)] > E?*[e(fs)] = €2(f) = A(f) where equality holds iff €(fz) is in-
dependent of B. In Appendix, we give the complete proof for the general case

E[A(f8)] = A(f).

Remark 4. As E[A(fr)], A(f) measures the conditional correlation and the un-
conditional correlation respectively, this property convinces us that the former
is no smaller than the latter. This relationship between the conditional corre-
lation and the unconditional correlation was informally conjectured in [22]. We
conclude from Eq.(3) that the smart distinguisher having partial (or side) infor-
mation (i.e. B herein) about the biased source generator (i.e. fz herein) always
works better than the basic distinguisher governing no knowledge of that side
information, as long as the generator is statistically dependent on the side infor-
mation. Our result verifies the intuition that the more the distinguisher knows
about the generation of the biased source, the better it works. In particular,
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Property 3 implies that even if the fact that A(f) = 0 causes the basic distin-
guisher to be completely useless as it needs infinite data complexity, in contrast,
the smart distinguisher would still work as long as Dy, is dependent on B, i.e.
E[A(fg)] > 0. In Section 5, we give two illustrative examples E[A(f3)] on the
core of Bluetooth EO to be compared with their counterparts A(f).

4 Review on Bluetooth Two-Level EO

The core (Fig. 1) of Bluetooth keystream generator EO (also called one-level EO)
consists of four regularly-clocked LFSRs of a total 128 bits and a Finite State
Machine (FSM) of 4 bits. Denote B; € GF(2)* the four output bits of LFSRs at
time instance t, and X; € GF(2)* the FSM state at time instance t. Note that
X contains the bit ¢ as well as the bit ¢ ; (due to the effect of a delay cell
inside the FSM). Also note that the computation of the FSM next state X;i1
only depends on its current state X; together with the Hamming weight w(B;) of
By. At each time instance ¢, the core produces one bit s; = (w (B;) mod 2)®c?,
and then updates the states of LFSRs and FSM.

St

ranY
N\

LFSRq C¢

LFSR, LSB

FSM

LFSR3

i

LFSR,

Fig. 1. The core of Bluetooth keystream generator EQ

According to the Bluetooth standard [6], this core is used with a two-level ini-
tialization scheme to produce the keystream for encryption. That is, after a first
initialization of LFSRs by an affine transformation of the effective encryption
key K and the public nonce® P? for the i-th frame, EO runs at level one, whose
last 128 output bits are permuted into LFSRs at level two for reinitialization;
then EO runs at level two to produce the final keystream 2}, for ' = 1,2,...,2745
(for clarity, we refer the time instance ¢ and ¢’ to the context of EO level one and
EO level two respectively).

In order to review the reinitialization flaw discovered in [24], we first intro-
duce some notations. Define the binary vector v = (yo,71,...,7¢—1) of length
lv| = ¢ > 3 with 79 = -1 = 1 and let ¥ = (y4—1,7%¢—2,...,70) represent
the vector in reverse order of +. Given ¢ and t, for the one-level EO, we de-
fine Byy1 = Biy1Bii2...Biie—2 and Cy = (2. .. ,cgﬁfl). Then, the function

8 P includes a 26-bit counter and some user-dependent constant.
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hW

Biy1 . .
two vectors represents the inner GF'(2)-product. Now, we let (By,, X/, ) (resp.
(B}, .1, X} 1)) control the FSM to compute C{ (resp. C},) at EO first (resp. sec-
ond) level for the i-th frame. Note that initialization of LFSRs at EO level one

by an affine transformation of K, P? can be expressed by

: Xiy1 — 7y - Cy is well defined? for all ¢, where the dot operator between

B = Gi(K) & G/(P"), (12)

where G, G; are public linear functions (which are dependent on ¢ but omitted
from notations for simplicity). Moreover, we let Z}, = (z},,..., 2} ,_1). Then,
as pointed out and detailed in [24], the critical reinitialization flaw of Bluetooth
two-level EO can be expressed as

- (Zh @ Lo(K)® Ly(P) =@ (- Cf) @ (7- Ch), (13)

J=1

for any i and 4 of length ¢ such that 3 < /£ <8, and t' € J;_,{8k+1,...,8k +
9 — ¢}, where ty,...,t4 are functions'® in terms of ¢’ only, and C} ,...,C},
share no common coordinate, and Ly, £}, are fixed linear functions which can
be expressed by t', ¢ from the standard. By definition of h, Eq.(13) can be put
equivalently as:

4
Y- (2 ® Ly (K) ® Ly, (P)) = EBM;JXZJ‘“) @h;i/+ (Xtr41); (14)
=1 j t/+1

for any 4, any v with 3 < ¢ < 8 and ' € UiZO{Sk—f— 1,...,8k 4+ 9 — ¢}. Note
that the usage of the bar operator actually reflects the fact that the loading of
LFSRs at EO level two for reinitialization is in reverse order of the keystream
output at EO level one.

5 Correlations Conditioned on Input Weights of FSM

Recall it has been observed in [23] that if w(B;)w(Bi4+1)w(Bit+2)w(Biis) = 2222
is satisfied, then, we always have

Cg D Cg+1 ISP, C?+2 ISP, Cg+3 ) Cg+4 =1 (15)

Let ap = v - Cy with v = (1,1,1,1,1) and ¢ = 5. Thus o4 is the sum on
the left-hand side of Eq.(15). From Section 4 we know that given B;y; =
Bii1BiiaBiys € GF(2)127 the function h%tﬂ : Xi¢+1 — oy is well defined for all

9 Because ¢?, c(t)+1 are contained in X;y1 already and we can compute c?+2, e o1
by Bi+1, Xt+1. Actually, the prerequisite 70 = v¢—1 = 1 on 7 is to guarantee that
knowledge of Biy1, Xt+1 is necessary and sufficient to compute « - C%.

10 Additionally, given t’, the relation t; < t2 < t3 < t4 always holds that satisfies
tg—t1 :t4—t3:8andt3—tg 232.
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t. Let W(By41) Lot w(Bi41)w(Bit2) - - - w(Bits—2). Thereby, we deduct from [23]

that ay = 1 whenever W(B;4+1) = 222. In contrast to the (unconditional) corre-
lation as mentioned in Section 2, we call it a conditional correlation'!, i.e. the
correlation €(hy, ) =1 conditioned on W (Bty1) = 222.

This motivates us to study the general correlation e(h%ﬁﬂ) conditioned on
B:41, or more precisely W (Biy1), when Xy is uniformly distributed. All the
non-zero conditional correlations e(h%ﬁﬂ) are shown in Table 1 in descending
order of the absolute value, where |B;,1| denotes the cardinality of ;11 admit-
ting any weight triplet in the group. As the unconditioned correlation e(h?Y) of
the bit a; always equals the mean value!? E[e(h%tﬂ)] over the uniformly dis-

tributed By41, we can use Table 1 to verify e(h?) = 22 (denote this value'®
by A). Let fg = h%Hl with v = (1,1,1,1,1). Now, to verify Property 3 in
Section 3 we compute E[A(fg)] = 31 ~ 2729, which is significantly larger

than A(f) = A2 ~ 27567 As another example, consider now fz = hgtﬂ with

v = (1,1,0,1) and v = 8,v = 4,7 = 1. Similarly, the conditioned correlation
of the corresponding sum ¢} & ¢} | @ ¢}, 5 (denoted by o) is shown in Table 2.
From Table 2, we get a quite large E[A(f5)] = 273 as well; in contrast, we can
check that as already pointed out in Section 3, the unconditional correlation'*
A(f) =0 from Table 2.

6 Key-Recovery Attack on Bluetooth Two-Level EO

6.1 Basic Idea

Given the binary vector v (to be determined later) with 3 < ¢ < 8, for all
B € GF(2)**=2) such that e(h}) # 0, define the function

1, if e(h}) >0
v — ’ B
9(B) = {0, if e(h)}) <0

to estimate the effective value of hj;(X) (defined in Section 4) for some unknown
X € GF(2)*. For a fixed t' € Ui:O{Sk +1,...,8k +9 — |y|}, let us guess the

"1 Note that earlier in [16], correlations conditioned on keystream bits (both with and
without one LFSR outputs) were well studied for one-level EO, which differ from our
conditional correlations and do not fit in the context of two-level EO if the initial
state of EO is not recovered level by level.

2 Note that E[e(h;t+1 )] is computed by an exhaustive search over all possible X1 €

GF(2)*, Bir1 € GF(2)" and thus does not depend on t.

'3 This unconditional correlation was discovered by [12,16] and proved later on by [23]
to be one of the two largest unconditioned correlations up to 26-bit output sequence
of the FSM.

4 Note that on the other hand the unconditional correlation e(h?) = 27* with v =
(1,0,1,1) (denote this value by \’), shown first in [17], was proved by [23] to be the
only second largest unconditioned correlations up to 26-bit output sequence of the

FSM.



Correlation Attack: A Practical Attack on Bluetooth Encryption 107

Table 1. Weight triplets to generate the biased bit ay with v = (1,1,1,1,1) and £ =5

bias of a|| weight triplet(s) |cardinality

€(hgt+l) W(Bt+1) |Bt+1’
-1 220, 224 72
1 222 216

0.5 |[120, 124, 210, 214] 192
230, 234, 320, 324
05 |[122, 212, 322, 232[ 576

110, 111, 114, 130
-0.25 ||131, 134, 310, 311| 384
314, 330, 331, 334
0.25 (112, 113, 132, 133] 640
312, 313, 332, 333

Table 2. Weight pairs to generate the biased bit a; with v = (1,1,0,1) and £ = 4

bias of o ||weight pairs|cardinality
e(hg,, ) || WBi1) | |Beyal
1 01, 43 8
1 03, 41 8
-0.5 11, 33 32
0.5 13, 31 32
def . = .
subkey K1 = (G, (K),..., G, (K)) of 16(¢—2) bits by K3 and the one-bit subkey

Ky d:ef”y-ﬁ,y(lC) by [/(\2 We set K = (K1, K»), K= ([/(\1,}/(\2) As P?¥’s are public,

for every frame i, we can use Eq.(12) to compute the estimate B; ., for B} ,
for j=1,...,4 with }/{\1 Denote

i 7 1 i 1
B - ( t1+1 ~to+17~ts+1> t4+1>7

i __ 7 7 i i i i 7>
X' = ( t1+1aXt2+17Xt3+17Xt4+17Xt’+1aBt’+17K)’

Define the probabilistic mapping F, (X?) to be a truly random bit with uniform

distribution for all ¢ such that szl e(h’

B%j+1

) = 0; otherwise, we let

—

4
PR ) =@ (g (XL )0 Bl )) 00 Bl X, (10)
j=1 ’
Note that given I/(\g, Fui(X %) is accessible in the latter case as we have

4
Fa(XY =5-(Z, o LL,(P)) o Ky 0 @ g7 (B 4,),
j=1
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for all 7 such that [];_, (k.
T B

guess K = K, Eq.(16) reduces to

) # 0 according to Eq.(14). With the correct

4

PR ) =@ (1 (XL )0 BL)) 00 Bl Xe), ()
) J

Jj=1

for all ¢ such that Hj:1 e(h) ) # 0. As the right-hand side of Eq.(17) only in-
tj+1

volves the unknown X' = (X/ |, X/ |, X/ |, X/ |, X] | B} ), we denote
the mapping in this case by fj, (X %). With appropriate choice of v as discussed
in the next subsection, we can have E[A(f];)] > 0. With each wrong guess

K # K, however, as shown in Appendix, we estimate f;i(X %) to be uniformly
and independently distributed for all i (i.e. E[A(F},)] = 0).

As we are interested in small ¢ for low time complexity, e.g. [{| < 6 as
explained immediately next, we can assume from this constraint!® that X%’s
are uniformly distributed and tha,t/\all X?¥s, B”s are independent. Submitting
2% sequences of n pairs (F}, (X"),B?) (for i =1,2,...,n) to the distinguisher,
we can fit in the smart distinguisher of Section 3 with L = 16(¢{ — 2) + 1,u =
16(¢ —2),v = 20+ 4(£ — 2),r = 1 and expect it to successfully recover L-bit
K with data complexity n sufficiently large as analyzed later. Note that the
favourable L < 64 necessitates that ¢ < 6.

6.2 Complexity Analysis and Optimization

From Eq.(3) in Section 3, the smart distinguisher needs data complexity

- 4L 1og?2 . 18
B[4 (/)] 1)

To compute n, we introduce another probabilistic mapping fl,;- similar to fj::

4
' iy def i ¥ (130 i
fai(XY) = @hvi (Xi,41) @R (B, X{i4q)- (19)
j=1

ti+1

Theorem 5. For all B = (B} ,1,Bi, 1,8, .1,Bi 1) € GF(2)'°“~2)  we al-
ways have

A(fL) = A(fR).

15 However, the assumption does not hold for ¢ = 7, 8: with £ = 8, we know that XZ2+1
is fixed given Xti1+1 and Bélﬂ as we have to = t1 + 8 from Section 4; with £ = 7, two
bits of X3, are fixed given X{ 1, and By, 4. Similar statements hold concerning
Xioy1,Biyyr and Xy, 4.
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Proof. This is trivial for the case where H?Zl e(h); ) =0, because by definition
ti+1

Dy~ is a uniform distribution and so is D/, by the famous Piling-up lemma
B/L

ol
(see [25]). Let us discuss the case where H?:1 e(hgiﬁl) # 0. In this case we know

that given B, @?:1 97 (B}, 41) is well-defined and it is a fixed value that doesn’t
depend on the unknown X*. Consequently, we have A(f2,) = A( f;; @ const.) =

A(f2). O

We can use Theorem 5 to compute & 1°g2 from Eq.(18) as & 1°g2 E[A(f2.)]

= E[A( le’y)] Next, the independence of B“s allows us to apply Plhng—up Lemma
[25] to continue as follows,

4L log?2 - -
—==E A(h”)jllA(h%%ﬁl) :A(h”)HE{A(hgin)}.

Because we know from Section 5 that E[A(h), )] does not depend on ¢ and 4,
B,
we finally have

4L110g2 — AW - E [A (hgt+1>] . (20)

As we want to minimize n, according to Eq.(18), we would like to find some
v (3 < |y] < 6) such that E[A(f})] is large, and above all, strictly positive.
In order to have E[A(f3,)] > 0, we must have A(hY) > 0 first, by Eq.(20).
According to results of [16,17,12,23], only two aforementioned choices satisfy
our predefined prerequisite about 7 (i.e. both the first and last coordinates of ~y
are one): either v = (1,1,1,1,1) with A(h7) = X2 ~ 2767 or v = (1,1,0,1)
with A(hY) = X2 = 278 For v = (1,1,1,1,1), from last section, we know
that B[A(hg,, )] = 27*9. So we conclude from Eq.(20) that n & 2°>* frames
of keystreams generated by the same key K suffice to recover the L = 49-bit
subkey K. Analogously, for v = (1,1,0, 1), we have E[A(h%“rl)] =273 from last
section. And it results in n ~ 2265 frames to recover L = 33-bit subkey.

Let us discuss the time complexity of the attack now. For all J = (Jy, J2) €
GF(2)'=' x GF(2), and let J; = (J1.1,...,J1.4) where J1; € GF(2)**=2) we
define H, H':

H(J) =31, Lo (P),...0,,(Pi)=J1 and 5-(Z}, &L, (Pi))=Jz>

H/ J 07 if H?:l E(h}1 Z) =0
() = log 2" - Dy, <J2 o®_, g (Jm)) ; otherwise

where Dj, = Dy ® Dy ® Dy ® Dyn . Let H'(K) = H(K) - H'(K).
1,1 1,2 1,3 1,4
By Theorem 1 in Section 3, we have G(K) = 5-'H”(K). This means that af-

ter precomputing H in time O(L - 2%), our partial key-recovery attack would
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be dominated by twice FWT, i.e. H,H” with time O(L - 25+1). Algorithm 2
illustrates the above basic partial key-recovery attack. Note that without the
optimization technique of Theorem 1, the deterministic smart distinguisher has
to perform O(n - 2%) operations otherwise, which makes our attack impractical.

Algorithm 2. The basic partial key-recovery attack on two-level EO
Parameters:

1: Y t/, t1, t2, ts, t4, L

2: n set by Eq.(20)
Inputs:

3: Pifori=1,2,....,n

4: 7}, fori=1,2,...,n
Preprocessing:

5: compute H', H’
Processing:

6: compute H,f[ - .

7: compute H” = H - H' and H"

8: output K with the maximum H"(K)

Furthermore, by Table 2, we discovered a special property

e(h )= —e(hL )= —e(h) ) (21)

Bii1Biyo Biy1Biyo Bii1Biya

~
e(hBt+1Bt+2 )

for all Biy1 = Byy1Biio € GF(2)® with v = (1,1,0, 1), where the bar operator
denotes the bitwise complement of the 4-bit binary vector. This means that for
our 33-bit partial key-recovery attack, we always have 4* = 256 equivalent key
candidates'® (see Appendix for details), which helps to decrease the computation

time on H” (see [23]) from 33 x 233 ~ 238 to 25 x 225 ~ 230 In total we have
the running time 23% 4 230 ~ 238 for Algorithm 2.

We have implemented the full Algorithm 2 withy = (1,1,0,1),t = 1,n = 226
frames (slightly less than the theoretical estimate 22-%) on the Linux platform,
2.4G CPU, 2G RAM, 128GB hard disk. It turned out that after one run of a
37-hour precomputation (i.e. Line 5 in Algorithm 2 which stores a 64GB table in
the hard disk), of all the 30 runs tested so far, our attack never fails to success-

fully recover the right 25-bit key in about 19 hours. Computing H, H, H”, H”
takes time 27 minutes, 18 hours, 45 minutes and 20 seconds respectively. The
running time is dominated by FWT!'” H, which only takes a negligible portion
of CPU time and depends dominantly on the performance of the hardware, i.e.
the external data transfer rate'® between the hard disk and PC’s main memory.

Inspired by the multi-bias analysis on the traditional distinguisher in [23],
the advanced multi-bias analysis (see Appendix) which is an extension of this

16 The term “equivalent key candidate” is exclusively used for our attack, which doesn’t
mean that they are equivalent keys for the Bluetooth encryption.

17 The result is stored in a 32GB table in the hard disk.

'8 In our PC it is 32MB/s, which is common in the normal PC nowadays.
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section allows us to reach the data complexity n ~ 223® frames with the same
time complexity. Once we recover the first (33 — 8) = 25-bit subkey, we just
increment (or decrement) ¢’ by one and use the knowledge of those subkey bits
to reiterate Algorithm 2 to recover more key bits similarly as was done in [24].
Since only 17 new key bits are involved, which reduce to the 13-bit equivalent
key, it’s much faster to recover those key bits. Finally, we perform an exhaustive
search over the equivalent key candidates in negligible time, whose total number
is upper bounded by 9% = 2'%. The final complexity of the complete key-
recovery attack is bounded by one run of Algorithm 2, i.e. O(23®). Table 3
compares our attacks with the best known attacks [13,14,16,24] on two-level EO
for effective key size |K| = 128. Note that with || = 64, Bluetooth key loading
at EO level one makes the bits of the subkey K linearly independent for all
t' e Ui:O{Sk +1,...,8k + 5}. Therefore, the attack complexities remain to be
on the same order.

Table 3. Comparison of our attacks with the best attacks on two-level EO for || = 128

|| Attack ||Precomputation|Time|F‘rames|Data|Mem0ry||
Fluhrer-Lucks| [13] - 27 - 2] 2™
Fluhrer [14] 250 20° 2 [2774] 2%
Goli¢ et al. [16] 280 270 [ 45 |27 2%
Lu-Vaudenay | [24] - 210 | 235 23961 93
Our basic 2% 2%% | 2205 311 9%
Attacks advanced 258 258 | 2298 [928A 9%

7 Conclusion

In this paper, we have generalized the concept of conditional correlations in
[1,21,22] to study conditional correlation attacks against stream ciphers and
other cryptosystems, in case the computation of the output allows for side in-
formation related to correlations conditioned on the input. A general framework
has been developed for smart distinguishers, which exploit those generalized con-
ditional correlations. In particular, based on the theory of the traditional distin-
guisher [5] we derive the number of samples necessary for a smart distinguisher
to succeed. It is demonstrated that the generalized conditional correlation is
no smaller than the unconditional correlation. Consequently, the smart distin-
guisher improves on the traditional basic distinguisher (in the worst case the
smart distinguisher degrades into the traditional one); the smart distinguisher
could be efficient even if no ordinary correlations exist. As an application of
our generalized conditional correlations, a conditional correlation attack on the
two-level Bluetooth EO is developed and optimized. Whereas the analysis in [24]
was based on a traditional distinguishing attack using the strongest (uncondi-
tional) 5-bit correlation, we have successfully demonstrated the superiority of
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our attack over [24] by showing a best attack using 4-bit conditional correla-
tions, which are not suitable for the attack in [24] as the corresponding ordinary
correlations are all zeros. Our best attack fully recovers the original encryption
key using the first 24 bits of 223-® frames and with 23® computations. Compared
with all existing attacks [13,14,16,20,24,29], this is clearly the fastest and only
practical known-plaintext attack on Bluetooth encryption so far. It remains to
be an interesting challenge to investigate the redundancy in the header of each
frame for a practical ciphertext-only attack on Bluetooth encryption.
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Appendix

Proof for E[A(fB)] > A(f)

By Eq.(7), we have

BA(fg) =2 Y F

AEGF(2)"

(D) - zi)] , 22)

where the expectation is taken over uniformly distributed B for the fixed A. On
the other hand, since Df(A) = E[Dy,(A)] for any fixed A, we have

an-v ¥ (pa-g) (23)
AEGF(2)"
2
7 Y (Boul- ) (21)
ACGF(2)"
=2 ) F [DfB(A)—%}, (25)
ACGF(2)"

by definition of Eq.(1), with all the expectation taken over uniformly distributed
B for the fixed A. As we know from theory of statistics that for any fixed A,

(DfB(A) - %)2

always holds, where equality holds iff Dy, (A) is independent of B. O

1
0 < Var {DfB(A) — ?] =E

1

-8 D) - | (20)
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Approximation of Distribution of F},(X*) for Wrong Keys

Firstly, with I/(\l # K, the reason that we estimate ]—'gi(X %) to be uniformly

and independently distributed for all ¢ can be explained as follows for the

cases'? when szl e(h)i ) # 0. Assuming that P*’s are uniformly and in-
ti+1

dependently distributed, we deduct by Eq.(12) that so are Bi’s for every K ,

where Bi = (B, 415+ Bi, 1) Hence, we estimate ¢7(Bj ;) for j = 1,....4

are also uniformly and independently distributed, which allows to conclude by

Eq.(16) that Dz can be approximated by a uniformly distributed sequence.
B

__Secondly, in the remaining one case of wrong guess such that I/{\l = K; and
Ky # Ko, F;i (X") is no longer uniformly distributed; but it is more favourable to

us, because we have Fj, (X') = f},(X*)®1 for all i such that szl E(hgijﬂ) # 0,
whose distribution has larger Kullback-Leibler distance (see [11]) to Dy than
Bt

a uniform distribution does according to [5].
In all, we can pessimistically approximate D> by a uniform distribution
Bt

for each wrong guess K # K.

Advanced Application

Having studied how to apply Section 3 with » = 1 (namely the uni-bias-based
approach) for an attack to EO in Section 6, we wonder the possibility of improve-
ment based on multi-biases in the same spirit as in [23], which are utilized by
the traditional distinguisher.

For the reason of low time complexity of the attack, we still focus on analysis
of 4-bit biases; additionally, we restrict ourselves to bi-biases analysis (i.e. r =

2) to simplify the presentation, which will be shown later to be optimal. Let

I' = (71,72), where 7 is fixed to (1,1,0,1) and o with length ¢4 def |y2| = 4

remains to be determined later such that the data complexity is lowered when
we analyze the characteristics of bi-biases simultaneously for each frame instead
of conducting the previous uni-bias-based analysis.

Recall that ¢ (B) : GF(2)® — GF(2) in Section 6 was defined to be the
most likely bit of A} (X) for a uniformly distributed X € GF(2)* if it exists (i.e.
e(h}) #0). We extend g7 (B) : GF(2)® — GF(2) to g" (B) : GF(2)® — GF(2)?
over all B € GF(2)® such that e(h}}') # 0, and let g’ (B) be the most likely 2-bit
binary vector § = (01, 32). Note that we can always easily determine the first
bit 31 because of the assumption e(h)') # 0; with regards to determining the
second bit 5 in case that a tie occurs, we just let G2 be a uniformly distributed
bit. Let

hi(X) = (hi (X), b (X)), (27)
hWC(B,X) = (7 (B,X), (B, X)). (28)

19 By definition of F

. . .. 4
4> this is trivial for the cases when szl e(h;i ) = 0.

ti+1
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Note that hk (X) outputs the two bits which are generated by the same unknown

X given B; by contrast, h! (B, X) outputs the two bits which are generated by
the unknown X and B. We can extend F}! (X") in Eq.(16) to 5, (X*) by letting

Fi(X7)
— <@ W (X0 ) @ W7 (B, Xir), Drz LX) @R (Bz,+1,xg,+1)>
j=1 j=1
@QF(BéjJrOa (29)
if H§:1 €<h;1i ) # 0; otherwise, we let it be a uniformly distributed two-bit

ti+1 '
vector. Similarly, we denote J’:gi(X ") corresponding to the correct guess by fBFi.
It’s easy to verify the assumption holds to apply Section 3 that says D rr can

Bt

still be approximated by a uniform distribution for each wrong guess on the key
K # K. Moreover, by introducing the extended fl/gf from f.' in Eq.(19) as

P2 (X, £2 (X)) (30)

4
= GB h;IiVH(XZjH) @& W (Byr g1, Xprga),
=1’

4
Py (X ) @0 By X
=1 7

Theorem 5 can be extended to the generalized theorem below

Theorem 6. For all B' = (B} 1,B},1.B},,1,Bi,.1) € GF(2)**, we always
have ,
A(fg) = Alfg.).
Similar computation yields the same formula for data complexity we need as in
Eq.(20)
4L 1og?2 -

%82 _ AT E? [A (hgm)] . (31)

n
Experimental result shows that with v; = (1,1,0,1),v2 = (1,0,

optimum A(hg,, ) = 27**5 (in comparison to A(hjS )

1,1), we achieve
273 previously),
though A(hD) always equals A(h7') regardless of the choice of ~,; additionally,
A(hT) = 0 if y1,72 # (1,1,0,1). Therefore, we have the minimum data com-
plexity n ~ 223-® frames. And the time complexity remains the same according

to Theorem 1 in Section 3.

Equivalent Keys

Recall that in Subsection 6.1 we have the 33-bit key K = (K3, K2), with K; =
(G, (), ..., G, (K)). For simplicity, we let K1 ; = G, (K). Define the following
8-bit masks (in hexadecimal):
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maskg = 0200, mask; = Oz f f, masky = 020 f, masks = 0x f0.

Then for any K, we can replace K ; by K ; @ mask; for any i =1,2,...,4 and
j € {0,1,2,3} and replace K> by K» @ [%]. Denote this set containing 4* = 28
elements by (K). We can easily verify that the Walsh coefficients H" of the
element in the set equals by following the definition of convolution between H
and H':
HoH(K)=> HEH (Ko K). (32)
17

Since if R € (K) then R® K' € (K @ K') for all K’. And ‘H' maps all the
elements of the same set to the same value from Section 6, we conclude the set
defined above form an equivalent class of the candidate keys. Thus, we have 28
equivalent 33-bit keys.
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Abstract. Non-interactive zero-knowledge (NIZK) proofs have been in-
vestigated in two models: the Public Parameter model and the Secret
Parameter model. In the former, a public string is “ideally” chosen ac-
cording to some efficiently samplable distribution and made available to
both the Prover and Verifier. In the latter, the parties instead obtain
correlated (possibly different) private strings. To add further choice, the
definition of zero-knowledge in these settings can either be non-adaptive
or adaptive.

In this paper, we obtain several unconditional characterizations of
computational, statistical and perfect NIZK for all combinations of these
settings. Specifically, we show:

In the secret parameter model, NIZK =NISZK =NIPZK = AM.
In the public parameter model,
> for the non-adaptive definition, NISZK C AM N coAM,
> for the adaptive one, it also holds that NISZK C BPP/1,
> for computational NIZK for “hard” languages, one-way functions are
both necessary and sufficient.

From our last result, we arrive at the following unconditional charac-
terization of computational NIZK in the public parameter model (which
complements well-known results for interactive zero-knowledge):

Either NIZK proofs exist only for “easy” languages (i.e., languages
that are not hard-on-average), or they exist for all of AM (i.e., all
languages which admit non-interactive proofs).

1 Introduction

A zero-knowledge proof system is a protocol between two parties, a Prover, and
a Verifier, which guarantees two properties: a malicious Prover cannot convince
the Verifier of a false theorem; a malicious Verifier cannot learn anything from
an interaction beyond the validity of the theorem.

Non-interactive zero-knowledge (NIZK) was proposed by Blum, Feldman, and
Micali [BFMS88] to investigate the minimal interaction necessary for zero-
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** This research was completed while at MIT CSAIL.
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knowledge proofs. To achieve the absolute minimal amount of interaction —that is,
asingle message from the Prover to the Verifier— some setup assumptions are prov-
ably necessary [GO94]. These setup assumptions can be divided into two groups:

1. Public Parameter Setup. The originally proposed setup is the Common
Random String Model in which a uniformly random string is made available
to both the Prover and Verifier. Many NIZK schemes have been implemented
in this model [SMP87, BFMS88, FLS90, DMP88, BDMP91, KP98, DCO'01].
A slight relaxation of this model is the Public Parameter model, also known
as the Common Reference String Model, in which a string is “ideally” cho-
sen according to some polynomial-time samplable distribution and made
available to both the Prover and Verifier. Such a setup can be used to se-
lect —say— safe primes, group parameters, or public keys for encryption
schemes, etc. See for example [Dam00, CLOS02].

2. Secret Parameter Setup. Cramer and Damgard [CD04] explicitly intro-

duce the Secret Parameter setup model in which the Prover and Verifier
obtain correlated (possibly different) private information.
More generally, the secret parameter model encompasses the Pre-processing
Model in which the Prover and Verifier engage in an arbitrary interactive
protocol, at the end of which, both Prover and Verifier receive a private
output. (This follows because any arbitrary protocol for pre-processing can
be viewed as a polynomial-time sampler from a well-defined distribution.)
Such a setup model is studied in [KMO89, DMP88, Dam93|.

The above setup models can be implemented in a variety of ways, which may
or may not require their own independent assumptions (For example, secure
two-party computations protocols can be used to pick a random string.) In this
paper we defer the discussion of how trusted setups are implemented, and choose
instead to focus on the relative power of the models.

We restrict our study to the simplest setting in which only a single theorem
is proven. Also, we consider security against unbounded provers. (That is, we
consider proof systems as opposed to argument systems.) Following similar stud-
ies in the interactive setting —see for example [Vad99, SV03, Vad04]— we allow
the honest prover algorithm to be inefficient (although some of our constructions
have efficient prover algorithm for languages in NP).

Our investigation also considers both adaptive and non-adaptive definitions of
zero-knowledge for non-interactive proofs. Briefly, the difference between these
two is that the adaptive variant guarantees that the zero-knowledge property
holds even if the theorem statement is chosen after the trusted setup has finished,
whereas the non-adaptive variant does not provide this guarantee.

1.1 Owur Results

SECRET PARAMETER MODEL. One suspects that the secret-parameter setup is
more powerful than its public-parameter counterpart. Indeed, in game theory, a
well-known result due to Aumann [Aum?74] states that players having access to
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correlated secret strings can achieve a larger class of equilibria, and in particular,
better payoffs, than if they only share a common public string. As we shall see,
this intuition carries over in a strong way to the cryptographic setting. But first,
we show that,

Informal Theorem [Upper bound]. In the secret parameter model, non-
interactive perfect zero-knowledge proofs exist unconditionally for all lan-
guages in AM.

This result is obtained by combining the work of [FLS90] with an adaptation of
Kilian’s work on implementing commitments using oblivious transfer [Kil88].

Previously, for general NP languages, only computational NIZK proof sys-
tems were known in the secret-parameter setup model [DMP88, F1.5S90, KMO89,
DFNO5]. Furthermore, these systems relied on various computational assump-
tions, such as the existence of one-way permutations. Recently, Cramer and
Damgard [CDO04] constructed statistical NIZK proofs in this model for specific
languages related to discrete logarithms. (On the other hand, their results apply
to an unbounded number of proofs, whereas ours do not.)

As a corollary of our result, we obtain a complete characterization of com-
putational, statistical and perfect NIZK in the secret parameter model. Namely,
we show that NIP = NIZK = NISZK = NIPZK = AM, where NIP denotes
the class of languages having non-interactive proofs, and NIZK, NISZK and
NIPZK denotes the classes of languages having non-interactive computational,
statistical and perfect zero-knowledge proofs.

PuBLIC PARAMETER MODEL: STATISTICAL NIZK. We next turn our attention
to the public parameter model, and show that, in contrast to the Secret Para-
meter model, statistical NIZK proofs for NP-complete languages are unlikely to
exist.!

Informal Theorem [Lower bound]. In the public parameter model, non-
interactive statistical (non-adaptive) zero-knowledge proof systems only exist
for languages in AM N coAM.

Previously, Aiello and Hastad [AH91] showed a similar type of lower bound for
interactive zero-knowledge proofs. Although their results extend to the case of
NIZK in the common random string model, they do not extend to the general
public parameter model.? Indeed, our proof relies on different (and considerably
simpler) techniques.

In the case of statistical adaptive NIZK, we present a stronger result.

! This follows because unless the polynomial hierarchy collapses, NP is not contained
in AM N coAM [BHZS87].

2 This follows because the definition of zero-knowledge requires the simulator to output
the random coins of the Verifier, and this is essential to the result in [AH91]. In
contrast, the definition of NIZK in the Public Parameter model does not require
the Simulator to output the random coins used by the trusted-party to generate the
public parameter.
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Informal Theorem [Lower bound]. Non-interactive statistical adaptive
zero-knowledge proof systems only exist for languages in BPP/1 (i.e., the
class of languages decidable in probabilistic polynomial time with one bit of
advice, which depends only on the length of the instance).

By an argument of Adleman, this in particular means that all languages which
have statistical adaptive NIZK in the public-parameter model can be decided by
polynomial-sized circuits.

We note that a similar strengthening for the non-adaptive case is unlikely,
as statistical non-interactive zero-knowledge proof systems for languages which
are conjectured to be “hard” are known (e.g., see [GMR9S]).

PuBLic PARAMETER MODEL: COMPUTATIONAL NIZK. Due to the severe lower
bounds for statistical NIZK, we continue our investigation by considering com-
putational NIZK in the public parameter model. We first show that one-way
functions are both necessary and sufficient in the public parameter model.

Informal Theorem [Upper bound]. If (non-uniform) one-way functions
exist, then computational NIZK proof systems in the public parameter model
exist for every language in AM.

Informal Theorem [Lower bound]. The existence of computational NIZK
systems in the public parameter model for a hard-on-average language im-
plies the existence of (non-uniform) one-way functions.

Our upper bound, which applies to the stronger adaptive definition, improves
on the construction of Feige, Lapidot, and Shamir [FLS90] which uses one-way
permutations (albeit in the common random string model, whereas our con-
struction requires a public parameter). Our lower bound, which applies to the
weaker non-adaptive definition, was only known for interactive zero-knowledge
proofs [OW93]. We therefore present a (quite) different and relatively simple
direct proof for the case of NIZK in the public parameter model.

As a final point, by combining our last two theorems, we obtain the follow-
ing unconditional characterization of computational NIZK proofs in the public
parameter model:

FEither NIZK proofs exist only for “easy” languages (i.e., languages that are
not hard-on-average), or NIZK proofs exist unconditionally for every lan-
guage in AM (i.e., for every language which admits a non-interactive proof ).

This type of “all-or-nothing” property was known for interactive zero-knowledge
proofs, but not for NIZK since prior constructions of NIZK relied on one-way
permutations.

ADDITIONAL CONTRIBUTIONS. As already mentioned, some proofs in this pa-
per extend previously known results for interactive zero-knowledge proofs to the
non-interactive setting. We emphasize that our proofs are not mere adaptations
of prior results — indeed the results of Aiello and Hastad and of Ostrovsky and
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Wigderson are complicated and technically challenging. In contrast, in the non-
interactive setting, we obtain equivalent results in a much simpler way. This sug-
gests the use of non-interactive zero-knowledge as a “test-bed” for understanding
the (seemingly) more complicated setting of interactive zero-knowledge.

1.2 Other Related Work

In terms of understanding NIZK, two prior works, [DCPY98] and [GSV99], offer
complete problems for non-interactive statistical zero-knowledge. Both of these
works apply to the non-adaptive definition and only the common random string
model. We emphasize that these results do not directly extend to the more
general public parameter model. In particular, complete problems for NISZK in
the public parameter model are not known (see the remarks following Thm. 4).
As mentioned earlier, many prior works, e.g. [AH91, Oka96, SV03, GV98,
Vad99], address the problem of obtaining unconditional characterizations of sta-
tistical zero-knowledge in the interactive setting. More recently, Vadhan [Vad04]
also obtains unconditional characterizations of computational zero-knowledge.

OPEN QUESTIONS. While our NIZK proof system in the secret parameter model
has an efficient prover strategy, our proof system in the public parameter model
does not. Indeed, resolving whether one-way functions suffice for efficient-prover
NIZK systems is a long-standing open question with many important implica-
tions. A positive answer to this question would, for example, lead to the con-
struction of CCA2-secure encryption schemes from any semantically-secure en-
cryption scheme.

2 Definitions

We use standard notation for probabilistic experiments introduced in [GMR85],
and abbreviate probabilistic polynomial time as p.p.t.

2.1 Non-interactive Proofs in the Trusted Setup Model

In the trusted setup model, every non-interactive proof system has an associated
distribution D over binary strings of the form (sy,sp). During a setup phase,
a trusted party samples from D and privately hands the Prover sp and the
Verifier sy. The Prover and Verifier then use their respective values during the
proof phase. We emphasize that our definition only models single-theorem proof
systems (i.e., after setup, only one theorem of a fixed size can be proven).?

Definition 1 (Non-interactive Proofs in the Secret/Public Parameter
Model). A triple of algorithms, (D, P, V'), is called a non-interactive proof system
in the secret parameter model for a language L if the algorithm D is probabilistic
polynomial-time, the algorithm V 1is a deterministic polynomial-time and there
exists a negligible function u such that the following two conditions hold:

3 While our definition only considers single-theorem proof systems, all of our results
extend also to proof systems for an a priori bounded number of fixed-size statements.
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— COMPLETENESS: For every x € L
Pr[(sv,sp) — D(1%); m — P(x,sp) : V(z,sv,m) =1] >1— p(|z|)
— SOUNDNESS: For every x ¢ L, every algorithm B
Pr[(sy,sp) < D(1%); n’ «— B(x,sp) : V(x,sy,n') =1] < p(|z|)

If D is such that sy is always equal to sp then we say that (D, P,V) is in the
public parameter model.

Remark 1. In our definition, as with the original one in [BFMS88], the Verifier is
modeled by a deterministic polynomial time machine. By a standard argument
due to Babai and Moran [BM88], this choice is without loss of generality since
a probabilistic Verifier can be made to run deterministically through repetition
and the embedding of the Verifier’s random coins in the setup information.

Let NIP denote the class of languages having non-interactive proof systems. For
the rest of this paper, we distinguish the secret parameter model from the public
parameter model using the superscripts S¥¢ and PVP respectively. We start by
observing that NIPPUB and NIPSFC are equivalent. The proof appears in the
full version.

Lemma 1. AM = NIPPUB — NIPSEC

2.2 Zero Knowledge

We next introduce non-interactive zero-knowledge proofs. In the original non-
adaptive definition of zero-knowledge from [BFMSS], there is one simulator,
which, after seeing the statement to be proven, generates both the public string
and the proof at the same time. In a later adaptive definition from [FLS90],
there are two simulators— the first of which must output a string before seeing
any theorems. The stronger adaptive definition guarantees zero-knowledge even
when the statements are chosen after the trusted setup has finished.* Here, we
choose to present a weaker (and simpler) adaptive definition similar to the one
used in [CDO04]. The main reasons for this choice are that (a) a weaker definition
only strengthens our lower bounds and (b) our definition is meaningful also for
languages outside of NP, whereas the definitions of [FLS90, Gol04] only apply
to languages in NP. Nevertheless, we mention that for languages in NP, our up-
per bounds (and of course the lower bounds) also hold for the stricter adaptive
definitions of [FLS90, Gol04].

Definition 2 (Non-interactive Zero-Knowledge in the Secret/Public
Parameter Model). Let (D, P,V) be an non-interactive proof system in the
secret (public) parameter model for the language L. We say that (D, P, V') is non-
adaptively zero-knowledge in the secret (public) parameter model if there exists

4 One might also study an adaptive notion of soundness for non-interactive proofs. We
do not pursue this line since every sound non-interactive proof system can be made
adaptively sound via parallel repetition.
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a p.p.t. simulator S such that the following two ensembles are computationally
indistinguishable by polynomial-sized circuits (when the distinguishing gap is a
function of |x|)

{(sv,sp) — D(1"); m — P(sp,x) : (sv,7) },er
{((sy,7') = S(z) : (s, 7") }oep

We say that (D, P, V') is adaptively zero-knowledge in the secret (public) parame-
ter model if there exists two p.p.t. simulators S1,Se such that the following two
ensembles are computationally indistinguishable by polynomial-sized circuits.

{(sv,sp) = D(A"); m— P(sp,x) : (sv,7) },ep,
{(sy,aux) « S1(1"); 7" « Sa(z,aux) : (s, 7') },cp
We furthermore say that (D, P, V') is perfect (statistical) zero-knowledge if the
above ensembles are identically distributed (statistically close).

For notation purposes, we will use NIZK, NISZK, and NIPZK to denote the
class of languages having computational, statistical, and perfect non-interactive
zero-knowledge proof systems respectively.

3 The Hidden Bits Model

In order to prove our main theorems, we first review the “hidden bits” model
described in [FLS90]. In this model, the Prover and Verifier share a hidden string
R, which only the Prover can access. Additionally, the Prover can selectively
reveal to the Verifier any portion of the string R. Informally, a proof in the
hidden bits model consists of a triplet (7, Ry, I) where [ is a sequence of indicies,
I C{1,2,...,|R|} representing the portion of R that the prover wishes to reveal
to the verifier, R; is the substring of R indexed by I, and 7 is a proof string. For
a formal definition of this model, see Goldreich [Gol01] from which we borrow
notation.
The following theorem is shown by Feige, Lapidot and Shamir.

Theorem 1 ([FLS90]). There exists a non-interactive perfect zero-knowledge
proof system in the hidden bits model for any language in NP.

We extend their result to any language in AM by using the standard tech-
nique of transforming an AM proof into the NP statement that “there exists a
short Prover message which convinces the polynomial-time Verifier.”

Theorem 2. There exists a non-interactive perfect zero-knowledge proof system
in the hidden bits model for any language in AM.

Looking ahead, in Sect. 4 we extend Thm. 2 to show that the class of non-
interactive perfect zero-knowledge proofs in the hidden bits model is in fact
equivalent to AM.
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4 The Secret Parameter Model

Feige, Lapidot and Shamir show how to implement the hidden-bits model with
a one-way permutation in the public parameter model. Their implementation,
however, degrades the quality of zero-knowledge — in particular, the resulting
protocol is only computational zero-knowledge. Below, we show how to avoid
this degradation in the secret parameter model.

Lemma 2. Let (P,V) be a non-interactive perfect zero-knowledge proof system
for the language L in the hidden bits model. Then, there exists a non-interactive
perfect adaptive zero-knowledge proof system (P', V') for the language L in the
secret parameter model. Furthermore if, (P,V') has an efficient prover, then
(P, V') has one as well.

Proof Sketch. We implement the hidden bits model by providing the Prover and
Verifier correlated information about each bit of the hidden string. In particular,
each bit is split into shares using a simple secret sharing scheme. The Prover
is given all of the shares, while the Verifier is only given a random subset of
them (which is unknown to the Prover). This is done in such a way that the
Verifier has no information about the bit, but nonetheless, the Prover cannot
reveal the bit in two different ways except with exponentially small probability.
We note that this technique is reminiscent to the one used in [Kil88] to obtain
commitments from oblivious transfer and to the one in [KMO89] to obtain NIZK
with pre-processing (we remark that their resulting NIZK still requires additional
computational assumptions, even when ignoring the assumptions necessary for
their pre-processing). Our protocol is described in Fig. 1 and a complete proof
is given in the full version. O

Armed with this Lemma, we can now prove our main theorem concerning
non-interactive zero-knowledge in the secret parameter model.

Theorem 3. NIPSEC — NIZKSEC = NISZKSEC = NIPZKSEC = AM

Proof. NIPZKSFC C NISZKSEC C NIZKSFC C NIPSEC follows by definition.
Lemma 1 shows that NIPSFC = AM, therefore, it suffices to show that AM C
NIPZKSEC. This follows by combining Lemma 2 and Thm. 2. O

RELATED CHARACTERIZATIONS. We note that Lemma 2 also gives an upper
bound on the class of perfect zero-knowledge proofs in the hidden bits model.
As a corollary, we obtain the following characterization.

Corollary 1. The class of perfect zero-knowledge proofs in the hidden bits model
equals AM.

5 The Public Parameter Model - Statistical NIZK

In this section we present severe lower bounds for the class of statistical NIZK
in the public parameter model. (This stands in stark contrast to the secret
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Proof System (D, P', V') — NIZK in the Secret Parameter model

Common Input: an instance = of a language L with witness relation Ry and 1™:
security parameter.
Private-output set-up: D(1") — (sp, sv) proceeds as follows on input 1":
1. (Pick a random string) Sample m random bits, o = o1,...,0m.
2. (Generate XOR shares) For i € [1,m] and j € [1,n], sample a random
bit 77. Let 7/ = o; @ 7. (Notice that the n pairs (77,77) for j € [1,n] are
n random “XOR shares” of the bit o;.)
3. (Select half of each share) For i € [1,m] and j € [1,n], sample a random
bit b,. Let pg as follows:

i [T, ik =0
P = { 7/ otherwise
(In other words, the values {p!} are randomly selected “halves” from each
of the n XOR shares for o;.)

4. The private output sp is the set of nm pairs ( T, T
Note that the string o is easily derived from sp.

5. The private output sy is the set of nm pairs {(pz, bZ)} fori,j € [1,m]x[1,n].

Prover algorithm: On input (z,sp),

1. Compute R = o1,...,0m by setting oy = 7} & 7.

2. Run the algorithm (m, R;,I) « P(z, R). Recall that the set R; consists of
bits {r; | i € I} and I consists of indices in [1, m].

3. Output (7, R, I,{oi | ¢ € I}) where 0; denotes the opening of bit ¢;. That
is, for all i € I, o; consists of all n shares ((7},7;),..., (1", 7%)) of o;.

Verifier algorithm: On input (x, sv,m, Rr,I,{o:;|i € I}),

1. Verify that each opening in R; is consistent with o; and with sy. That is,
forie I, 1nspect the n pairs, (7}, 7; ) - (7*,7i") in 0;, and check that for
all j € [1 n], pl is equal to either 77 or Tj (depending on whether b/ = 0
or 1 respectively). If any single check fails, then reject the proof. Finally,
check that r; = 7'7;1 D F}l.

2. Verify the proof by running V' (z, Rr,I,7) and accept if and only if V' ac-
cepts.

77) for 4,7 € [1,m] x [1, n).

Fig. 1. NIZK in the Secret Parameter model

parameter model, where statistical NIZK can be obtained for all of AM.) We
first present a lower bound for statistical NIZK under the non-adaptive definition

of zero-knowledge. We thereafter sharpen the bound under the more restrictive

adaptive definition.

5.1 The Non-adaptive Case

In analogy with the result by [AH91] for interactive zero-knowledge, we show
that only languages in the intersection of AM and coAM have statistical NIZK
proof systems in the public parameter model.
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Theorem 4. If L has a statistical non-adaptive NIZK proof system in the public
parameter model, then L C AM N coAM.

Proof Sketch. Let (D, P,V') be a statistical NIZK proof system in the public
parameter for the language L with simulator S. We show that L € AM and that
L € coAM. The former statement follows directly from Lemma 1. To prove the
latter one, we present a two-round proof system for proving x ¢ L. (Note that
by the results of [GS86, BMS8S] it is sufficient to present a two-round private coin
proof system.)
Verifier Challenge:
1. Run the simulator (c9,7’) « S(z) and the sampling algorithm o, « D(1!2l)
to generate public parameter strings oo and o;.
2. Run V on input (0o, n’) to check if the honest verifier accepts the simulated
proof. If V' rejects, then output “accept” and halt.
3. Otherwise, flip a coin b € 0,1 and send a = o} to the prover.

The Prover response:
1. Upon receiving an input string «, check if there exists a proof m which the

honest verifier V' accepts (i.e., V(z,a,m) = 1).

2. If so, output 8 = 0; otherwise, output 8 = 1.

The Verifier acceptance condition:

1. Upon receiving string 3, output “accept” if § = b, and reject otherwise.
COMPLETENESS. We show that if ¢ L, then the Prover (almost) always con-
vinces the Verifier. If the Verifier sent the string og, the Prover always responds
with 8 = 0, which makes the Verifier always accept. This follows since the Veri-
fier only sends oy if the simulated proof was accepting, which implies that there
is at least one accepting proof of x € L for (P, V). If the Verifier sent the string
o1, then by the soundness of (P, V'), the probability (over the coins of the Ver-
ifier) that there exists a proof for z € L is negligible. Therefore, except with
negligible probability, the Prover responds with § = 1 and the Verifier accepts.

SOUNDNESS. Intuitively, this protocol relies on the same logic as the graph non-
isomorphism protocol. If z € L, then the (exponential time) Prover cannot
distinguish whether o was generated by the simulator or by the sampler D,
and therefore can only convince the Verifier with probability 1/2. This follows
from the statistical zero-knowledge property of (P, V). It only remains to show
that the probability (over the random coins of the Verifier) that the Verifier
accepts statements z € L in step (2), without further interaction, is negligible.
This follows from the zero-knowledge (and completeness) property of (P, V).
Otherwise, V' would distinguish between simulated proofs and real ones (since
by completeness, the honest prover P succeeds with high probability.) O

Remark 2. Using techniques from the proof of Thm. 4, one can show that the
class NISZK"VB reduces to the problem of Statistical Difference, which is com-
plete for SZK [SV03]°. Thus, an alternative way to prove this theorem would be
to present such a reduction and then invoke the results of [AH91].

® This should be contrasted with Statistical Difference from Random and Image Density,
which are the complete problems for NISZK in the Common Random String model.
These problems are not known to be reducible to Statistical Difference.
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5.2 The Adaptive Case

In this section we sharpen our results from the previous section when instead
considering the adaptive variant of zero-knowledge.

Theorem 5. If L has a non-interactive adaptive statistical zero-knowledge proof
in the public parameter model, then L. C BPP/1.

Proof Sketch. Let (D,P,V) be a non-interactive adaptive statistical zero-
knowledge proof system for L with simulators S; and Ss.

We first observe that by the statistical zero-knowledge property, for every
n for which L contains an instance of length n, the output of S;(1™) must be
statistically close to the output of D(1™). This follows because the output of
S1(1™) is independent of the theorem statement.

This observation suggests the following probabilistic polynomial time decision
procedure D(zx) for L, which obtains a one-bit non-uniform advice indicating
whether L contains any instances of length |z|.

On input an instance z,
1. If the non-uniform advice indicates that L contains no instances of length
||, directly reject.
2. Otherwise, run (o', aux) « S1(1/7) to generate a public parameter.
3. Run 7’ « Sy(z, aux) to produce a putative proof.
4. Run V(z,0’,7") and accept iff V' accepts.

Note that when x € L, then D accepts with overwhelming probability due to
the completeness and zero-knowledge property of (D, P,V). If ¢ L and there
are no instances of length |z| in L, then D always rejects due to the non-uniform
advice. It remains to show that when x ¢ L, and there exists instances of length
|z| in L, then D rejects with high probability.

Assume, for sake of reaching contradiction, that there exists a polynomial
p(+) such that for infinitely many lengths n, L contains instances of length n yet
there exists an instance x ¢ L of length n, such that

1
— 1
p(n) @
We show how this contradicts the fact that the output of S; and D are statisti-

cally close (when L contains instances of length n). By the soundness of (D, P, V),
there exists a negligible function p such that for any unbounded prover P*,

Pr [(Jl,aux) — 5111, 7 — Sy(z,aux) : V(z, o', 7') = 1] >

Pr [0 —D@PN; 7' — P*(z,0) : V(z,0,7) = 1} < u(|x]) (2)

Consider an exponential time non-uniform distinguisher C, which on input ¢”
(and advice x), enumerates all proof strings 7’ to determine if any of them
convince V to accept z. If so, C' outputs 0, and otherwise outputs 1.

If 0 is generated by Si, then by (1), such a proof string 7’ exists with no-
ticeable probability. On the other hand, if ¢” comes from D, then by (2), such
a proof string only exists with negligible probability. We conclude that C' dis-
tinguishes the output of S; from that of D with a non-negligible advantage. O
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6 The Public Parameter Model - Computational NIZK

In this section we show that one-way functions are sufficient and necessary
for computational NIZK for languages that are hard-on-average. Combining
these two results, we obtain the following unconditional characterization : Fither
NIZKPVUB only contains “easy” languages (i.e., languages that are not hard-on-
average), or it “hits the roof”, (i.e., contains all of AM).

PRELIMINARIES. Let us first define one-way functions and hard-on-average lan-
guages. As is standard in the context of zero-knowledge proofs, we define hard-
ness in terms of infeasability for non-uniform p.p.t.

Definition 3 (One-way function). A function f:{0,1}* — {0,1}* is called
one-way if the following two conditions hold:

— FEasy to compute: There exists a (deterministic) polynomial-time algorithm
E such that on input x, E outputs f(x).

— Hard to invert: For every non-uniform p.p.t. algorithm A, every sufficiently
large integer n, and every polynomial p(-),

1

Priz —{0,1}"y — A(f(z)) : [f(y) = f(2)] < p(n)

Definition 4 (Hard-on-average language). A language L is hard-on-average
if there exists a p.p.t. sampling algorithm G such that for every mnon-uniform
p.p.t. algorithm A, every polynomial p(-), and every sufficiently large n,

1 1
Prz «— G(1") : A(x) correctly decides whether x € L] < 3 + m

6.1 OWFs Are Sufficient

We show how to implement the hidden bits model in the public-parameter model
based on a one-way function. Recall that [FLS90] implements the hidden bits
model using a one-way permutation and a hard-core predicate. The reason for
using a one-way permutation is to give the Prover a short certificate for opening
each bit in only one way (the certificate being the pre-image of the one-way
permutation). A similar technique fails with one-way functions since a string
may have either zero or many pre-images, and therefore a malicious Prover may
be able to open some hidden bits as either zero or one.

Another approach would be to use a one-way function in order to construct a
pseudo-random generator [HILL99], and then to represent a 0 value as a pseudo-
random string and a 1 as a truly random string (in some sense, this technique is
reminiscent of the one used by Naor for bit commitment schemes from pseudo-
random generators [Nao91]). The Prover can thus open a 0 value by revealing
a seed to the pseudo-random string. However, there is no way for the Prover to
convince a Verifier that a string is truly random.
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We overcome this problem by forming a reference string consisting of pairs
of 2k-bit strings, («, #) in which exactly one of the two strings is pseudo-random
while the other is truly random. More precisely, the 0-value is encoded as a pair
in which « is generated pseudo-randomly by expanding a k bit seed into a 2k
bit string, while 3 is chosen uniformly at random from {0,1}2?*. The 1-value is
encoded the opposite way: « is chosen randomly, while g is generated pseudo-
randomly. The Prover can now reveal a 0 or a 1 by revealing the seed for either
a or 3.

Lemma 3. Assume the existence of one-way functions. Let (P,V) be a non-
interactive (adaptive) zero-knowledge proof system for the language L € NP
in the hidden bits model. If P is an efficient prover, then, there exists a non-
interactive (adaptive) zero-knowledge proof system (P',V') for the language L
i the public parameter model.

Proof Sketch. Let (P,V) be an NIZK proof system in the hidden bits model,
let G : {0,1}* — {0,1}?* be a pseudo-random generator and let L € NP be
a language with witness relation Ry. Consider protocol (P’,V’) described in
Fig. 2.

COMPLETENESS. Completeness follows from the corresponding completeness of
(P, V) and the fact that P’ aborts only with negligible probability.

SOUNDNESS. Assume for the moment that a cheating prover P’* is only able
to open R in one manner. In this case, the soundness of (P, V') carries over to
(P',V’) in the same way as in Lemma 2. All that remains is to show that R
can only be opened in one way. Below, we argue that this happens with high
probability.

Note that there are a maximum of 2" pseudo-random strings in G’s support.
On the other hand, there are 22" strings of length 2n. Therefore, a randomly
sampled length-2n string will be pseudo-random with probability at most 27".
Thus, for any pair (a;, b;), the probability that both values are pseudo-random
is at most 27". By the union bound, the probability that there is one such pair
in s is upper-bounded by n2=".

ZERO-KNOWLEDGE. We present a simulator S’ = 57,55 for (D, P', V') which
uses the simulator S for (P, V') as a subroutine. First, (s, aux) « S7(1™) gener-
ates s as a sequence of pairs (a, 8;) in which both o/ and 3] are pseudo-random.
The aux value contains all of the seeds, u;, w;, for the pseudo-random values
of and [} respectively. The simulator S} works by running simulator S(z) to
generate (', R}, 1) « S(x) and then outputting (7', R}, I,{v] | i € I}) where
vi equals u; if 7, = 0 and w; otherwise. In order to show the validity of the
simulation, consider the following four hybrid distributions.

— Let H; denote the ensemble (s,7) in which the honest Prover runs on a
string s generated according to D.

— Let H> denote the output of the above experiment with the exception that D
provides all pre-images {v;} to an efficient prover algorithm P, which also
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Proof System (D, P’', V') — NIZK in the Public Parameter model

Common Input: an instance x € L and a security parameter 1"
Public Parameter set-up: D(1") — s, where D proceeds as follows :
1. Select m random bits ¢ = 01,...,0m.
2. For each i € [1,m], generate two strings a; and [; as follows:
a; < G(v;) where v; is a uniformly chosen string of length k.
i —r {0,1}*"
(67N ﬁi if g; — 1
3. Let s = { Eﬁi, aig otherwise
4. Output s =71,...,7Tm.
Prover’s algorithm: On input z, s,

1. Compute R = 01, ...,0m from s by the following procedure. Parse s into m
pairs (a1,b1),..., (am,bm). For each pair (ai,b;), determine (in exponential
time) which of either a; or b; are pseudo-random (i.e, in the range of G). In
the former case, set o; = 0, and in the latter, o; = 1, and let v; denote the
seed used to generate the pseudo-random value. If both a; and b; are in the
range of (G, then output abort.

2. Compute the lexographically first witness w satisfying Rz (z,w).

3. Run the Prover algorithm (7, R;,I) «+ P(x,w, R). Recall that the set R;
consists of bits {r; | ¢ € I} and I consists of indices in [1,m].

4. Output (7, R, I,{v; | i € I}).

Verifier’s algorithm: On input (x, 7, Ry, I,{v; | i € I})

1. Verify each opening in Ry is consistent with s and v;. Parse s into m pairs
(a1,b1),...,(@m,bm). Foreachi € I, run t «+ G(v;) and if t = a,, set 0; = 1,
if t = b;, then set o; = 0 (if neither or both conditions are met, then reject
the proof). Finally, verify that r; = o;.

2. Run the Verifier algorithm V' (z,m, Ry, I) and accept iff V' accepts.

Fig. 2. NIZK in the Public Parameter model

receives the lexographically first witness w for x and then only runs Step 3
and 4 of P"’s algorithm.

— Let H3 denote the output of the second experiment with the exception that
s is generated by S7(1™), and that furthermore, S7(1™) gives either u; or w;
(randomly chosen) to P, for all i € [1,m].

— Let Hy denote the output of the third experiment with the exception that
7 is generated by S5(x,aux) and wu;, w; in aux is given to P.g. Notice that
this distribution corresponds exactly to the output of S’.

In the full version we show that the above hybrid distributions are all indis-
tinguishable, which concludes the proof. O

Remark 3. Note that we explicitly require two properties from the NIZK proof
system (P, V') in the hidden bits model: first, that P is an efficient Prover, and
secondly, that the zero-knowledge property is defined for non-uniform distin-
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guishers. Both of these requirements stem from the fact that the Prover in our
new protocol is unbounded, which creates complications in the hybrid arguments.

Theorem 6. If (non-uniform) one-way functions exist, then for both adaptive
and non-adaptive definitions of zero-knowledge, NIZKFUB = NIPPUB — AM.

Proof. By Thm. 1 and Lemma 3, NP C NIZK'UB. Using techniques from the
proof of Thm. 2, we can extend this result to show that AM C NIZKPUB. By
definition, NIZKPYB C NIPPUB, Finally, by Lemma 1, NIPPUB = AM. 0

6.2 OWPFs Are Necessary

We proceed to show that (non-uniform) one-way functions are necessary for non-
interactive zero-knowledge for “hard” languages. This stands in contrast to the
secret parameter model where unconditional results are possible.

Theorem 7. If there exists a non-adaptive NIZK proof system for a hard-on-
average language L, then (non-uniform) one-way functions exist.

Proof Sketch. Let (D, P,V') be a non-adaptive NIZK system for L in the public
parameter model and let S be the simulator for (P, V). Furthermore, suppose
that L is hard-on-average for the polynomial-time samplable distribution G.
Now, consider the following two distributions:

{(sv,sp) — D(1"),z «— G(1") : z,sv} (3)
{(s\y,7) « S(z,1™), 2 «— G(1") : z,s}} (4)

We show that the above distributions are (non-uniformly) computationally
indistinguishable, but statistically “far”. By a result of Goldreich [Gol90] (relying
on [HILL99]) the existence of such distributions implies the existence of (non-
uniform) one-way functions. 0

Claim. The distributions (3) and (4) are computationally indistinguishable.

Proof Sketch. We start by noting that conditioned on x being a member of
language L, the above distributions are computationally indistinguishable by
the zero-knowledge property of (P, V). It then follows from the hardness of L
that the above distributions must be computationally indistinguishable, even
without this restriction. O

Claim. The distributions (3) and (4) are not statistically indistinguishable.

Proof Sketch. We show that the distributions (3) and (4) are statistically “far”
conditioned on instances x ¢ L. It then follows from the fact that L is roughly
balanced over G (due the hard-on-average property of L over G) that (3) and
(4) are statistically “far” apart.

Note that on instances x ¢ L, the soundness property of (P, V') guarantees
that very few strings generated by D have proofs which are accepted by the
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Verifier (otherwise, a cheating prover can, in exponential time, find such proofs
and thereby violate the soundness condition). On the other hand, since L is
hard-on-average, and since S runs in polynomial time, most of the strings sy
generated by S have proofs which are accepted by V' (otherwise, S can be used
to decide L). Therefore, the distributions (3) and (4) are statistically far apart,
conditioned on instances x ¢ L. O

Acknowledgments. We would like to thank Silvio Micali and the anonymous
referees for their helpful suggestions.
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Abstract. In this paper, we continue the study of the round complexity
of black-box zero knowledge in the bare public-key (BPK, for short) model
previously started by Micali and Reyzin in [11]. Specifically we show the
impossibility of 3-round concurrent (and thus resettable) black-box zero-
knowledge argument systems with sequential soundness for non-trivial
languages. In light of the previous state-of-the-art, our result completes
the analysis of the round complexity of black-box zero knowledge in the
BPK model with respect to the notions of soundness and black-box zero
knowledge.

Further we give sufficient conditions for the existence of a 3-round
resettable zero-knowledge proof (in contrast to argument) system with
concurrent soundness for NP in the upperbounded public-key model
introduced in [14].

1 Introduction

The classical notion of a zero-knowledge proof system has been introduced in
[1]. Roughly speaking, in a zero-knowledge proof system a prover can prove to a
verifier the validity of a statement without releasing any additional information.
Recently, starting with the work of Dwork, Naor, and Sahai [2], the concur-
rent and asynchronous execution of zero-knowledge protocols has been consid-
ered. In this setting, several concurrent executions of the same protocol take
place and a malicious adversary controls the verifiers and the scheduling of the
messages.

Motivated by considerations regarding smart cards, the notion of resettable
zero knowledge (rZK, for short) was introduced in [3]. An rZK proof remains
“secure” even if the verifier is allowed to tamper with the prover and to re-
set the prover in the middle of a proof to any previous state, then asking dif-
ferent questions. It is easy to see that concurrent zero knowledge is a special
case of resettable zero knowledge and, currently, rZK is the strongest notion of
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zero knowledge that has been studied when security against malicious verifiers
is considered. Unfortunately, in the plain model, if we only consider black-box
zero knowledge, constant-round concurrent (and therefore resettable) zero know-
ledge is possible only for trivial languages (see [4]). Moreover, the existence of
a constant-round non-black-box concurrent zero-knowledge argument system is
currently an open question (see [5] for the main results on non-black-box zero
knowledge). An almost constant-round non-black-box concurrent zero-knowledge
argument system has been recently given in [6] by assuming the existence of only
one (stateful) prover.

Such negative results have motivated the introduction of the bare public-key
model [3] (BPK, for short). Here each possible verifier deposits a public key pk
in a public file and keeps private the associated secret information sk. From
then on, all provers interacting with such a verifier will use pk and the verifier
can not change pk from proof to proof. Note that in the BPK model there is no
interactive preprocessing stage, no trusted third party or reference string and the
public file can be completely under the control of the adversary. Consequently
the BPK model is considered a very weak set-up assumption compared to some
previously proposed models [2,7,8,9,10]. In this model, however, the notion of
soundness is more subtle. This was first noted in [11], where the existence of four
distinct and increasingly stronger notions of soundness: one-time, sequential,
concurrent and resettable soundness is shown. Moreover it was pointed out that
the constant-round rZK argument system in the BPK model of [3] did not seem
to be concurrently sound.

In [11], a 3-round one-time sound black-box rZK argument system and a
4-round sequentially sound black-box rZK argument system for AP in the BPK
model are given. Moreover it is shown that in the BPK model neither zero know-
ledge in less than 3 rounds nor black-box zero-knowledge with resettable sound-
ness are possible for non-trivial languages. Two main problems were left open
in [11] (see page 553 of [11] and page 13 of [12]).

The first open problem, namely the existence of a constant-round rZK ar-
gument system with concurrent soundness in the BPK model has been recently
solved in [13] where an (optimal) 4-round protocol is presented. Before this
result, a 3-round resettable zero-knowledge argument system with concurrent
soundness has been presented by Micali and Reyzin in [14] in the upperbounded
public-key (UPK, for short) model, where the verifier has a counter and his public
key can be used only an a-priori fixed polynomial number of times.

The second open problem, namely the existence of a 3-round {resettable,
concurrent, sequential} zero-knowledge argument with sequential soundness in
the BPK, has been very partially addressed in [13] where a 3-round sequentially
sound sequential zero-knowledge argument system has been presented.

The most interesting open problem in the BPK model is therefore the exis-
tence of a 3-round resettable (or even only concurrent) zero-knowledge argument
system with sequential soundness for N'P.

Our Contribution. In this paper we show that 3-round black-box concurrent (and
therefore resettable) zero-knowledge argument systems with sequential sound-
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ness in the BPK model exist only for trivial languages. As a consequence, we have
that in the BPK model, sequential soundness in 3 rounds can be achieved for
non-trivial languages only when no more than black-box sequential zero know-
ledge is required. This is in contrast to both one-time soundness and concurrent
soundness where 3 rounds and 4 rounds respectively, have been shown to be both
necessary and sufficient for sequential, concurrent and resettable zero knowledge.
Our result closes the analysis on the round complexity of the BPK model with
respect to notions of soundness and zero knowledge, see Fig. 1.

The intuition behind our impossibility result goes as follows. In the impossi-
bility proof of 3-round black-box zero knowledge given in [15] by Goldreich and
Krawczyk (on which our result is based) a deciding machine runs the simulator
to determine if x is in L. In case the simulator outputs an accepting transcript
even when x ¢ L, the work of the simulator can be used by an adversarial prover
that violates the soundness of the protocol. The translation in [11] of this proof
to the BPK model works when the proof system is sound against concurrent
malicious provers (because a rewind can be simulated with a new concurrent
session). The proof in this paper observes that for 3-round black-box concurrent
zero knowledge, there is at least one proof that the simulator does not rewind
and therefore sequential soundness will suffice.

We also give some sufficient conditions for achieving 3-round resettable zero-
knowledge proof (in contrast to argument) systems with concurrent soundness
in the UPK model. Moreover, our construction does not use assumptions with
respect to superpolynomial-time algorithms (i.e., complexity leveraging).

3-Round OTS 3-Round SS 4-Round CS
sZK|[MR Crypto 01] [DPV Crypto 04] Folklore
cZK|[MR Crypto 01]|Impossible [This Paper]|[DPV Crypto 04]
rZK|[MR Crypto 01]{Impossible [This Paper]|[DPV Crypto 04]

Fig. 1. The round complexity of black-box zero knowledge in the BPX model

2 The Public-Key Models

Here we describe the BPK and the UPK models that we consider for our results. We
give the definitions of zero-knowledge proof and argument systems with respect
to the notions of soundness and zero knowledge that we use in the paper. For
further details, see [11,14,12].

The BPK model assumes that: 1) there exists a polynomial-size collection of
records associating identities with public keys in the public file F'; 2) an (honest)
prover is an interactive deterministic polynomial-time algorithm that takes as
input a security parameter 1%, F', an n-bit string , such that € L where L is
an N'P-language, an auxiliary input y, a reference to an entry of F' and a random
tape; 3) an (honest) verifier V' is an interactive deterministic polynomial-time
algorithm that works in the following two stages: 1) in a first stage on input a
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security parameter 1% and a random tape, V generates a key pair (pk, sk) and
stores it’s identity associated with pk in an entry of the file F'; 2) in the second
stage, V takes as input sk, a statement x € L and a random string, V' performs
an interactive protocol with a prover, and outputs “accept” or “reject”; 4) the
first interaction of a prover and a verifier starts after all verifiers have completed
their first stage.

Definition 1. Given an N'P-language L and its corresponding relation Rr, we
say that a pair of probabilistic polynomial-time algorithms (P, V') is complete
for L, if for all n-bit strings x € L and any witness y such that (z,y) € Ry, the
probability that V' on input x when interacting with P on input x and y, outputs
“reject” is negligible in n.

Malicious Provers and Attacks in the BPK Model. Let s be a positive polynomial
and P* be a probabilistic polynomial-time algorithm that takes as first input 1.

P* is an s-sequential malicious prover if it runs in at most s(n) stages in the
following way: in stage 1, P* receives a public key pk and outputs an n-bit string
x1. In every even stage, P* starts from the final configuration of the previous
stage, sends and receives messages of a single interactive protocol on input pk
and can decide to abort the stage in any moment and to start the next one.
In every odd stage ¢ > 1, P* starts from the final configuration of the previous
stage and outputs an n-bit string x;.

P* is an s-concurrent malicious prover if on input a public key pk of V, it
can perform the following s(n) interactive protocols with V: 1) if P* is already
running i protocols 0 < i < s(n) it can start a new protocol with V' choosing a
new statement to be proved; 2) it can output a message for any running protocol,
receive immediately the response from V' and continue.

Given an s-sequential malicious prover P* and an honest verifier V', a se-
quential attack is performed in the following way: 1) the first stage of V is
run on input 1™ and a random string so that a pair (pk,sk) is obtained; 2)
the first stage of P* is run on input 1™ and pk and x; is obtained; 3) for
1 <i < s(n)/2 the 2i-th stage of P* is run letting it interact with V' which
receives as input sk, x; and a random string r;, while the (2i+ 1)-th stage of
P* is run to obtain z;.

Given an s-concurrent malicious prover P* and an honest verifier V', a con-
current attack is performed in the following way: 1) the first stage of V' is run on
input 1" and a random string so that a pair (pk, sk) is obtained; 2) P* is run on
input 1™ and pk; 3) whenever P* starts a new protocol choosing a statement, V'
is run on inputs the new statement, a new random string and sk.

Definition 2. Given a complete pair (P,V) for an N'P-language L in the BPK
model, then (P, V') is a concurrently (resp., sequentially ) sound interactive
argument system for L if for all positive polynomials s, for all s-concurrent
(resp., s-sequential) malicious provers P* and for any false statement “x € L”
the probability that in an execution of a concurrent (resp. sequential) attack, V
outputs “accept” for such a statement is negligible in n.
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In the definition above, if the malicious prover P* is computationally un-
bounded, then (P, V) is a proof (and not only an argument) system.

Definition 3. Let (P, V') be an interactive proof or argument system for a lan-
guage L. We say that a probabilistic polynomial-time adversarial verifier V* is
a concurrent adversary in the BPK model if on input polynomially many
values T = m1,...,TpQLY(n), i first generates the public file F with POLY(n)
public keys and then concurrently interacts with POLY(n) number of independent
copies of P (each with a valid witness for the statement), with common input T
and without any restrictions over the scheduling of the messages in the different
interactions with P. Moreover we say that the transcript of such a concurrent
interaction consists of T and the sequence of prover and wverifier messages ex-
changed during the interaction. We refer to viewl. (Z) as the random variable
describing the content of the random tape of V* and the transcript of the con-

current interactions between P and V*.

Definition 4. Let (P, V') be an interactive argument or proof system for a lan-
guage L in the BPK model. We say that (P,V') is black-box concurrent zero
knowledge if there exists a probabilistic polynomial-time algorithm S such that
for each polynomial-time concurrent adversary V*, let Sy«(Z) be the output of
S on input T and black-box access to V*, then if x1,...,xpoLy(n) € L, the en-

sembles {viewl,.(Z)} and {Sy«(Z)} are computationally indistinguishable.

Definition 5. An interactive argument system (P,V') in the BPK model is
black-box resettable zero knowledge if there exists a probabilistic polynomial-
time algorithm S such that for all probabilistic polynomial time adversaries
V*, for all pairs of polynomials (s,t) and for all x; € L where |x;| = n and
i =1,...,8(n), V* runs in at most t(n) steps and the following two distribu-
tions are indistinguishable:

1. the output of V* that generates F with s(n) entries and interacts (even
concurrently) a polynomial number of times with each P(x;,y;, j, Tk, F') where
yi 18 a witness for x; € L, |x;| = n, j is the index (i.e. associated identity)
of the public key of V* in F' and ry is a random tape for 1 <i,j k < s(n);

2. the output of S given black-box access to V* on input x1,...,Tep)-

Moreover we define such an adversarial verifier V* as an (s,t)-resetting ma-
licious verifier.

The definitions in the UPK model are very similar to the ones given for the
BPK model. The only interesting difference is the attack of the malicious prover.
Indeed, in the UPK model there is a bound on the number of sessions that the
malicious prover can open in order to prove a false statement. Indeed, the verifier
only uses his public key an a-priori fixed polynomial number of times and he uses
a counter (a value that is persistent between the sessions) to verify that his key
is not yet expired. For details see [12].
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3 3-Round Sequentially Sound cZK in the BPK Model

In this section we will concentrate entirely on the proof of the following theorem.

Theorem 1. Any black-box concurrent zero-knowledge argument system satis-
fying sequential soundness in the BPK model for a language L outside of BPP
requires at least 4 rounds.

3.1 Techniques for Achieving the Result

In [11,12], it has been proven that in the BPK model concurrent soundness can
not be achieved in less than 4 rounds. That proof mainly follows the proof of
the following theorem by Goldreich and Krawczyk in [15]: “In the plain model,
any black-box zero-knowledge argument system for a language outside of BPP
requires at least 4 rounds”. Indeed, the proof given in [15], crucially uses the
fact that if there exists a simulator M, then the work of M can be used either
to decide the language or to violate the soundness of the protocol. Indeed, in
case the simulator outputs an accepting transcript for a false statement, an
adversarial prover can prove the same false statement by emulating the rewinds of
the simulator by means of concurrent sessions. Also in [11,12], the same analysis
is carefully repeated by using a concurrent malicious prover, thus proving that
black-box zero knowledge with concurrent soundness needs at least 4 rounds for
non-trivial languages in the BPK model.

However, when the prover can only open sequential sessions, the previously
discussed approach does not work anymore. Actually, only sequential soundness
and zero knowledge are not enough to prove the impossibility result. Indeed,
in [13], it has been shown that in the BPK model a 3-round sequential black-box
zero-knowledge argument system with sequential soundness exists. It is there-
fore vital to use the concurrent black-box zero-knowledge property along with
sequential soundness in order to obtain the desired claim. Note that the black-
box concurrent zero-knowledge property (i.e., the existence of a strong simulator
that works in an hostile setting) has been previously used in [16,17,4] to show
that black-box concurrent zero knowledge can not be achieved respectively in 4,
7 and finally in a constant number of rounds in the plain model. However these
previous results do not help at all in the BPK model, since constant-round black-
box concurrent (and even resettable) zero knowledge has been achieved in the
BPK model. In particular only 3 rounds are necessary for one-time soundness [11]
and 4 rounds for concurrent soundness [13].

Our proof of Theorem 1 therefore exploits a joined use of techniques for
proving impossibility results for 3-round black-box zero knowledge as well as
impossibility results for black-box concurrent zero knowledge in the plain model.

High-Level Overview. For the sake of simplifying the presentation, we now only
consider conversation-based protocols, i.e., protocols where at the end of each
proof the verifiers decides to accept or to not accept the proof without using
private data. Therefore, in a conversation-based protocol, by simply looking at
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the transcript of the protocol it is possible to efficiently decide whether the
verifier accepts or not.

We will show that for any language L with a 3-round sequentially sound
black-box concurrent zero knowledge argument system II = (P, V) in the BPK
model , we can use the simulator M for concurrent zero knowledge as a black
box to design an efficient deciding machine D for L.

More precisely, instead of only working with the honest verifier (in contrast
to the proofs of [11,15]) we will first design a concurrent adversarial verifier
V* (as well as a useful variant V*) which D will let interact with M on input
“r € L” in order to decide x € L. Specifically D runs M against V* and decides
the language based on whether M outputs an accepting transcript. To show the
correctness of D we design a V* which opens nested sessions (which we refer to
as levels), each corresponding to a different public key. To be precise the behavior
of V* is the following;:

1. Upon receiving the first message of a session at level 7, V* initiates a new
session at level ¢ + 1 by using the (i + 1)-th entry of the public file, until
i = POLY(k) (for some fixed polynomial POLY()) and only continues with the
session at level 7 once level ¢ + 1 has been successfully completed.

2. Before sending the second message in the 3-round protocol V* uses a family
of pseudorandom functions indexed by its random tape and evaluated upon
V*’s entire view of the current interaction with M (including all levels) in
order to generate a new value to be used as a source of randomness for
computing its response message for a given session.

In order to keep things as simple as possible during the proof, we will also
describe a variant of V* called V* which acts just as V* except at level j (where
the value of j is specified as input at V*'s startup). For this special level V*
outputs all messages received from the simulator (i.e., its complete view of the
interaction at all levels with M thus far) to its output tape and responds with
messages read on its input tape. In other words V* acts as a proxy for an external
algorithm at level j. We will use V* to contradict the soundness of IT in case of
failure of D with a polynomially related probability.

Next we will define two mutually exclusive categories of executions of a sim-
ulator such that any possible execution of a concurrent simulator M must fall
into precisely one of the two categories. In the proof we will show that although
D only works for one of the two categories, the other can be simply ignored
as such executions would need exponential time (in the security parameter k)
and therefore can happen only with negligible probability (since the expected
running time of the simulator is polynomial in k).

D decides whether x is in the language as follows: if M outputs an accepting
transcript, D will accept x otherwise D will reject x. Notice that if x € L, then
by the fact that M is a simulator for concurrent zero knowledge, it follows that D
will accept = with overwhelming probability. The case x ¢ L is more complex. We
will design a cheating sequential prover P* which runs V* against M, using V* as
a proxy for sessions with an honest verifier V. Then we show that for any r & L,
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the probability that P* succeeds in cheating an honest verifier V' is polynomially
related to the probability of M outputting an accepting transcript for x. Here
“convinces” refers to the prover convincing the verifier of the theorem x € L
in some session and ~,,;y stands for polynomially related. Thus by soundness,
M will only successfully prove a false statement with a negligible probability.
Therefore we can conclude that D is a deciding machine for L contradicting the
assumption that L ¢ BPP.

Now we shall begin the detailed discussion by describing the aforementioned
adversary V™.

3.2 The Adversarial Verifier V*

In general V* acts exactly as the honest verifier V' would except for a few special
deviations.

Initialization Phase. Let POLY() be some fixed polynomial. V* (honestly and in-
dependently) generates p = POLY(k) public-private key pairs {(pk;, sk;)}; for i €
{1,2, .., p} placing all public keys pk = {pk,}i<;, in the public file F'. That is V*
simply runs Vs initialization algorithm p times, each time with a new uniformly
and independently chosen random string, publishing all (public) output.

Interactive Phase. V* maintains an internal counter ¢ which is initialized to 1.
The counter is used to keep track of the current level, i.e. the index of the public
key in F' which is to be used for that level.

We denote with a triple (a;, b;, ¢;) a 3-round protocol played at level i, where
a; denotes the first message of the prover to the verifier, b; the second message
of the verifier to the prover, and ¢; denotes the last message of the prover to the
verifier.

Upon receiving a; for ¢ < p, V* initiates a new session in a concurrent fashion,
at level 7 4+ 1 requesting a proof of the same statement “x € L”. Only once this
new level has been successfully completed, does it continue execution at level i.
(If i« = p then V* continues execution of the current session without initiating
any new levels.) See Fig. 2.

At level i, once V* has received a; but before initiating the next level (and
thus before choosing and sending b;), V* sets the string r; = f, (viewy+) where:

1. r; is V*’s random tape for this session.

2. viewyy is V*’s view of the entire interaction at all levels so far up to level i.

3. fr, € {PRF,} cr is the pseudorandom function with the index r; where R
is the set of all possible random tapes with which V* can be initialized.

Now for the rest of this session, V* uses 7} as its random tape. Once the new
random string has been defined, V* continues as the honest verifier does until
the end of the session.

The V* Variation. For reasons of simplicity and overview we will now describe
a related verifier algorithm V*. The only difference between V* and V* is that
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Fig. 2. The randomness used by V* for each reply depends on his view

the latter, on initialization, reads an integer j along with a key pk, on its input
tape. V* generates the public file just as V* does, except for substituting (V, pk)
for the identity j. Further whenever V* must send bj, it writes its entire view
view‘;j* to its output tape!, and pauses execution until a value for b; is written
to its input tape which it forwards to the prover as its message. Finally, upon
receiving c;, it writes ¢; and the same view vz’ewv;* it outputted when getting b;

at the beginning of this session. (\7* will later be run as a subroutine by another

algorithm which will tell it which messages to use for level j but let it act just

as V* would at all other levels. view,s. can be seen as an identifier for a given
J

session.)

3.3 The Executions of the Simulator
Next we consider two (mutually exclusive) categories of executions of a simulator.

Definition 6. Let M be the simulator that is gquaranteed to exists for a black-
box concurrent zero knowledge protocol II = (P,V,) and let V* be a probabilistic
polynomial-time interactive algorithm. Then when M interacts with V*, if there
exists a level 7, 7 < p with the following properties:

! This view (which includes the random tape assigned by M) is the exact same view
which V* uses as the argument to its pseudorandom function when creating .
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1. Let {Vz'ewsvj*} be the set of all of views seen so far by V* during the entire
interaction when at level j. Then m’ewvj*, the view of V* just before playing
bj (at level j), is a new one, i.e. viewyy ¢ {Viewsy:}. Notice that the view
at level j includes all messages a; at levels i fori < j (see Fig. 2).

2. From when b; has been sent until when c; has been sent, V* never has a
new view m’ew@y ¢ {Viewsy}. In other words after receiving b; but before

sending c; for a given session at level j, M does not request a rewind such
that V* reaches a point where it sends a b; such that it has a view view;, .
J

which it has never had before.
then we call this execution of M o j-deciding execution for V*.

Comments:

— If we consider a simulator M running against the adversarial verifier V'*
specified above then the views considered in the definition are exactly those
used as arguments to the pseudorandom function when setting r;.

— We use the term “j-deciding” because the simulator’s j-th session will help
to prove that it can be used to decide that language efficiently.

Definition 7. Let M and V* be as above. If there exists no j as above (that
18, in order to complete every session resulting in an accepting view of V*, M
requires at least one sequence of events (including a rewind) resulting in a new
Viewy . at level j) then we call this execution of M a hard execution for V*.

Comments and FExamples. First we note that it is clear from the definition that
given an execution of M, it must be either a j-deciding or hard for V* but
never both since either at least one such j exists or not. In order to clarify the
two definitions we now give a simple example of a V* with only one level of
interaction with M.

Suppose A = (a,b,c) and B = (a’, V', ) are the accepting transcripts of two
different sessions (of the same protocol) and let R stand for “M rewinds V*”.
Now suppose M and V* interact as follows:

/ /
(a,b,R,a’, b, R,a,b,c) = (mq, ma, ms, my, ms, Mg, M7, Mg, Mg)

In this case the triple (a,b,c) does not fulfill the requirement to make this ex-
ecution of M a 1-deciding execution for V* because although (m1,ma, mg) is
an accepting transcript, between mo and mg being received by V*, M rewinds
V* and causes it to have a new view (with messages ms,m4 and ms) which
violates the second point of the definition. Further although (m7, mg,mg) is a
transcript started and successfully completed without any rewind at all, this
sequence violates the first point of the definition of a j-deciding execution since
before playing mg, V* now has an old view: specifically that which it had before
playing ms. Therefore this is an hard execution for V*. If, on the other hand, the
interaction began only with my, or if the last message were a message mg = ¢
instead of mg then M would be a 1-deciding simulator for V*.
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The intuition behind the crucial part of the proof is to show that if an
execution of M when interacting with a specially designed adversarial verifier
is a hard execution then M must perform an exponential number of rewinds in
order to finish which implies that all hard executions with this verifier can only
happen with negligible probability. If however they are j-deciding then in case
the execution resulted in a false proof (i.e. if x ¢ L) then the execution can be
used by a specially designed malicious prover to break soundness. This is used
to establish the correctness of a deciding machine which uses the simulator and
an adversarial verifier as subroutines.

We now have all tools we need and can begin with the main proof.

3.4 The Proof of Theorem 1

Proof. Assume, by contradiction, there exists a language L ¢ BPP with a 3-
round black-box concurrent zero-knowledge argument system (P, V') in the BPK
model enjoying sequential soundness, and let V* and V* be the adversarial
verifiers as defined above. Then by the concurrent zero-knowledge property of
(P, V'), there exists an expected polynomial-time simulator M which, given oracle
access to any concurrent verifier V* will, for any true statement x € L, output a
transcript indistinguishable from that of V* interacting with the honest prover P.

In order to reach the contradiction we construct an efficient deciding algo-
rithm D which, on input x, decides membership in the language L which would
imply L € BPP. To decide whether x is in L, D runs M while simulating V* to
it. If M outputs an accepting transcript, D will output z € L, otherwise D will
output ¢ L. Thus we will need to prove that with overwhelming probability
M will output an accepting transcript if and only if x € L.

Proposition 1. If x € L then D will accept the proof with overwhelming prob-
ability.

Proof. A session with a verifier using a pseudorandom tape looks the same as
one with a verifier using a random tape, otherwise it is possible to break the
randomness property of PRF'. Since V*, after setting its random tape, uses the
same algorithm as V' for the rest of the interaction, V* would, by completeness
of (P,V), when interacting with P, accept for any given session at any level.
Since there are only polynomially many sessions, but each has an overwhelming
probability of resulting in an accepting view of V*, with overwhelming proba-
bility they will all result in an accepting view of V*. Thus with overwhelming
probability V* will accept when interacting with P. Therefore by the concurrent
zero-knowledge property of (P, V), given a true statement as common input M
will, with overwhelming probability, outputs an accepting view.

Proposition 2. Given x & L then D will reject x with overwhelming probability.

Proof. To show this we will design a malicious prover P* which can use M to
prove any statement with a polynomially related probability to the probability
of M outputting an accepting transcript for the same statement. We can then
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conclude that M outputs an accepting transcript for x ¢ L with negligible
probability since otherwise the soundness of (P, V') is violated. However P* will
only work for j-deciding executions, so we will also show that an execution of
M can be hard for V* only with negligible probability.

We define P* to be a polynomial-time algorithm with black-box access to
M. Given x as input, P* interacts with the honest verifier V' with the goal of
convincing V' of the false statement “z € L”. It does this by running V* with a
random guess j' for j and the public key produced by V on its input, against
M with the statement “x € L”. P* then acts as a man-in-the-middle between
V* and V for all interaction at level j, and maintains a set of pairs: the views
outputted by V* and the corresponding response supplied by V. If V* outputs a
previously seen view then P* does not forward the query to V, instead it simply
answers by using the response previously stored in his memory. Further whenever
P* initiates a session with V' (in order to get a response b; for a session), P*
stores in a registry the view given in the output by V*. Thus when M outputs
the message c¢; of a session along with a view, P* checks the value of the registry
to see whether c; corresponds to the currently open session with V. If this is the
case then P* forwards c¢; to V' thereby completing its current interaction with
V. In other words the registry is used to store what is in essence, a unique ID
for a session, namely the view which V* would use as an argument when setting
its pseudorandom tape r’. For a detailed description of P* see Fig. 3.

Lemma 1. When interacting with P*, M will act as when interacting with V*
with overwhelming probability.

Proof. We must show that M can not tell the difference between interacting with
V* and with P*. Since P* has oracle access to V* it has complete control over
its input including its random tape and can, in particular, perform all necessary
rewinds and secret key operations. Thus it suffices to consider level j’. Because
V and V* follow the same algorithm in deciding the message b, apart from what
they use as a random tape, the only concerns are rewinds and the fact that V'’s
tapes are truly random and not chosen depending on any variables such as its
view. Specifically:

1. M noticing that V' is not being rewound when M requests a rewind to an
old view.

2. M noticing that V is not being rewound when M requests a rewind to a new
view (but in fact V' simply uses a new random tape).

3. M noticing that V is not basing its randomness on the entire view at all
levels.

The first concern is easily taken care of by pointing out in such